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Table of Contents
CHAPTER 1. INTRODUCTIONS

1.1 About Load Balance Router

Load Balance Router also called Multi-Homing SOHO Gateway or
Multi-Homing Ethernet Router and so forth. It provides 2/4 10/100 Mbps
Ethernet ports (WAN port) and one 10/100 Mbps Ethernet port (LAN port).
WAN port is using to connect to broadband transmission equipments such as
ADSL modem or CABLE modem for user and far end to download or upload
data in high speed. Broadband Router provides one LAN port to connect to
computer via cable. You can also connect LAN port with HUB/SWITCH device
to extend the amount of connection device/user if necessary. Families with
multiple PCs could share one ISP account and play exciting games against
each other through Broadband Router. The switch function could also reduce
the traffic in internal LAN.

Important Feature:

Allows multi-user to use with single user account at the same time
Web configuration tool

Multiple DMZ Host (PPPoE, FIX IP)

Multiple Virtual Server

Multiple NAT function

Protocol Route Control (IP Binding Function, by IP & port number)
Protocol Bandwidth Control (by application protocol port number)
IP/URL Blocking

User Bandwidth Control Function ( by user IP address)

H.323 VoIP ALG included

Remote Configuration Through Internet

System Log

Mail Alert

Firewall

Backup / Restore Router configuration file from PC

Display real time router configuration parameter

Out-Bound Firmware (for Out-Bound Router)

In/Out-Bound Firmware (for In-Bound Router)

1.2 Interface

2 * 10/200Mbps WAN ports, RJ45, auto sensing (2 WAN Router)
4 * 10/100Mbps WAN ports, RJ45, auto sensing (4 WAN Router)
1 *10/100Mbps LAN port, RJ45, auto sensing

DC input 5V/2.8A

Default Switch (load factory default)

FG (Frame Ground)

1.3 Package

1 * Broadband Router (2 WAN or 4 WAN)

1 * CD-ROM containing Broadband Router user’s manual

1 * AC Adapter suitable for your electric service

1 * Network cable with RJ-45 connectors for LAN connection

When you open your package, make sure all of the above items are
5



included and not damaged. If you see that any components are damaged,
please notify your dealer immediately.



1-4 Quick Understanding Router (FAQ)

*

General FAQ

Q1: How many WAN ports can | use with Load-Balance Router?
Q2: What types of Internet Connection do you support?

Q3: How do | configure my Router?

Q4: How many Internet connections do you support?

Q5: Do | require cooperation with my ISP?

Configure FAQ

Q1: Can I change Router administrator user name & password?

Q2: If push Reset SW, is that function only restore back factory default value?

Q3: How can | know Router system status & each interface activity if | want to
Know whether the configuration is correct or not?

Q4: How to choose working mode when | start to configure router?

Q5: Can DMZ host function support PPPOE & FIX IP mode?

Q6: What is configuration file back up & Restore meaning?

Q7: How to check real time configuration parameter?

User Management FAQ

Q1: Can I specific dedicate packet (by port number) through dedicate WAN port?

Q2: Can | specific dedicate packet (by application /protocol) through dedicate
WAN port?

Q3: Can | specific dedicate packet (by IP address) through dedicate WAN port?

Q4: Can | assign fix IP address to dedicated PC when using HDCP?

Bandwidth Management FAQ
Q1: How to limit FTP or other application bandwidth usage?
Q2: Can I control bandwidth usage for each computer in my network?

Router Management FAQ

Q1: Can I check router status from Internet?

Q2: What kind of data I can see from “Data Monitor” function?
Q3: How is link failure detected?

Q4: How do | know when ADSL link has failed?



*

Internet Access FAQ

Q1:
Q2:
Q3:
Q4.
Q5:

Qe6:
Q7:
Qs8:
Qo:

What if | have different speed at Internet connection?

How to choose “Load Balancing “ working mode?

Can | connect Router WAN port to another device (Switch, router)

What happen, if | get multiple IP address from ISP?

Some Web site with SSL feature (Banking, Game Server) not allow

access with multiple IP, how to solve this issue?

Does Router support VPN pass through function?

Does Router support VOIP pass through function

Can I limit packet go to dedicated WAN port just by protocol port number?
Can I limit packet go to dedicated WAN port just by IP address?

Q10: Sometime virus attack network by using “PING” command from Internet

Can | set up router to reject “PING” command from Internet?



€ General FAQ
Q1: How many WAN ports can | use with Router?
We provide 2 WAN & 4 WAN, 2 kinds Load Balance Router.

Q2: What types of Internet Connection do you support?
You can connect WAN port to ADSL modem or CABLE modem.

Q3: How do I configure my Router?
Use Web Browser to configure router, follow the procedure in the manual

Q4: Do I require cooperation with my ISP?
Only need to know the Username & password from the ISP and what kind
Of IP address you have (fix IP or Dynamic IP)

€ Configure FAQ
Q1: Can I change Router administrator user name & password?
User name can not be changed, you only can change password, maximum
Character length for password can up to 30 with case sensitive

Q2: Default SW function is restore factory default value only?
No, the switch function can be configured to perform following function.
“Restore factory default value” or “Restore latest configuration file”.

Q3: How can | know Router system status & each interface activity if | want
to know whether the configuration is correct or not?
Using “Data Monitor” function, you can monitor router traffic status.

Q4: How to choose “working mode” when | start to configure router?
This router provide 3 different working mode, depend what kind of software
Function & throughput can meet your requirement.

Q5: Can DMZ host function support PPPoE & FIX IP mode?
Yes, in DMZ function, you can use specific DMZ host by PPPoE mode or
FIX IP mode.
Q6: What is configuration file back up & Restore meaning?
You can save /restore router configuration file to/from PC, in order
To prevent router crush or load factory default by accident.

Q7: How to check real time configuration parameter?

9



This router can list real time “ configuration parameter” to administrator.
Just using “configuration show” function.
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€ User Management FAQ
Q1: Can I specific dedicate packet (by IP address & Port number) through
dedicate WAN port?

Yes, using “IP Binding” function when you set up router.

Q2: Can I specific dedicate packet (by application /protocol) through

dedicate WAN port?

Yes, using “Bandwidth Control” function when you set up router.

Q3: Can I specific dedicate packet (by IP address) through dedicate WAN
port?

Yes, using “ QoS” function when you set up router.
Q4: Can I assign fix IP address to dedicated PC when | using HDCP?

Yes, using “Configure LAN & DHCP” function, you can assign fix IP address
To PC by match PC NIC card MAC address.

€ Bandwidth Management FAQ
Q1: How to limit FTP or other application bandwidth usage?

In “Bandwidth Usage” function, you can set bandwidth using by each application

Q2: Can I control bandwidth usage for each computer in my network?
Yes, in “QoS” function, allow you to control each PC bandwidth usage.
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€ Router Management FAQ
Q1: Can I check router status from Internet?
Yes, just enable router “remote configure” function.

Q2: What kind of data I can see from “Data Monitor” function?
You can see “real time packet” & “accumulated packet” for each port

Q3: How is link failure detected?
Enable “Health Check” function, router will detect ADSL link status.

Q4: How do I know when ADSL link has failed?

By “Mail Alert” function, router can send mail to administrator when
Detect critical condition.
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€ Internet Access FAQ
Q1: What if I have different speed at ADSL link?

There is no problem for Router to connect ADSL line with different speed

Q2: How to choose “Load Balancing * working mode?

If ADSL line have same speed, we suggest you to choose “session mode”.

With different ADSL speed, you can use “Weight Round Robin” or
“Traffic mode”

Q3: Can I connect Router WAN port to another device (Switch, router)?

Yes, Router WAN port can be connect to another device, but need to point
Out where is gateway address to let Router know

Q4: What happen, if I get multiple IP address from ISP?
You can assign extra IP address to DMZ host or VoIP GW

Q5: Web site with SSL feature (Banking, Game Server) will not allow
access with multiple IP address, how to solve this issue?

Using Router “IP Binding” function, let outgoing data packet to SSL
Web Site will only use dedicated ADSL line.

Q6: Does Router support VPN pass through function?
Yes, router support IPSEC & PPTP pass through function
Q7: Does Router support VOIP pass through function
Yes, router have included H.323 VoIP ALG inside

Q8: Can I limit packet go to dedicated WAN port just by protocol port
number?

Yes, use “ special port assignment “ function in Load Balance field.

Q9: Can I limit packet go to dedicated WAN port just by IP address?
Yes, use “ special IP assignment “ function in Load Balance field.

Q10: Sometime virus attack network by using “PING” command from

Internet, Can | set up router to reject “PING”” command from Internet?
Yes, use “ enable/disable “ function in DoS field.
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CHAPTER 2 ROUTER INTRODUCTION

2.1. 4 *WAN Ports Broadband Router

2.1.1 Front Panel View

Load Balance ROUTER

WAN LAN Power
|

I
H F B @ B =
4 3 2 1

2.1.2 Real Panel View

WAN

DC 5V/2A

e B

| |

FG DC INPUT
FG: Ground connection.

®

|

Factory Reset

DC 5V: Connecting to AC adapter.

WAN: Broadband Router provides four RJ45 type WAN port connecting to
broadband transmission equipments such as ADSL or CABLE Modem via
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RJA45 cable.

LAN: Broadband Router provides one RJ45 type LAN port connecting to your
network devices such as Hub/Switch via RJ45 cable. Using a HUB/Switch will
allow more PC connecting to Broadband Router.

Factory Reset: If Broadband Router occurs any system crash, you may press
this button to reload factory default value or reset back to latest configuration
file

2.1.3 LED Indicator

LEDs Indication

WAN1~4 Off Disconnected or undetected
Green Linked
Green Flash Data Transmission
Red Collision

LAN Green Link 100M
Green Flash 100Mbps Data Transmission
Off Disconnected or undetected
Orange Link 10M
Orange Flash |10M Data Transmission

15



2.2. 2 *WAN Ports Broadband Router

2.2.1 Front Panel View

Load Balance ROUTER

Power Alarm WAN LAN
[ |

I I
H F B @ B =
1 2 10M 100M

2.2.2 Real Panel View

WAN
o

DC 5V/I2A

EI ®

| | L]

EG DC INPUT LAN Factory Reset
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FG: Ground connection.
DC 5V: Connecting to AC adapter.

WAN: Broadband Router provides two RJ45 type WAN port connecting to
broadband transmission equipments such as ADSL or CABLE Modem via
RJ45 cable.

LAN: Broadband Router provides one RJ45 type LAN port connecting to your
network devices such as Hub/Switch via RJ45 cable. Using a HUB/Switch will
allow more PC connecting to Broadband Router.

Factory Reset: If Broadband Router occurs any system crash, you may press
this button to reload factory default value or reset back to latest configuration

file

2.2.3 LED Indicator

LEDs Indication

WAN1~2 Off Disconnected or undetected
Green Linked
Green Flash Data Transmission
Red Collision

LAN Green Link 100M
Green Flash 100Mbps Data Transmission
Off Disconnected or undetected
Orange Link 10M
Orange Flash |10M Data Transmission

POWER Green Power on

ALARM Red Router crash

2.3 Broadband Router Features

2.3.1 Software Feature

In order to meet different application usage, you can configure this router

to be 3 different working model.

. Gateway mode

. Router mode

. Basic NAT mode (NAT Table can up to 5000 entry)

17




Each working mode include different features

unction |LAN to WAN |NAT DMZ, Dos |IP PPPoE
Through put |Function  |Virtual Ser |Domain |Dial up
Mode IP Filtering
Gateway |Good Yes Yes Legal Yes
Mode To
lllegal
Router Best No No.... (1) Legal No
Mode S To
Legal (4)
Basic NAT |(Good Yes Yes...(3) Legal Yes
Mode (2) To
lllegal

(1) All NAT related function will be disable

(2) The purpose for this mode is to have high through-put and NAT function
both

(3) Simple NAT function available

(4) Act like a multi-LAN port router

Working Mode / Function List

Mode Gateway Router Basic NAT
Function

PPPoE/ V \Y
Dial Up DSL Type

Local IP Filtering

Remote IP Filtering

Intrusion Security

Dos Defense

URL Filtering

Remote Configure

Virtual Server

DMZ Host

Multi-NAT

IP Binding

Load Balance

Dynamic DNS

Mail Alert

Time Zone

System Log

Mac Address Clone

Configure Proxy

<[ <K< << K KL< LILILI L[| K[ < <] < <

<[ << <K< K< LK< <) LKI<[<L[ <

Routing protocol
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DOD (PPPOE)

Bandwidth Usage
Control

QoS
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2.3.2 Factory Default Value

alue Default Enable Disable
Function
Work Mode |Gateway \%
Router
Basic NAT
System Link Status \%
Status Data Monitor vV
WAN Connect to Internet
Configure Health Check Vv
WAN Type Dynamic IP
Schedule \
Bandwidth
Usage vV
Control
Configure DHCP server \%
LAN & DHCP
Routing Static Route \%
Table Dynamic \
Route
Access Local IP \Y
Control Filtering
Remote IP V
Filtering
DoS Defense \
(Some items)
URL Filtering V
Advance Remote Config V
Virtual Server
DMZ Host V
Multi-NAT \
IP Binding V
DDNS \%
Proxy V
Mail Alert \
Time Zone \
System Log \
MAC Address \Y
Clone
Password \%

20




Administration

Backup &

Restore

Load Factory |Load
Default Default
Display

Save & Reset

21




2.3.3 How to configure router
This equipment provide 3 working mode for different usage, in order to
set proper parameter in each function/mode, you can follow this flow chart

before you start to configure router.

TART
I
I
I
I

LOG ON
I
I
Click
WORK MODE
I
I
I

SELECT MODE

power on ROUTER
connect LAN cable to PC
setting PC environment
(Chapter 3,4)

.UN=admin, PW=admin
(Chapter 5-1,5-2)

select working mode

default is Gateway mode
(Chapter 5-3)

ROUTER will reboot after

I select
I
Gateway Basic NAT] Router
I o .
I I I I I
Access Bandwidth Advance Advance Advance
Control Control
-—-- Remote Config Remote Config--
Local IP Filtering Virtual server Virtual server
Remote IP Filtering DMZ Host DMZ Host
Dos Defense Multi-NAT Multi-NAT
Load Balance Load Balance
DDNS DDNS
Proxy Proxy
Mail Alert Mail Alert
Time Time Time
System Log System Log System Log
Mac address Mac address .Mac address
Clone Clone Clone
IP Binding IP Binding
I
I
System Configure WAN Administration  F/W Update
Status LAN & DHCP Configuration

I
I
I
SAVE & RESET

22



CHAPTER 3. CONNECT ROUTER

3.1 Connection Diagram

ADSL/CABLE

INTERNET

| ADSL/CABLE

o o

DC INPUT

HUB/SWITC

EG Factory Reset

il

Broadband Router provides one LAN port connecting to your network
devices such as PC, HUB and SWITCH via RJ45 cable. Using a
HUB/SWITCH will allow more PC connecting to Broadband Router. WAN

ports are using to connect your ADSL or CABLE Modem to the broadband
ISP.

For RJ45 cable type, both WAN/LAN port support auto MDI/MDIX
Function, you can choose cross over type or straight type RJ-45 cable
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3.2 Connection Procedure

1.
2.

N o s

Plug in DC power adapter to Router.
Connect the Router WAN port RJ45 modular jack to ADSL/CABLE

Modem Ethernet port with the RJ45 cable.
Connect the Router LAN port RJ45 modular jack to HUB/SWITCH

LAN port by RJ45 cable.

Connect PC LAN card port to HUB/SWITCH LAN port.
Connect FG to ground

Plug in AC power cord to power source
Go to Chapter 2. section 2.3.3 How to configure router.
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CHAPTER 4. PREPARE COMPUTER TCP/IP
ENVIRONMENT

4 .1 Windows 95/98/ME
1. Select Control Panel from Start->Settings.

windows Update

Programs
Favarites
Documents
Printers
Taszkbar & Start Menu...

Eolder Dptions. ..
7] Active Deskiop

wiindows Lpdate. ..

Log Off FIG...

Shut Down...

1| Windows08

| TREBL 257 AM

2. Double click Network icon.
E3 Control Panel

J File Edit “iew Go Favoites Help |
— b i
S A = X B .
Elack Eanyand Up Cut Copy Fazte Unda Delete  Properties iews
1.-’-'-.gldress IIEI Control Panel LI
" ey — : - ]
3 B
Acceszsibility Add Mew Date/Time Dhizplay
Options Hardware
Control
Panel # iy
[ - EJ g L tE
Faonts Gane Eeyboard Modems
Network Controllers Options
Configures netwark
hardware and software, '%) % %
. MMouse Fultimedia a ODBC Data Pazzwords
Microsoft Horme Sources [22bit]
Technical Support ;
E @ @ =
Ed
Power Printers Fegional Sounds Systen o
M anagement Settings
Wi ) |
lf_ il |E0nfigureé nebwork hardware and sl | tw Computer '

25



3. Select TCP/IP->xxxx, where xxxx is the name of network adapter you are
using and then click Properties.

Metwork EE3 I

Configuration I ldentification I Hoocezs Control I

T he following network. components are installed:

kicrozaft Family Logon ;I
&8 Dial-Up Adapter

Remowe I Froperties I

Frimary Metwork Logon:

I kA icrozoft Family Logon ;I

File and Print Sharing... I

D ezcription

TCFPAIF iz the protocol you uze to connect to the lnternet and
wide-area networks,

Ok I Cancel

4. Verify your IP Address option is at Obtain an IP address automatically.

TCFP/IFP Properties i

Bindings | Advanced | MetBIOS ]
DMS Configuration ; G ateway ; WS Configuration IF Address

A IF addreszs can be automatically azsigned to this computer.
IF wour network, does not automatically aszign IF addrezzesz. azk

wour nebwork, adrimiztrator for an addresz,. and then tppe it in
the zpace below.

Ok i Cancel ;
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5. Let your Gateway setting remain empty.

TCPSIF Properties
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6. Verify your DNS Configuration option is at Disable DNS, The Broadband
Router will assign it automatically, then click OK. But also you may select
Enable DNS, then key in the value manually if you preferred.

TCP/IP Properties =FI=1
Bindings | Advanced | MetBIOS

DMNS Configuration ; G atewway ; WS Configuration ; IFP Address

7. Select Run item from Start menu. Type in winipcfg and then click OK.

Hun EHEd

== Type the name af a program, folder, document, ar [nternet
resource, and ‘Windaws will open it far pou.
Open: Iwinipn:fg j

| Ok I Cancel | Browse... |
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8. Select the network adapter you are using from pull-down list. Click Release
All and then Renew All to get the information about IP Address, Subnet
Mask, and default Gateway that Broadband Router gained. Then click OK.

wd IP Configuration == B3 |

— Ethernet Adapter Infarmation

tyzon MTDBX Bazed 10010 Fj

Adapter Address 00-02-24-EF-58-1F
IF Address 192.168.1.13
subnet Mazk 25R 255 2550
Default Gateway 192.168.1.254

aF. Heleaze | Henew

FHeleaze Al Fenew Al More Info =3

9. You must uncheck the Proxy server function before login the web
configuration. The way of uncheck the Proxy server in Internet Explorer and
Netscape is described as follow.
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Internet Explorer

¢ Highlight Internet Explorer on desktop and then right-click your
mouse to select Properties.

Explore
DOpen Home Page

Cut

Create Shortout
Delete
Fiename

\ B3 a51aM

e Select LAN Settings in Connections tab.

30



Internet Properties

e Uncheck the check box of Proxy server and then click OK. (You may
enable Proxy server function after logout if you need to use it.)

Local Area Network [LAN] Settings

SdIESSE | =T I Sdiareed...

I | Bupass prorysenvern fon loeal add
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Netscape

e Open Netscape and click the stop button. Click Perferences from
Edit pull-down list.

. File |Edit ¥iew Search Go Bookmarks Tasks Help

Undo Ctl+Z =
C Eedo Cl ¥ 3 o | hitp:ithome netecape com/bookmark$_2fhome button himl I [GLSea.rch ] C:go
a
! Cut CtlE

A Copy cunc  hSeawch @) Shop | FJBookmarks &9 NefPhone |
Paste Ctl+¥
Dielete Diel
Belect Al Ctrld
Prefill Form
Save Form Data
View Sawed Data

E (A & OF EF | Docomeat: Dome 12 47 sem) [ == |

e Select Proxies from Advanced item. Select Direct connection to
the Internet and then click OK.

Cate goor | . |
= Appe . Froxies
Fonts . ;
Colors Configure Proxies to Access the Intermnet
Themes () Direct connection to the Internet
Content Packs () Manual prozoy configuration
[» MNavigator
[+ Comnpossr FTP Proxy: | | Poxt: [0 |
[+ Mail & Newsgroups Gopher Proscy: | | Pout: [0 |
[+ Instant Mesmenger ; _
[+ Privacy & Security HTTE Proxcy: | | Paxt: [0 |
=~ Advanced SSL Prowy: | | Pogt: [0 |
q SOCKES Host: | | Poxt: [0 |
Software Installation £ (=
Mouse Wheel Ho Prosor for: | |
Systern E I T
Offling 5 Disk Space xample: mozilla.org, netn=
() Automatic proxy configuration TRL:

[ cE ) [ Cawel | [ Help |
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10. Type the default IP address 192.168.1.254 the address bar of the browser
to open web configuration.
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4.2 Windows 2000/XP
1. Select Control Panel from Start.

i
i Internet ‘J My Documents
Internet Explorer -
@ E-mail Eb My Recent Documents  »

Cutlook Express
145N Explorer

‘WiordPad

Windows Media Player

SoNd

Windows Movie Maker

@ Printers and Faxes

! Tour Windows 2P

&

@) Help and Suppart
€ Files and Settings Transfer ;
0 Wizard ) ook

All Programs D 7 Run...
®| Log off [ﬁl Turn ¢

‘d start *s, Network Cornections
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2. Double click Network Connections icon.

£ Control Panel |:”E”X|
File Edit ‘iew Favorkes  Tools  Help ﬁ

OBack @ i I_% pSEarch [{:"‘ Folders v

Address |3 Cortrol Panel

. v| B o
e 9P = 5 A

E."" Control Panel )
Mause

(3ame Internet Kevbnard
& Swikch o Category Wiew

Controllers Options
See Also

e L 4 &

P ; Phone and  Power Options  Printers and
Connections G-I Faxes

% indows Update

@) e andsuppot @ 82 B 9

Regional and  Scanmers and  Scheduled  Sounds and

Language ...  Cameras Tasks fudio Devices
Speech Syshem Taskhar and  User Accounts =
Skart Menu b’
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3. Choose the network adapter you are using and then right-click mouse to
select Properties.

*:. Network Connections

File Edt ‘iew Favortes Tools  Advanced  Help

eﬁack v .\) l’f pSEarch H_" Folders v

Address \}_ Netwark Cannections

#| Broadband

Network Tasks
] My I5P
Create a new Disconnected, Firewalled
connection (I o WAN Mininort (PPPOE)

Q Sef up a home of smal

office netwirk
LAN or High-Speed Internet

q Disable this netwark
device

ocal Area Connectian
riabled

% Repair this connection
@ Rename this connection

K View status of this
connection

Change settings of this
conneckion

Other Places 3 ¥
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4. Select Internet Protocol [TCP/IP] and then click Properties.

5. Select Obtain an IP address automatically and DNS server address
automatically. Then click OK.

Internet Protocol (TCPSfIP) Properties

Gensral | Alternate Configuration

rou can get |IP settings assigned automatically iF your netveork, supports
thiz capability. Otherwize, pou need to ask vour netwark. administrator for
the appropriate |P zettings.

{3 Uze the follawing IP address:

(&) Obtain DMNS zerver address automatically

) Uszse the follawing DMS server addresses:

[ Advanced. .. ]

I Ok ] [ Cancel ]

6. Key in ipconfig from Start->All Programs->Accessories>Command
Prompt to view the gained IP Address, Subnet Mask and Default Gateway.
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e+ Command Prompt

Microsoft Windows KP [Uersion 5.1.266@1]
(C) Copyright 1985-2001 Microsoft Corp.

¢ :vintepubM tproot Xipoonf ig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DN§ Suffix . :

IP Address
Subnet Mask
Default Gateway

192.168.1.13

c:vintepubMtproot?

7. You must uncheck the Proxy server before logining the web configuration.
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Internet Explorer

e Select Internet Explorer from Start and then right-click your mouse
to select Internet Properties.

_.-"\" english

- E My Documents
Browse the Internet

(&5 E-mail | il =2
Cutlook Exj

| Remavve from This List

v M3 Explorer J My Music

@ Windows Media Player g’ My Computer
@ Windows Mavie Maker Control Panel

Nty L
= Printers and Faxes
l@ Tour Windows <P

ﬂ Files and Settings Transfer t_‘) Help and Support
0 WWizard :

ures

all Programs b

74 stant

e Select LAN Settings in Connections tab.

Internet Properties

I Genearal " S ecuriky " Frivacy " Content | Connections | FPrograms ” .&dvahced'

To set up an Internet connection, click [ """"""""""""""""""" ]
Setup. —

Crial-up arnd “irtual Frivate Mebwark =ettings

Bemowve

Choose Settings if you need to configure a proxy S ettings. ..
server For a conmeckion. =

N ewer dial a connection
Dial whenever a network. connection iz not present
Ailwgaps dial my default conmnection

Zurrenk Mone Set Default

Local Area Metveork, [LAM] ==things

LAaM Settings do nok apply to dial-up connections. [L.&.N Settihgﬂ___]
Zhoose Sektings abowe For dial-up setkings. —

[ Ok, ] [ Cancel ] Lpplhy

39



e Uncheck the check box of Proxy server and then click OK. (You may
enable Proxy server function after logout the web configuration if you
need to use it.)

Local Area Mebwork [LAN) Settings

Automakic configuration

Sutomakic configurakion may override manual sektings, To ensure the
use of manual settings, disable auktornakic configuration.

|:| Ilse automatic configuration scripk

Proxy serwver

] Use a proxy server for wour Lk (These settings will nok apply ko

dial-up or YPM connections),

[ o]4 ] [ Zancel ]
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Netscape

e Open Netscape and click the stop button. Click Perferences from
Edit pull-down list.

[P Hatiaps 5
» Ble [Bl# ¥iew Dsach Jo Dookmacks Isks [elp
(: B a o [ hempothee votoape comboskamark_ 2hamabumin himl | [y Seareh | Q{g
i 3 L eamh ) Shop | ) Bookmarks 59 HeThone
Talert A1 Crlod

Virw eyl Dok

A (4 & S B | Decssra: Dear (1747 203} = =S

e Select Proxies from Advanced item. Select Direct connection to
the Internet and then click OK.

Preferences

Cate o

= Appearance | Proxzies ‘
Fonts . .
Calos Configure Froxes to Access the Internet
Themes (=) Direct conmnection to the Intermet
bW (_:m:;ent Packs () Manual proxos configuration
avigator
[» Composer ETP Froxgy: | | Beme @
[+ Madl & Newsgroups Gopher Proxgr: | | Port: El
[» Instant Messenger _ :
[» Privacy & Security HTTF Prox: | | Port: El
= Advanced 3L Proxor | | Poxt: El
Cache
Prooies SOCKS Host: | | Eeme )
Boftware Installation (] =)
MMongze Wheel Ho Prosor for: | |
ﬂsmm Exemple: mozills
Offline & Disk Space >ample: moz: org, netnz
() Luvtomatic proxy configuration TRL:
| |
[ ok ][ Ceawel | [ Help |

8. Type the default IP address 192.168.1.254 the address bar of the browser
to open web configuration.
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CHAPTER 5 CONFIGURE ROUTER

5.1 Administration

5.1.1 Log on-

Type the default IP address 192.168.1.254 in the address bar of the IE
browser. Then enter default User name and password. The user name and
password both are admin.

LOG ON
Connect to 192.168.1.254

Ll=er narme:

Password:

Remember myw password

J [ Cancel ]
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Web configuration display includes
. Welcome

. Work Mode

. System Status,

. WAN Configure

. Bandwidth Usage Control

. Configure LAN&DHCP

. Routing Table

. Access Control

. QoS

. Load Balance

. Advance

. Administration

. Firmware Update

. Save & Reset

The various configuration menus are explained below.

Welcome Home Page

2 menu - Microsoft Internet Exploren | z
File Edit “ew Favorites Tools  Help a'
@ Back - -L;) @ @ \.J_h p Search '*Z';n:g‘ Favorites * Media @ Ef:i - “‘_\ﬁ

Address | &) httpif192,168.1,254) v ks ?

WAN Configure | 4

Bandwidth Usage |

Configure LANSDHCP | Welcome

Routing Tahle |

[+

Load-Balance Router provides a cost-effective way to
allow usgers to share information across an ethernet
network. It supportz a robust routing feature set
for seamless integration of internet serwvices into
corporate or home LANs/WANS.

Access Control

[+]

Qo3

Load Balance

Administration

Firmware Update

Save & Reset

Advance |

W

&) B Internet

You can select various function list in the left side of Welcome display
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5.1.2 Change Password

Use this function to change the Password that is used for access the
web configuration. Type in the Old Password, New Password and Retype
Password in their respective fields and then click Ok, the password will be
changed to new one after re-boot.

“Password length can up to 30 alphanumeric characters with case sensitive”
WE SUGGESTED YOU TO CHANGE ROUTER PASSWORD AND

KEEP IT IN SAFETY PLACE AFTER YOU RECEIVED ROUTER AND
FINISH ALL ROUTER PARAMETER SETTING.

CHANGE SYSTEM PASSWORD

<N menu - Microsoft Internet Explorer

File Edit %iew Favorites Tools Help

eBack < -J @ @ :_:j pSearch *Favorites eMedia @ [i:gv :\?_,_

Address ] http:/f192.168.1,254] v B)eo Links ”

Configure LANADHCP | ~

Routing Table |

Access Control

Change Svstem Password

QoS
Old Password |-.-u |
Mew Password : |......o....o.o.o |
Advance Eetype Password |---u-.-u-o--.. |

|
|
Load Balance |
|
= Administration |

Paszwaord

Load Factory Default

Firmware Update

Save & Reset

W

@ Done 0 Internet
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5.1.3 Load Factory Default

Use Load Factory Default function to reset all the settings to their
factory default values or latest configuration file. Select Yes and then click Ok,
Router will restart automatically.

RESET BUTTO OPTION
€ Load Default : factory default value will be use after re-boot
€ Reset : latest configuration file will be use after re-boot
LOAD FACTORY DEFAULT
Using software reset function to load factory default value immediately

Load Factory Default

A menu - Microsoft Internet Explorer z
File Edit ‘iew Faworites  Tools  Help 'R.
@ Back - .\_) E @ \r_h p Search '*i‘\'g‘ Favorites Q Media @ &2 - “i_\;

Adcess | ] bupijf192.168.1,254/ v B ks *

.3

Configure LAN&DHCP' al

Routing Table | Default Button Option

Access Control ® Load Default O Reset

|

s |
Load Balance |
|

|

Load Factory Default Now

O Yes ® Mo

Advance

= Administration

Pasgword

Load Factory Default

Firmware Update

|
Save & Reset |

@ Daone ® Internet

W
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5.1.4 Back Up & Restore

Use Back Up & Restore function to save all the settings parameter to PC
for safety issue, in order to avoid all parameter lose when system crush..

Back Up & Restore

2 menu - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help #
eBack - \) @ @ {;j pSearch \‘,A{Favorltes eMedla @ 8' H{F.
Address | ] http: 192, 168.1,254 v B ks ?

'Balance ROUTER

Configuration Backup

Access Control

|

s |
Load Balance |
|

|

This feature can backup the system configuration from this dewvice
to your FC or restore your stored system configuration to this

Advance

device.

| EacklUp File

= Administration

Pasgwiord . .
- Configuration Restore

Backup & Restore

|TD restore your stored system configuration to this device.

Load Factory Default  —

Local PC File Path: |(Browse.. ] [Aeply |

Display

Firmware Update |

Save & Reset | ]

] http://192, 168.1, 254/config/File. htm B Irternet
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5.1.5 Display

You can this function to check all the parameter setting in this router, in order
to save time to check every display.

Displa

menu - Microsoft Internet Explorer.

File Edit Wiew Favorites Tools Help ”
@ Back = -\-) @ @ \{h p Search \;‘n‘_\{ Favorites * Media @( B - .,{_%
Address [4] http: /{192, 168.1,254 v|EYGeo links ®

B3

) Config Show

Access Control

Load Balance

|
ws |
|

System Configuration Setting

+ Advance
= | Firmware: Version : TMI1z1 WOE6Z2E14-MEZ.4-E
— - Release Date : Jun 14 2005
Administration |
s Printout Time : THO JAW 01 00:15:24 1970
Time Zone r GM+O0E:00
M Primary WNTP IFP: time.nist.gow

Secondary NTP :
Backup & Restore -

_ LAN status: IF address i 192.1658.1.254
Load Factory Default MAC address  : 00.E0.95.00.00.00
X Hask : £55.255.255.0
Q@ﬂbi Dhop status : Ensble
. Dhep IR Start @ 192.165.1.12 - 192.165.1.20
Firmware Update | DNS IP address:

Save & Reset | z & m | >

@ htkp: /192,168, 1, 254 config/configshow. htm ) Internet
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5.2 Work Mode

In order to meet different application usage, you can configure this router
into 3 different working mode.

. Gateway mode

. Router mode
. Basic NAT mode

Each working mode include different features

unction |[LAN to WAN NAT DMZ, Dos |IP PPPoE
Throughput  |Function  |Virtual Ser |Domain |Dial up
Mode IP Filtering
Gateway |Good Yes Yes Legal Yes
Mode To
lllegal
Router Best No No.... (1) Legal No
Mode To
Legal (4)
Basic NAT |Good Yes Yes...(3) Legal Yes
Mode (2) To
lllegal

(1) All NAT related function will be disable

(2) The purpose for this mode is to have high through-put and NAT
function both

(3) Simple NAT function available

(4) Act like a multi-LAN port router

Working Mode / Function List

Mode Gateway Router Basic NAT
Function

PPPoE/ \% \%
Dial Up DSL Type

Local IP Filtering

Remote IP Filtering

Dos Defense

Virtual Server

Remote Configure

DMZ Host

Multi-NAT

Load Balance

Dynamic DNS

Mail Alert

<

Time Zone

<

System Log

<[ <] <[ < < <] <[ <] <KL KKK

<[ <] <[ <] < <] << KK

Mac Address Clone

48



Configure Proxy
Routing protocol
DOD (PPPoOE)
IP Binding

Bandwidth Usage
Control

< I <I<| <<
< I <I<| <<

QoS

<
<

WORK MODE

2 menu - Microsoft Internet Explorer

File Edit Miew Fawvorites Tools Help ﬂ‘-
@ Back - -J @ @ \/_:] p Search ‘E"/n:{ Favatites * Media @ 8 - .,1_;
Address (48] http:/192.168. 1,254 » Go | Links >

Load'Balance ROUTER

Welcome

Work Mode Option

System Status

| A
Work Mode |

|
WAN Configure |

® Gateway
Bandwidth Usage | O Router

Basic MNAT
Configure LAN&DHCPl O Basic

Routing Table |

Access Control

Qo3

Advance

|

| L
Load Balance |

|«

@ Daone :] 0 Internet
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5.3 System Status
5.3.1 Link Status

You can get the following information in Link Status window
- LAN Status,
- WAN Status,
- Firmware Version
- DHCP TABLE

LAN Status: Shows the information of MAC Address, IP Address, Subnet
Mask and DHCP Status (Enable/Disable).

WAN Status: Shows the information of MAC Address, IP Address, and
Subnet Mask on each or all WAN ports

Firmware version: version of software and its released date.

DHCP TABLE: Shows the information of MAC Address and IP Address.

SYSTEM STATUS - Link Status (1

A menu - Microsoft Internet Explorer

File Edit “iew Favorites Toals Help ?
@Back - -\) @ @ \/_:j pSearch ‘&{Favorites wMedia @ Bv .,{_%

Address &) httpif192,168.1,254) viR s Lok ?

3

= System Status | ~

Link Status LINK STATUS

Data Momitor

LAN Status

EBIAGAESES I 192.168.1.254

WAHN Configure |

Bandwidth Usage |

Conigure LANADHCP| HAS Addrass’ 1 00.60.95.A5.04.CA

: Subnet Mask 1 255.255.255.0
Covig Toble_| DEGR ] B
Access Control |

WAN Status

QoS &
Load Balance |
Advance

|1 MACVAGaTass Y 00:E0:95: A5:04:CB | v

@ Done B Internet
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SYSTEM STATUS - Link Status (2

4 menu - Microsoft Internet Explorer

Fil=  Edit “iew Favorites Tools  Help
@ Back ~ -\) @ @ \’_;] p Search ‘E:'\? Favorites e Media @ B - ;i_;
Address | &) hetp:f192,168.1,254] Go | Lnks *

'Load'Balance ROUTER

- System Status | ~ 00:E0:95:A5:04:CB

Das Moni S e
WAN Configure |
Bandwidth Usage | Firmware
Configure LANSDHCP | Fittware Version| TMH121 V0650-MB1.8-F
Routing Table | _| Jun 8 2004
Access Control | DHCP Table
QoS L
Load Balance . MACAddress  Phddess 1
— | 00:48:54:3a:53:86 192.168.1.12
ranee |«  00:80:¢3:78:d:05 | 192.168.1.13 | v
Dane Internet
€l ®

5.3.2 Data Monitor
Differ with Link Status window, Data Monitor window provide detail packet

transfer status, it include 2 kinds of data
Real Time Data happen in each WAN port
Current Session
TCP Session:
UDP Session:
ICMP Session:
Total Session:
Current Bandwidth
Download Speed:
Upload Speed:
Accumulated packet happen in each WAN port
Data Counter
Usage]: % of total packet send through each WAN port
Example: WAN1 usage% = WANL1 total packets %
(WAN1+WAN?2) total packets

Byte Transmity ......remark (A)
Byte Receive] ....... remark (A)

Total Bytes:| Total packets transfer by each WAN port ...... remark (A)
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Remark (A): Packet starts accumulate from.
* Router power on
* Click “ clear counter”
* Counter reach upper limit number (4294967K)
will reset from 0 automatically.

SYSTEM STATUS - Data Monitor (1)

2 menu - Microsoft Internet Exploren,

File Edit Wiew Favorites Tools  Help #

eBack - .\-) @ @ {h pSearch "E{'\?‘Favorites QMedia @ 8' %

3

o System Status | ad

Link Status Data Monitor
Data Marnitor | Current Session
WAN Configure | WAN WANZ
TCP Session 0 1] =
Bandwidth Usage | UDP Session I
Configure LANSDHCP| ICMF Session 0o
|T0talSession | 0 | 1]
Routing Tahle | | Current Bandwidth
Access Control | |WAN1 |W‘$*I‘I2 |
| |Dowﬂoad5peed(byte.-’sec)| D| i}
QoS | = |Up10ad$peed(by‘tefsec) | D| il
Load Balance | | Data Counter
| WANI AN
Advance | . Usage (%) | 0 1 B
@ Done ® Internet
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SYSTEM STATUS - Data Monitor (2)

2 menu - Microsoft Internet Explorer

File Edit ‘iew Favorites  Tools  Help

eBack v \) @ @ \/_h pSearch “-;nl'g‘Favorites eMedia @ @' pi_;

Address | @] httpsff192,168.1,254] v d 50

Links *

= System Status | il Fasmon . fal
ICMP Session [ o o
Link Status |T0ta.1 Session | Dl ]
_ | Current Bandwidth
Data Mornitor | |WAN1 |WAN2
WAN Configure | Download Speed (hytefser)| 0] D
: |Up10adSpeed(by‘tefsec) | Ell 0
Bandwidth Usage | | Data Countor
Configure LANSDHCP| - | WANL [WAN2
. |Usage () | Ul ]
| Byte Received(Koyptesy | 0| 0 !
Access Control | Byte Transmitted (Kbytes) | 0 0
| Total Bytes (Kbytes) o o
008 4
Load Balance | [ MNAT Tahle ] [ Fefresh ] [ Clear Counter ]
Advance | =
hd] Ad]
@ Daone 0 Internet

NAT Table|: list current user detail NAT data.

update data monitor table to display newest data
IClear Counter] reset Data Counter data to 0,re-start accumulate.
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SYSTEM STATUS — Data Monitor — NAT Table

@Back e > ) |ﬂ Ig 7:"': > ) search ;1\’\/ Favorites @Medla ﬁ{ ’_v L_.___',F_

address !@ http: 192, 168.1, 254

Welcome

|
Work Mode |
|

= System Status

Link Status

Data Maornitor

# WAN Configure |

+ Bandwidth Usage |

Configure L ANADHCP
e | £&] Dore & Internet

# Routing Tahle | 3

[ MNAT Takble ] [Refresh] [ Clear Counter ]

#  Access Control |

i+ Advance

|=]

|

&] Done & Local intranet

4 start ‘A Carnat Find server - (. 2} NAT TABLE - Microsof... Diocument - YWordPad oA oiEl AM

5.4 WAN Configuration

-Configure WAN1/WAN2/WAN3/WAN4

There are several WAN function can be made in this display, you can
configure functions to each WAN port separately.

Connect to

-Internet: WAN port is connect to Internet through ADSL/Cable modem
-Intranet: WAN port is connect to another router LAN port, work together with
“Static Route” function, can restrict specific IP packet to a dedicate
route path.
Healthy Check
-Enable: Router will check ADSL link automatically to check whether link alive
or not ,if link fail, the Router will switch packet to another exist
link( except TCP packet), the router will switch back to ADSL link
again after router check ADSL line link again
Router provide 3 method to check ADSL link, you can choose it
with each method or both
® Ping IP : to test IP in Internet
® DNS : test DNS in Internet
® Time Server
Suggest to select at least 2 method to check ADSL link, in order to
avoid router making wrong action due to Internet Server disbale.
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-Disable: no Healthy Check function,
if without “Time Server” exist, this function will disable automatically

Healthy Check can be set up to test 3 different destination IP, in order to avoid
Wrong operation. ( in case destination server fail)

WAN TYPE
Three kinds of WAN types to let you select on each WAN port:

1. [Dynamic IP]
. connect to CABLE MODEM.
Obtain an IP address from ISP automatically.
Usually it's used to connect CABLE modem. You won't need to assign IP
Address, the Broadband Router will get the IP address for you
automatically.

2. [PPPoE] (Gateway / Basic NAT Mode only)
. connect to Dial Up DSL
Some ISPs require use of PPPOE to connect to their service.
Connect to ISP via dial-up connecting, ISP will assign a legal IP to you after
the user Id and password had been passed when the connection is made
(The user Id and password here are provided by your ISP.)

3. [Static IP]
. connect to Leased DSL
ISP assigns you a static IP address.
When used the leased line of ADSL. ISP will provide you the relative IP,
Subnet Mask, Gateway and DNS. You need to indicate the static IP
manually.

SCHEDULE
This function allow you to control each WAN port link up/down time by
daily/weekly
Start Time (hh: mm)
End Time( hh: mm)
Using 00 ~23 to indicate Hours.
Example 17:00 means 05:00 PM
Weekly: choose by day

Note: When enable SCHEDULE function, the Line will up/down following
the timer set, no matter DOD function is enable or not.

WAN SPEED: you need to enter speed of each WAN port (K bps)
Otherwise ROUTER will not work properly in
® | oad Balance: Traffic Mode
® Bandwidth Usage Control

WAN Link Mode:
You can choose WAN port work mode with ADSL modem
Auto Sense
10Mbps Half Duplex
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10Mbps Full Duplex
100Mbps Half Duplex
100Mbps Full Duplex

WAN CONFIGURE (1)- WAN1

nnot find server - Microsoft Internet Explorer,

File Edit Wiew Favorites Tools  Help #’

@Back - -O @ @ {;j pSearch ‘\“,'Vn‘l\_.:‘Favorites eMedia @ B' %

AN Configure WANI1 Port
WANZ Connect to @ Internet O Intranet
WM =
Healthy Check : @& Enable O Diszable
WA
Bandwidth Usage | . [ Ping IP : | HTest]
Configure LANSDHCP | 0 DS : | |[Test) .

Routing Table | 0 Time Server

Access Control |_ WAN Type
QoS
| ® Dynamic IP
Load Balance
! " O PPPoE a
@ Done 4 Internet
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WAN CONFIGURE (2)- WAN1

23 Cannot find|server - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help ;ﬂ'
e Back - "\-) @ @ \{h p Search \;:n‘_\? Favarites @ Media @ 8 - ,”\}
Address ] http:/f192.168.1,254f - Go o Links ¥

*Balance ROUTER

= WAN Contigure -
WWANT
WAND Healthy Test Result
WA
Testingl Please wailt.......
WWANA

WAN1 Heslthy check FAIL from NTP1 I
Bandwidth Usage |

Configure LAN&DHCP'

[ Home Page ] [ Back

Routing Table |

Access Control

Load Balance

|_
s |
&

&] Dane 0 Internet

57



WAN CONFIGURE - SCHEDULE

2 menu - Microsoft Internet Explorer

File Edit ‘“ew Faworites Tools Help -:f

eBack - \_) \ﬂ @ ;\J /:._\J Search “5:1:( Favarites eMedia 6‘3 [_:v :\?,.
Address &) hiep: /{192, 168.1.254) v BEYco | Links

= WAN Configure |"l Schedule
LEE Schedule : & Enable O Dizable
WA
Bandwidth Usage | Start Tlme(hh:mm)EI EI
End Time(hh:mm)EI EI
Configure LANEDHCP |
Routing Tahle | Weekly (Check Enable)

HBreess ol sUN [7 MoN [ TUE ¥ WED [#] THU [ FRI [ SAT

|

ws |
Load Balance |
|

|

WAN Link Mode

- Auto Sense v
Advance

10kbps Half Cuplex

Administration 10Mbps Full Duplex

<

|

£

100kbps Half Duplex
- Internet
= 1NNkdkme Foll Pinmlaw ® Interne

5.4.1 [Dynamic IP]

connect to CABLE MODEM
Gateway / Basic Mode:

When choose Dynamic IP, you only need to save this selection
When finish setting all parameter, reboot router.

Router Mode:
For Intranet use only, Broadband Router can obtain IP(s) from DHCP
server automatically.

5.4.2 PPPoE/Dial Up DSL Type

(Gateway / Basic NAT Mode only)

Select [PPPoE /Dial Up DSL] and you will need to enter the ID and
Password. Sometimes you also need to input the Service Name if ISP
requires for it. Max Idle Time is using to disconnect the ADSL connection
automatically after the idle period you define. The unit is minute and the
default is 0. This default value let Broadband Router remain connecting all the
time unless disconnected by user manually or ISP. If you define the period as
3, and the Broadband Router will auto disconnect after idling 3 minutes.
Supposing that you don’t have the Service Name, you may ask your ISP for it.

Account: User Name, provide by ISP, up to 40 characters can be enter.
Password: provide by ISP, up to 40 characters can be enter.
Max Idle Time: o =no check, check by minutes
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Dial On Demand (DOD): auto connects function.

CONFIGURE WAN - PPPOE

2 menu - Microsoft Internet Explorer

Fle Edt Wiew Favorites Tools Help ﬂ’

@Back S J @ @ :_’;j pSearch *Favorites “‘Media @ B' E‘\}

Address @] httpi /192, 168.1, 254

= WAN Configure | s Configure WAN1 Port
AN Connect to @ Internet O Intranet
WA

Healthy Check : O Enable & Disable

Bandwidth Usage |

WAN Type
Configure LAN&DHCP'
Routing Tahle | 3 C Dynamic TP L
@ PPPoE

Access Control

Account |test |

QoS

Password |-uuuu |

Load Balance )
Service Name |hDst(defauIt) |

|
|
i
Advance | Maxt Tdle Time(jmin) -0 |
B

= Administration Dial On Demand | 3
@ Diome D Internet
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5.4.3 Static IP/Leased DSL Type

If you select [Static IP/Leased DSL] , you will need to input the IP
Address, Subnet Mask, Primary DNS, Secondary DNS and Gateway provided
by your ISP. The picture below is an example of static IP’s settings.

WAN CONFIGURE - STATIC IP

2l menu - Micrasoft Internet Exploren

File Edit ‘Wew Faworites Tools Help #

eBack v -\-) @ @ \/_:j pSearch “-f,/"n‘\'g‘Favorites eMedia @ B' {_;

£5.1.254/ v Go

Load'Balance ROUTER

]

Address |&] hetpf192.1 Links *

= WAN Configure |: WAN Type |
WAN © Dynamic IP
WAND © PPPoE
Bandwidth Usage | © Static IP
Confiure LANADHCE | P Address: 192 188 |11 [ 100 |
Routng Tobe_| Subnet Mack : 265 | 265 | 285 [0 | !
. Primary DNS 188 |95 |1 |3 |
Access Control | SecondaryDNS:| || || || |
008 | Gateway :[192 | [168 [[11 | |54 | ||
Load Balance |
Advance |_ Schedule
Administration | o Schedule : O Enakle @ Dizable d
€] Done ® Internet
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5.5 Bandwidth Usage Control

This is a very useful function, it can let you to control WAN port bandwidth
usage by each protocol. Like FTP
When someone use FTP to transfer file, it will occupied
Heavy bandwidth, by using this function, you can limit
Dedicated application bandwidth
For example:
In following display. FTP, HTTP & Mail bandwidth will be limit in certain

Percentage. This router provide 3 most often use protocol in the table,
Just fill in port number and % usage for each application
Protocol ... name of protocol data packet will be limit.
Port ... protocol port number
Usage: % of WAN speed can be use.

protocol % usage cannot exceed 100% for each WAN port.

Router provides another 4-user self-define port number for easy use ,
just fill in port number for each protocol

BANDWIDTH USAGE CONTROL (1)

<A menu - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help l',"
@Back @ \_J @ @ \-:j /':_j Search “ii'g‘ Favorites eMedia @ Ejrj{v .::,;

Address | @] httpiff192. 168, 1,254/ v Lok ®

‘Balance ROUTER

WAN Speed

WAN Configure

| Eal

= Bandwidth Usage | WAN1
AN T
Downloadikbps) :Upload(kbps) :
AN
Configure LAN&DHCP | Bandwidth Usage Control

[+

Routing Table WAH1

Access Control

Procotol |Port Usage

|
|
Qs | FIHTTP i
Load Balance | - @Pop3 110 |[15 4
Advance | [9] SMTP 7
Administration | , MFTP 21 |5 b e
&] bore o e,
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BANDWIDTH USAGE CONTROL (2

2} menu - Microsoft Internet Explorer

File  Edit ‘Wiew Favorites Tools  Help

eBack - -\_) @ @ {h pSearch *Favorites &Media @ 8' %

S |1 Procotol Port  Usage 3
= Bandwidth Usage | [ HTTP m

SNANT }POPS II/c.

WAND BsMIP 10 s
Configure LANSDHCP | ‘FTP 2 5
Routing Table | ‘ EN
Access Control | @ w5

| 5w
= Load Balance | ‘[] Ll &
Advance | i
Administration | “ v

@ Dane ® Internet

BANDWIDTH USAGE CONTROL (3)

2} menu - Microsoft Internet Exploren

File Edit Wiew Faworites Tools  Help

eBack - \_—) @ @ {b pSearch *Favorites eMedia @ 8' %

Work Mode

WAN Speed

WANZ

Download{lbps) :Upload(kbps) :

WAN Configure

|
System Status |
|
|

= Bandwidth Usage

YVAN1 3 .
Bandwidth Usage Control
WANZ ||
WANZ2

Configure LAN&DHCP |
Routing Table | Procotel |Port Tsage
Access Control | n CIETTP |BD ||1D |%
e — | Orpop3 110 |[15 a4
i+ Administratinn a0 DSLIITP |25 ||5 F/ﬁ ™
@ Done .ﬂ Local intranet

a menu - Microsaft., .. == Removable Disk (...
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5.6 Configure LAN&DHCP

This function configures the LAN ports

- IP address

- Subnet Mask

- DHCP.

You can choose using DHCP server or not, the Dynamic Host
Configuration Protocol (DHCP) allows the Broadband Router to
dynamically assign IP addresses to network devices. Dynamic IP
assignment alleviates the need for the network administrator to maintain
and monitor IP address assignments and simplifies IP use because the
IP addresses are automatically and dynamically assigned when a station
powers-on. You will need to indicate the range of DHCP server and DNS
address if you enable DHCP server function.

You can also reserve some IP’s to specific computers. You need to
enter the name (MAC address) of the network card installed in your
computer to assign a particular IP to it. Enter the relative values and then
click ADD.

When enable DHCP Server in “From”, "TO” field, you can reserve
up to 253 IP address to DHCP server.
Fill in local DNS Server IP address in “DNS Address” field, you
can ask your local ISP to provide this information.

CONFIGURE LAN & DHCP (1)

<} menu - Microsoft Internet Explorer |:||E|[g|

Eile Edit Yiew Faworites Tools Help i
) A ) M - ) Ty =

eBack T & \ﬂ @ ﬂ /._JSearch ‘?/:( Favorites eMedla 6‘3 [;-_-;-_:v ==

address | ] http:192.168,1,254) v By G  Links ?

WAN Configure

|
|

Configqure LAN

Bandwidth Usage |

Configure LANZDHCP | TP Address:  |192.168.1.254 |
Routing Table | Subnet Wask |255.255.255.D |

Access Control

Configqure DHCP

QoS

DHCF Server: & Enable O Disable
DHCP Server Range
From :|192.168.1.12 |

To - [192.188.1.20 |
DNS Address: |168.95.1.1 |

Load Balance

Administration

Firmware Update

Advance |

Save & Reset ol

|£

€ ® Internet
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CONFIGURE LAN & DHCP (2

) menu - Microsoft Intennet Explorer

File Edit Wiew Favorites Tools  Help
e Back - .'\‘) @ @ \{h p Search \Er\\?‘ Favarites e Media @ 8 - ;i}
address |&] http: {192, 168.1,254] - Go o Links **

WAN Configure | L DHCD & 2 =
erver Range :

From :|192.168.1.12 |

Bandwidth Usage |

Configure LANSDHCP | To - [192188.1.20 |
Routing Table | DS Address : |168.951.1 |

Access Control

Reservations IP
MAC Address TP Address Delete Modiy

QoS

Load Balance

Advance

Administration

Firmware Update

Save & Reset

€ ® Internet
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CONFIGURE LAN & DHCP (3

2 menu - Microsoft Internet Explorer X
File Edit “iew Favorites Tools Help @'
e Back - \) @ @ :’h p Search \‘;/_'r\\?‘ Favaorites e Media @ 8 - ,:;L,'_.

23

System Status DS Address . |168.95.1.1 |

~
Work Mode | To. [192.168120 |
|
|

WAN Configure .
Reservations IP

Bandwidth Usage |

Configure LANSDHCP | | MAC Address | TP Address Delete Modiy

= 00.10.02.03.04.05(192.168.1.56| [1 | O
00.03.04.05.07.08/192.168.1.88| [1 | O

Routing Table |

[+]

Access Control |

Advance |
Administration |

Eirmware Update | =

|- M

[+]

Cawn 2 Dacat

@ Daone ‘ﬂ Local intranet

a menu - Microsoft, .. == Removable Disk (...

Fle Edit Wiew Favorites Tools  Help #

@Back - -J @ @ {h pSearch \','Vn_‘\'f‘Favorites wMedia @ 8" %

Anvicuine & A
Work Mode |

System Status |

WAN Configure |

Bandwidth Usage | Modify Reserved IP Address

Configure LANSDHCP | .~ MAC Address  IP Address

g Tabs | b 0 e o s s Jseissis

Access Control |

Advance |

Administration |

Firmware Update |~— L

Coawn & Dacat B 4

@ Daone ‘ﬁ Local inkranet

ie start o+ Command Prompt Document - War,.. 2 menu - Microsaft... = Remaovable Disk (...
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5.7 Routing Table
5.7.1 Configure

Static Routing:

This function allows manually defined by users as the only path to the
destination. Users can configure the static routing path to Broadband Router.
For example:

There have one pc with two interfaces in this area, one interface is
connected to Broadband Router (domain A), and the other connected to
another Server (domain B). Users need to set the static routing path in
Broadband Router to let is recognize that there is another domain in this area.
These settings enable the packets from domain A reach the destination in
domain B via the gateway configured in Broadband Router.

SOHO Gateway

192.168.1.2

=

Domain A

a PC with bwo interfaces
|| interface 1:192,168,1,100

interface 2 192,165,10,100

192.165.10.2

Domain B

DHCP

Gateway Mode

Router mode:

It will disable all the functions those are related to NAT, such as Virtual
Server, DMZ, Multi-DMZ, IP Filter, DoS and so on

Router mode supports neither PPPoE nor Dial-up connection. It's only
been used for the route between two domains. In other words, router mode
supports the transmission of data between two different domains via WAN
port. The Broadband Routers needs to use static routing or dynamic routing
(RIP1/RIP2) to obtain routing table from each other. Thus, the PCs in domain
A and PCs in domain B can access the data that are in another domain via
the router mode.
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ROUNTING TABLE — STATIC ROUTING

2 menu - Microsoft Internet Exploren

File Edit ‘iew Favorites Tools Help

@Back - -J @ @ (b pSearch *Favorites wMedia @l 8' "?;’

address |&] hetp://192. 168, 1.254f v Go

Links **

Static Routing

Item  Network
— =:192.188.1.D ”255.255.255.0 ::192.153.1.0.100 :
Configure LANSDHCP| B \ | | = |
= Routing Tahle | -| || || |“

Contqure | [ [ o =

Current Table

System Status

s
Work Mode |
|
|

WAN Configure

Dvnamic Routing

Access Control | 3 |

Advance | Enable :
= Adminietratinn = Version: F 2 ~
@Done

v Command Prompt % Document - Wor, ., a menu - Micrasaft,.. == Remaovable Disk (..

Router Mode
Basic NAT mode:

Similar to Gateway mode, the difference is that Basic NAT mode only has
Basic NAT function. Once you select Basic NAT mode, all the additional
function such as DoD (Dial on Demand), IP Filter, DoS and so on will be
disabled. You may select Basic NAT mode to obtain higher speed otherwise
you have to select Gateway mode to enable these functions.
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Dynamic Routing:

Dynamic Routing allows router learns of path to destination by receiving
periodic updates from others. The protocol used in communication between
routers is RIP 1/2 (Routing Information Protocol). RIP1 supports only
broadcast mode while RIP2 supports broadcast and multicast mode.

ROUTING TABLE - DYNAMIC ROUTING

A menu - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools  Help

@Back < -\-I) E @ \{h pSearch *Favorites QMedia @- 8v .,{_;

address | ] http {192, 168,1,254/

Dvnamic Routing

Work Mode

System Status

WAN Configure

Bandwidth Usage

. Enable :
Configure LANSDHCP| , -
Version: RIF 2 v
5 et il Multicast/Broadcast: |[=E: -+ R0

Caonfigure Pericodic announcemsnt interval (Seconds):

Time before routes supire (seconds):
Time before route i1z removed (seconds):

Current Table

Access Control | n

Advance | [ Ok ] [Cancel ]
1

%
%

= Adminictratinn

@ Done -d Local intranet

., s start e+ Command Prompk Documenk - Wor, ., Z§ menu - Microsoft. .. = Removable Disk (... i 5 ?. e 3117 PM
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5.7.2 Current Routing Table

This display shows the valid routing paths in Broadband Router. Users
can view the information about current routing paths.

ROUNTING TABLE — CURRENT ROUTING TABLE

&l menu - Microsoft Internet Explorer X
Fil= Edit Wiew Favorites Tools  Help '!‘l

@Back - \J @ @ \-_;j ;j Search {‘\?Favorites eMedia @ E;Kv H"_"\F""
address |&] http:ff192.168.1,254] - Go Links **

Work Mode

System Status

|
|
WAN Configure |
Bandwidth Usage | Current Routing Table
|
|

Configure | ANEDHCP
= Routing Tahle

192.168.1.0 |255.255.255.0 [192.168.1.254

Configure
Current Tahle

Access Control | B

Advance |

+ Adminigtratinn 1

@ Done ﬁ Local inkranet

[ — P ~
14 Start e Command Prompt B Document - wor.., 2R menu - Micrasoft. .. = Removable Disk (... o ® A 317 PM

5.8 Access Control

5.8.1 Local IP Filtering

- Gateway Mode only

Broadband Router allows you to do accessed restriction of block/allow
outgoing IP packets by protocol (port number).

You may restrict some IP’s only to perform limited protocols or allow them
to execute partial protocols. And the first thing you have to know is the port
numbers and their usages.

Local IP Filtering allows you set ten items and item 1 has the highest
priority. In principle, the same IP should not list in different items. If IP settings
confliction occurs, item with higher priority would be the obeyed rules.

You can reserve dedicate IP address to dedicated user from “Configure
LAN” display -> “Reservations IP” function, by using this function, user can
have dedicated IP address match to their computer NIC MAC address.

There are ten items in this function. You can allow or restrict specific IP(s)
to access some port numbers.
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Example 1, if you restrict the PC of IP 192.168.1.13-192.168.1.15 to access
HTTP, the settings are:

Iltem 1: Enable

Filter entry: Block

Port Number: 80

IP address: 192.168.1.13-192.168.1.15

Example 2, if you allow the PC of IP 192.168.1.16-192.168.1.18 to access
FTP only, the settings are:

Iltem 2: Enable

Filter entry: Allow

Port Number: 21

IP address: 192.168.1.16-192.168.1.18

Example 3, if you allow the PC of IP 192.168.1.40, 192.168.1.56,
192.168.1.100-192.168.1.120 to access port 50, port53, port100-120 only, the
settings are:

Iltem 3: Enable

Filter entry: Allow

Port Number: 50, 53, 100-120

IP address: 192.168.1.40, 192.168.1.56, 192.168.1.100-120

LOCAL IP FILTERING

2l menu - Microsoft Internet Explorer

]
File Edit Wiew Favorites Tools Help ?’

eBack - \) @ @ \/_h pSearch *Favorites eMedia @ 8' »{_;%

Address | &) http: /192, 168.1,254]

v Links *

Go

'Balance ROUTER

WAN Configure | ) ]
Local IP Filtering

Bandwidth Usage |

Routing Table | B ee Jee (1 [[i315 [0 | [Block ¥] -
= Access Control | .||192 J1es |1 1618 |21 |“AIIDW v|
Locate P Eiltering .||192 16a |1 nse00120] 5053 100-120] [ Alow v

Remote [P Filtering .” || || || ||| |“ Block Y|
Intrusion Security .” || || || ||| |“ Block v| u
DoS Defense 1 .” || || || ||| |“ Block V| u
—— o o o— 73] =
B | [ [Bock v BEM

| T T T T -

Load Balance
|1 il 1= .
] Dane  Internet

[<
B3

Note: Port and IP address can accept digits 0-9, “,” and “-“ only.
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Protocol Port No. List

Protocol

Service

Port no.

Protocol

Service

Port no.

TCP

FTP

21

TCP

LADP

389

TCP

SSH

22

TCP

HTTPS

443

TCP

TELNET

23

UDP

IKE

500

TCP

SMTP

25

TCP

RLOGIN

513

UDP

DNS

53

UDP

SYSLOG

514

UDP

TFTP

69

UDP

TALK

517,518

TCP

GOTHER

70

UDP

RIP

520

TCP

FINGER

79

TCP

AFPOWERTCP

548

TCP

HTTP

80

TCP

Net-Meeting

1503,1702

TCP

POP3

TCP

L2TP

1701

UDP

NFS

TCP

PPTP

1723

NNTP

AOL

5190~5194

NTP

PC Anywhere

5631~5632

IMAP

XWINDOW

6000-6063

SNMP

IRC

6660~6669

BGP

Real-Media

7070

WAIS

71

6000-6063




5.8.2 Remote IP Filtering

- Gateway Mode only -
Broadband Router provides you to do accessed restriction for users.
You may restrict some destination IP address that are not allow to reach

IP Address: destination IP address that prohibit users to reach
Enable: enable restrict function

REMOTE IP FILTERING

2l menu - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help @'

eBack < .'\_) Ia @ \_/.j pSearch \zn'\?‘Favorites eMedia @ Bv ;i}

Address | @] http: /192, 168.1,254/ v Go

Links *

WAN Configure | L

Remote IP Filter

Bandwidth Usage |

Configure LANSDHCP | Tem TP Address  Enable
Routing Table | ."158_1_10_5 |
= Access Control | .||0.0.0.n |u
Locate IP Filtering .“n.n_u.n |u
Remote IF Filtering .||n.n_u.n |u ||
Intrusion Security .||n.n_u.n |u
DoS Defense 1 .“n.n_u.n |u
QoS | .||n.n_u.n |u

Load Balance | ., !“n.n_u.n |u 1

&] pone ® Internet
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5.8.3 Intrusion Security
By set up this table, Router can be defined as “BLOCK” or “PASS” function

following by the table content.

Intrusion Security

2l menu - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help W
e Back - 'L;J @ @ \,_;j p Search \‘;r\\'g‘ Fawarites * Media @ B - .;'__;
Address | &) http: /192, 168.1,254] - G0 Links **

Load:Balance ROUTER

WAN Configure | s

Bandwidth Usage |

Configure LANSDHCP | Intrusion Security
Routing Table |

Intrusion Security : & Enakle O Disable
= Access Control |

Locate 1P Filterin {® Block O Pass) User's IP&MAC not in flowing list.
Locate |- Filering

Intrusion Security

DoS Defense 1

QoS | | |
Load Balance |

&] 8 Internet

| €

w

5.8.4 DoS Defense

This Broadband Router also provides with DoS (Denial of Service Defense)
function to protect your network servers, hosts, routers and other devices from
the attacking of villain using mass data transmission. The default value in
The display is the optimize parameter for Router.
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Ons
Defense

SOHO Sateway

DOS DEFENSE(1

2 menu - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help ﬁ"

@Back - 'k-) @ @ \/_h pSearch *Favorites wMedia @ 8' {_%

Address @] http: /192, 168.1,254] v B ks *

[l

=3

WAN Configure | iad

Bandwidth Usage | DoS Defense
Routing Table | |IP Fragments Checking | | | 0 =
= Access Control | |IP Address spoofing | | | O
- 3 LAN
Locate P Filtering Disable PingICMP) respond | — 0o i
BEemate IP Filtering
_ _ |Oversized Ping | 3z bytes | |
lintiere . Sy || Dirop IP Packet with Source 0
DoS Defense Foute Option
e | |Por‘t Scan 11000 | portsfsec | 5 min |
Load Balance | 3 !TCP ST Flooding (WAN) | times/sec ! mj-n ! 2
@ Done 0 Internet
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| Cannot find senver - Microsoft Internet Explorer

_ X
File Edit Wiew Favorites Tools  Help ;ﬂ'

eBack - .'\-) @ @ \{h pSearch T,';\?Favorites eMedia @ Qv ri}

Address | &) http: /{192,168, 1,254 v G Lk ?

Routing Table |

DoS Defense

= Access Control |

Local P Fikering IIIIIIIIIIIIIIIIIIIIIIII

|IP Fragments Checling | | |

Bemate IP Filtering

|IP Address spoofing | | | O
Intrusion Security LaH
DoS Defense ) Disable PingTCMP) respond WANL [¢] WANZ R
= | WANS [7] WANA
Load Balance | ‘Oversxzed Fmg ||32—| bytes ‘ ‘
Dirop IP Packet with Source 0
Advance | Foute Option
Administration | ‘Por‘t Sean | 1000 | portsizec ‘ min ‘
= 0 P T @ T Tl e o i AT AT [nnn | | I | = ]
@ Done 0 Internet

* Some virus are using “PING” command to attack network, this Router can
be defined as accept or reject “PING” command from WAN or LAN.
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DOS DEFENSE

2 menu - Microsoft Internet Explorer, | z
File Edit Yiew Favorites Tools Help ﬁ
e Back - I'\J Ia @ \{h p Search \‘T/'T_S‘ Favorites eMedia @l B - ,i}

Address &) http:[[192. 168.1.254f v Go | Links *®

WAN Configure | |O‘,ersize d Ping (22 Jogtes ‘ ‘ 4
Bandwidth Usage | E;ife% iﬁaocrl;cet with Source ‘ ‘ O
Configure LANSDHCP | |Port Scen | portshses ‘ 5 lain ‘
Routing Tahle | |TCP SYN Flooding (WAL | P ‘ i ‘
7 Access Control | - TCP SYN Flooding CLAN) [1000 |timestsec | 5 |min |
Locate IP Filtering ICMP Flooding (WAN) (1000 |timessec | 5 |min |

Remote IP Fitering ICMP Flooding (LAN) (1000 |times/sec | 5 |min | |
Intrusion Secuity UDP Flooding (WAN) (1000 |times/sec 5 |min |
DoSDefanse UDP Flooding (LAN) 1000 |timesisec | 5 |rin |

ws | 1

Load Balance | g

&] Done © Internat
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Function Description

IP Fragments |[Checking the IP fragments. When it finds someone from WAN side

Checking tries to attack your network using overlap IP fragments in a bad
attention, this function will check over these packets and drop
them.

IP Address Finding out whether the source address(s) and destination

spoofing address(s) are legal IP’s or not. If they are illegal IP’s or multicast
addresses, this function will cast these packets away.

Oversized Dropping the packets of “ping” which exceed the size you set.

Ping The default value is 32 bytes.

Drop IP Casing a packet away when it contains source route option(s) in its

Packet with  [IP.

Source Route

Option

Port Scan When an IP from Internet tries to scan the IP of Broadband Router
up to 10000ports/sec (default value), this function will drop all the
packets from this IP within 5 minutes (default value).

TCP SYN When a destination address and destination port of Broadband

Flooding Router receives TCP SYN packet from WAN over 10000 times

(WAN) (default value) in one second, Broadband Router will close this
address and port for 5 minutes (default value) temporarily.

TCP SYN When an IP in LAN of Broadband Router tries to send TCP SYN

Flooding packet over 10000 times (default value) in one second, Broadband

(LAN) Router will close this source address for 5 minutes (default value)
temporarily.

ICMP When a destination address of Broadband Router receives ICMP

Flooding from WAN over 10000 times (default value) in one second,

(WAN) Broadband Router will close this address for 5 minutes (default
value) temporarily.

ICMP When an IP in LAN of Broadband Router tries to send ICMP over

Flooding 10000 times (default value) in one second, Broadband Router will

(LAN) close this source address for 5 minutes (default value) temporarily.

UDP Flooding (When a destination address of Broadband Router receives UDP

(WAN) from WAN over 10000 times (default value) in one second,
Broadband Router will close this address for 5 minutes (default
value) temporarily.

UDP Flooding (When an IP in LAN of Broadband Router tries to send UDP over

(LAN) 10000 times (default value) in one second, Broadband Router will

close this source address for 5 minutes (default value) temporarily.
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5.8.5 URL Filtering
Besides restrict users by local/destination IP,Broadband Router provides

you to do accessed restriction for user by URL as well.
You may restrict some URL address that are not allow to reach

Keyword: destination URL that prohibit users to reach
Enable: enable restrict function

URL Filtering

2} menu - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help -#'
e Back. ~ -\-) @ @ {;j p Search \_,j\?‘ Favorites e Media @ B - %
address |&] http://192.168.1.254 R Go | Links **

Configure LANEDHCP | ~ L)

URL Filtering

Routing Table |

= Access Control | [0 Enable UEL Filter On Hitp Port
e Tem  Keyword

Eermote P Filtering ’T’i
Intrusion Security ’7’—:
DoS Defense
E—— El
— [ E—
Load Balance | | ’?’—
Advance
s [ —

@ Done B Internst

|

<
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5.900S

Important feature of this router, this function can let you to set up USER
BANDWIDTH with Maximum & Minimum bandwidth value.

22 menu - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help ;#

@Back < I'\) Ia @ é pSearch \En'\?Favorites el\’ledia @ 8' ri}

Address (] http:[f192. 168.1,254/

Links *

w Go

Balance ROUTER

WAN Configure |i' A

Confiqure WAN Speed

Bandwidth Usage |

Configure LAN&DHCP | | Download(kbps) TpLoad(kbps)
Routing Tahle | ‘WAN}‘ |1DDD | ‘ |512 |

Access Control ‘WAN2‘ |1DDD | ‘ |64

Qo8

IP MAX/MIN Limit

Load Balance

|
|
|
Advance | —————-
|
|
|

192168115 | 128 |kbits B4 |kbits| 12 ([

||MIN v||0 libits |0 |kebits| (11002 E
| [ vl 0 Jreis[0 ke 0102 O

[T hairn el n | tetien [ [teteien | T 015 I o)

@ Done 0 Internet

Administration

Firmware Update

Save & Reset

v
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Load Balance
5.10.1 Mode

Broadband Router provides three load balance work modes:

Session All the enabled WAN ports have the same (1:1) bandwidth
rate.

Weight round |Configure the WAN ports bandwidth rate manually.

robin
Traffic Router will find the lowest loading WAN port to transmit and
receive data automatically.

Session mode:

When choose this mode, the router will assign each coming session
To each WAN port one by one, no matter how traffic loading on each WAN
port.

LOAD BALANCE

<3 menu - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help ",'
e Back - \‘_/J \ﬂ @ ;j /':_\J Search “?':'\'.:’ Favarites e Media @ [:;{ - :_\_',
Address | &) http: {192, 168.1,254] - G0 Links *

Routing Table |
Access Control |
08 | Load Balance Mode
= Load Balance | ® Session
Wode O "Weight round robin
Special Application O Traffic
Special IP Assigment
Advance |
Administration |
Firmware Update |
Save & Reset | g
@ Done -  Internet

Weight Round Robin mode:

Configure the WAN ports bandwidth rate manually, means you can
Distribute each coming session from users to each WAN port, following the
Rate that you assign in each WAN port.

The session number in each WAN can be numbered from 1 to 100,
The suggest number is under 1 ~10. if rate is 1:1 for each WAN port , the
router function will act like Session mode
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LOAD BALANCE

23 menu - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help ?
@ Back - -\-) @ @ {h p Search ‘E,/_'n'\?‘ Favorites e Media @ 8 - .‘{_!\;
address | http: {192, 168.1,254] - Go Links *

-Balance ROUTER
Routing Tahle |1
AccessgCnntrnl | Load Balance Mode
QoS | ) Session
|

= Load Balance @ Weight round robin

Mods wani:1 |
Special Application WAN2 3

) Traffic

Special IP Assigrment

Advance

Administration

Eirmware Update

Save & Reset
&) Done ® Internet

Traffic Mode:
Router will find the lowest loading WAN port to transmit and receive data
automatically. you need to enter correct ADSL/CABLE WAN speed in here.

LOAD BALANCE

2l menu - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help ?

eBack - \) @ @ \/_h pSearch \,:':"\.;‘Favorites wMedia @‘ 8' k?‘L{

fddress | &] http: /192, 168.1,254/ v By ks ™

'Balance ROUTER

Routing Table |1
Access Control | Load Balance Mode
QoS | ) Zession
= Load Balance | © Weight round robin
Wode @ Traffic
a 2| Annlicati | |D0wnload Speed |Upload Speed
pecial Application
el [P Aect |WAN 1 ||1DDD b{bitsfsj ||512 b{bitsfsj
p 0 t
= = i |WAN2 |2000 (Kbitsrs) |64 (Kbitss)
Advance | 3
Administration |
Firmware Update |
Save & Reset | =
@  Internet
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5.10.2 Special Application

Some Internet WEB server do not allow access with multi WAN address,
also these WEB server was using dynamic IP address, in this case, this
router can let you just define dedicated port number go to dedicated WAN
port, the dedicated port was used to access these special WEB Server.

) menu, - Microsoft Internet Explorer,

File Edit Wew Favorites Tools Help

@Back ¢ \) @ @ {h pSearch *Favorites eMedia @ @- %

Address ] hetp:/f192.168.1,254] v ks

>
[

Routing Tahle

Load Balance Application Control

StartPort EndPors  WAN  Enable
Mode CH CO

Access Control

= Load Balance

|
|
Qs |
|

VAN o
Special Application D D mim? First O
Special IP Assigment 0 o |WAN2 First O
opecial IF Assigmant
Advance | 3 "D |||D ||| AUTO v” O |
Administration | "U |||U ||| AUTO V” O
Firmware Update | "D |||D |" AUTO % ” O
0 0 ALTO ~ O
ST L oo W" s
@ Daone  Internet
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5.10.3 Special IP Assignment.

Same as above mentioned , this router can let you defined dedicated
IP address ( destination IP address or Source IP address) go to dedicated
WAN port.

2} menu, - Microsoft Internet Explorer,

File Edit Wew Favorites Tools Help

eBack ¢ .\) @ @ é pSearch \_,V'.n':{Favorites eMedia @ @v ,{}

address |&] hetpiff192, 168, 1,254)

Links **

w Go

Routing Table

Special IP Assignement

|

Access Control |
QoS | Sl EndP Assign WAN Encble

= Load Balance |

[192.168.1.15 |[192.168.1.20 || WANT v |
Mode || | | wang | O

Special Application l Il |’7WAN1 ¥ O
|| | | [wani v | OO

Special IP Assigment

Advance |

Administration |
Firmware Update |

Save & Reset | B v

@ Dane  Internet

| | [wani v | D
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5.10.4 In-Bound (In-Bound Router Support Only)

In-Bound function can let you load sharing traffic that coming from Internet to
access you internal server to each WAN link, this function can increase WAN

Utilization. For detail usage, please refer to Chapter 6

In-Bound
2} menu, - Microsoft Internet Explorer,
File Edit YWew Favorites Tools Help #
e Back -~ -\-) @ @ {h p Search *Favorites wMedia @ B' %
Address @] hetp:i{192.168.1.254 w Go Lirks **

-~ -~
Access Control | = !
QoS | InBound Load Balance
Load Bal

- -eadfalanee | Load Balance Mods

QOutbound

— ) Zession

i O "Weight round robin =

Special Application
Inbound Option

Special IP Assignment

Ios Name Type Address Modiy Delete

Advance |

Administration | P TS b
Firmware Update | " Apply .

a http: 192,168, 1,254 advance/inbound. htm B Internet
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5.10.5 TOS
TOS function can let you setting the priority for dedicated packet.

TOS

2l menu - Microsoft Internet Explorer

File Edit YWew Favorites Tools Help ‘z.
e Back - -\J @ @ \r_h p Search "-E'/r\\gr‘ Favorites * IMedia @ &2 - “‘_\ﬁ
Address @] hetp:i{192.168.1.254 w Go  Links **

Ll

Access Control

|
008 |
= Load Balance | Configqure ToS

QOutbound

ToS List
Inbound
Snecial Application Status Source [B/Port Distination [B/Port Potocol Type Priority Delete Modiy
) )
Special IP Assignment ad
Tos

Advance |

Administration |

3

Firmware Update | w
a http:ff192.168. 1,254 advance//tos_list.htm

O Internet

5.11 Advance

5.11.1 Remote Configure

The ROUTER can be managed from any PC from INTERNET. If enable
“remote configure” function in this display, access to the Web-based interface
is available via the INTERNET, If not enabled, access is only available to PCs

from LAN.
Access from LAN ...... specific 192.168.1.254 in the URL field

Access from INTERNET ...specific WAN port IP address in the URL field
ROUTER provide easy method to access from INTERNET via
“Dynamic IP” & “Dynamic port”

Remote IP: specific dedicated PC can be remote access ROUTER

® |eaving these fields blank will allow access by all PCs.
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® if enter specific IP address, only this address PC can access from
remote

® The address must be Internet IP addresses.
Remote Port: The port number used when connecting remotely.
Example: If the local user
. Enable the remote configure function
. Remote port is 80 (default is 80, can be different port number)
. Remote IP is blank.
. ROUTER WAN port IP is 110.111.112.1

When the user of remote side want to access the ROUTER web configure,
the remote user only need to enter http:// 110.111.112.1:80

REMOTE CONFIGURE

22 menu - Microsoft Internet Exploren 5
File Edit VYiew Favorites Tools Help W’

eﬁack - -J @ @ \’_:j pSearch “;n'\'{‘Favorites eMedia @ B' ui_;

address | &] http:/f192.168.1.254/

Links

b Go

Load*Balance ROUTER

=] Advance

Rernote Configure R Ote Confl re

Wirtual Server

| .y

DMZ Hast ® Enable O Disable

Multi-HAT Remote IP - | EKIIFERES |

Load Balance Eemote Port
IP Binding

DOME

Proxy

Mail Alert

Time

a ‘d Local intranet

|

¢ Command Prompk a menu - Microsoft, .. == Removable Disk (...
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5.11.2 Virtual Server / VPN Pass Through /ALG options
This Router support
® VPN Pass Through ....... IPSEC/PPTP
® H.323 ALG include.....\oIP Gateway can be connect direct to this router
LAN port, and open the correspond VoIP port number.

You may have FTP, MAIL, VPN or other server on your LAN. If you would
like to allow the global users access some servers providing special services
on your LAN. This function can help you to do this.

Provide with global port & local port mapping function, let you easily
Configured internal server with same port number mapping to WAN IP
different
port number.

Global port: WAN virtual protocol number
Local port: used by internal server port number
Local IP: local server IP address
For multi-wan port router, no matter data packet coming in from which
WAN port (WAN IP address) , router will check incoming data port number
only.
For example:
Global port number 1021 map into local server IP 192.168.1.10 port 21
Global port number 8080 map into local server IP 192.168.1.10 port 80
Global port number 2323 map into local server IP 192.168.1.25 port 23
Global port number 1100 map into local server IP 192.168.1.13 port 21
you can also configure
Global port number 1022 map into local server IP 192.168.1.20 port 21
some port number in local server with different global port number

VIRTUAL SERVER/ALG Options
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2l menu - Microsoft Internet Explorer k.
File Edit Wiew Favorites Tools Help .#
e Back - o @ @ @ p Search *Favorites eMedia @ @v rf}

Address | @] http: /192,161,254 w Go o Links **

Lo-Balance ROUTER
Access Contro A L]
ws | .
Loaid Balance | Mptlﬂ =
= Advance | IpSec Pass Through (Port 500)

PPTF Pass Through (Port 1723)
WOIP Pass Through

Rerote Configure

Wirtual Server

| | From | To

DMZ Host ‘UDPPort|1?19 (1719
Wulti- AT | | ‘TCP Port (1720|1721

IP Binding
DDNS Yirtual Server
Prox
— v ID GlobalPort  LocalPort  Locall?  Enable v
@  Internet

VIRTUAL SERVER/ Port Mapping

2} menu - Microsoft Internet Explorer

File Edit View Favorites Tools  Help & )
c Back - Q @ @ @ p Search * Favarites e Media @ @ - i}
Address | @] http: /192, 166.1.254/ v Go Links **

Lo

= Advance | o ]

Remote Configure

Wirtual Server

OMZ Hoet Wl (1020 |[21 132168110 | = |
UNAT l|auan |80 |192.168.1.10 |
l|2323 |23 |192.168.1.25 |
Load Bal
D B[00 |[110 (192168113 | = |
IP Binding | I I [ = |
o Ll I [ [ = |
Proxy | | [ [ = |
tlail Alert ll || || |u
me o B | || o v

@ Done ﬁj Lacal intranet

3 menu - Microsaft, ., == Remavable Disk (... i "“. w324 PM

To use VPN Pass-Through function, you need to configure following port number
in Virtual Server Table List.
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protocol
PPTP

IKE (IPSec)

port number
1723

500
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VIRTUAL SERVER

2 menu - Microsoft Internet Explorer
File Edit View Favorites Tools  Help ﬂ.

eBack - 'J @ @ \/_h ﬁSearch *Favorites *Media @ Bv rl_;

Address | @] hktp:ff192.168.1,254]

Load'Balance ROUTER

=  Advance | & l &
Remote Configure l
Yittual Server l
B Host " DNS(53) I = |
: FTR(21)
Flulti-MAT II:POPS(HD) u
SMTP(2R) I I
Load Balance TELNET(ES)
o , WEB(B) .
IP Binding I you don't know Netmeeting(1720,1503) ollowing way to get port number.
DD Windows Messenger(1503)
S Select Port | — Select One — v Select]:D:
Proxy
-Ok Cancel
hail Alert
Time v v
a Done ‘d Local intranet

r: s Stant e Zommand Prompt . a menu - Microsoft. .. = Remova

VIRTUAL SERVER

192.168.1.10 192.168.1.11
FTP Server Telnet Server

" =

HTTF Server Mail Server LAN 19216581 234
192.168.1.12 192.168.1.13  WAN 203.74.94.30

A
Rerote User

For example,

Supposing you want to have four servers providing FTP, HTTP, Mail and
Telnet services, you must enter four virtual servers and enable them.
If users key in ftp://203.74.94.30, Broadband Router will send the data of FTP
protocol to the server of 192.168.1.10.
If users use telnet software to connect t0203.74.94.30, they will connect to the
server of 192.168.1.11.
If users key in http://203.74.94.30, Broadband Router will send the data of
HTTP protocol to the server of 192.168.1.12.
If users use the email to connect to 203.74.94.30, they can receive the mails in Mail
server of 192.168.1.13.
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5.11.3 DMZ Host

Dynamic IP DMZ
WAN : Host IP Address (PPPoe Mode)
When WAN port IP assigned by ISP obtained by PPPoE(Dynamic IP), you can fill in
DMZ host that inside the network, the router will mapping WAN IP to internal DMZ host
automatically.

Multi-DMZ/Public DMZ
When using this function, the WAN port IP need to be FIX IP assigned by ISP

DMZ HOST

< Cannot find server, - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help
@ Back = J @ @ # ;j p Search ‘f:'\? Favarites e Media @ [;/rjg - ; D
Address | http: /192, 165,1,254/ v B)co | Links ®

Access Control | ) P
QoS | Dyvnamic IP DMZ
Load Balance | [JWAN1 : Host IP Address|:|
= Advance | 0 WAMZ : Host IP Address|:|
Remmote Configure [JWANZ : Hozt IP Address l:l =
\irtual Server [JWAN4 : Host IP Address l:l
D7 Host Mutil-DMZ/Public DMZ
hidulti-MAT L
S | O N <
— | (I | = |
By e— O B e 2
@ Done B Internet

The Demilitarized Zone (DMZ) function provides a way for public servers
(Web, e-mail, FTP, etc.) to be visible to the outside world (while still being
protected from DoS (Denial of Service) attacks such as SYN flooding and
Ping of Death). These public servers can also still be accessed from the
secure LAN.

By default the firewall allows traffic between the WAN and the DMZ, traffic
from the DMZ to the LAN is denied, and traffic from the LAN to the DMZ is
allowed. Internet users can have access to host servers configured in DMZ
Host list but no access to the LAN, unless special filter rules allowing access
were configured by the administrator or the user is an authorized remote user.

It is highly recommended that you keep all sensitive information off of the
public servers. Store sensitive information in computers on LAN.

If you would like to grant remote users the right to access one of your
computers on LAN to perform some actions such as Internet games, you must
enable the function of DMZ. When remote users access your legal IP(s),
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Broadband Router will transmit these packets to the corresponding virtual

IP(s).
This Router support 3 type DMZ Host.( FIX IP Mode)
- Share-DMZ
- Multi-DMZ
- Public -DMz

Type (1) : Share- DMZ
Share only one legal fix IP from ISP

This Router provide “Share DMZ ” function, in case you only have one legal
IP address provide by ISP with this function, can let you map legal IP between
ROUTER WAN & LAN interface. when remote computer want to access the internal
LAN. besides port number specific by Virtual Server Host . the rest port number with
fix IP address will be mapping into internal Share-DMZ host

For Example:
ISP provide only 1 legal IP address to your office.

203.74.94.31

By using Share-DMZ function, you can configure DMZ host as follow.
DMZ Host IP Address IP address provided by ISP

192.168.1.10 203.74.94.31 (Share-DMZ host)
After configure ROUTER as above DMZ HOST table, the ROUTER will let data

packet that destination address point to 203.74.94.31 pass through into inside DMZ
Host which port number do not exist in Virtual Server Host table.
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Type (2) : Multi-DMZ
several DMZ Hosts
if you own several legal IPs, you can assign which legal IP correspond to
which IP on your LAN. This assignment will let most protocol to access the

assigned IP on the LAN.

e
Rermote User

192.163.1.10 19:2.1858.1.11

SOHD Gateway
=

192.1658.1.12 LAaM 192.165.1.254
WAM 203.74,94,31-33

DMZ HOST

2l menu - Microsoft Internet Explorer

File Edit VYiew Favorites Tools  Help -ﬂ'

eBack @ -\) @ @ {h pSearch *Favorites eMedia @ 87 %

=  Advance

DMZ Host

Remaote Configure

DM Hoet - 192 168110 203748431
AT - 192.166.1.11 203.74.94.32
- 192.168.1.12 203.74.943

Load Balance

IP Binding

DDNS

Proxy

hdail Aler

¢ Command Prompk

Type (3) : Public DMZ
Public IP Mapping

This Router provide “Public IP Mapping” function, with this function, can let
you map legal IP between ROUTER WAN & LAN interface. This application will be
very useful to let you connect GAME Server or VOIP gateway inside the LAN,
because most GAME SERVER or VOIP gateway need legal IP address to operation
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For Example:
ISP provide following legal IP address to your office.(FIX IP)

203.74.94.31
203.74.94.32
203.74.94.33
203.74.94.34

By using DMZ function, you can configure DMZ host as follow.

DMZ Host IP Address IP address provided by ISP
192.168.1.10 203.74.94.32 (private DMZ host)
203.74.94.33 203.74.94.33 (for GAME SERVER)
203.74.94.34 203.74.94.34 (for VOIP gateway)

After configure ROUTER as above DMZ HOST table, the ROUTER will let data
packet that destination address point to 203.74.94.33/34 pass through into inside
GAME SRVER and VOIP gateway .The ROUTER also allow LAN user ( like
192.168.1.xx) can access GAME SERVER or VOIP gateway.

NOTE:

if using “Public IP Mapping” function, the GAME SERVER & VOIP gateway
will not have DoS function protect by this ROUTER.
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5.11.4 Multi-NAT

Multi-NAT function allow you to configure multiple LAN IP
Domain to each WAN port( total 10 LAN IP can be defined), after configure multiple
NAT function It will act like have virtual router connect to Broadband Router LAN
port, all traffic between each LAN IP domain , will send and receive through
broadband router. it will provide following benefit .
* restrict broadcast storm in single IP domain.
* Broadband router can check each packet with DoS function enable.

LAN IP: separated LAN IP domain.
Subnet Mask: mask for IP domain.
WAN IP: specific WAN IP address that match to LAN IP domain.
You can leave blank in this field for PPPoE connection/
Or write down specific WAN IP address, if WAN port had
Define multiple IP address on it (DMZ used)
Blank: router will send packet follow by WAN filed selected .
WAN: WAN1, WAN2, AUTO
WAN1/2/3/4 ...router will route packet to correspond LAN/WAN
AUTO.......... router will route packet follow by “load balance”
Function selected

MULTI-NAT

2 menu - Microsoft Internet Explorer X
File Edit Wiew Favorites Tools Help ?

@Back = -J @ @ {;j pSearch ‘E,/"n‘\?‘Favorites eMedia @ B' k’i—;;

13

= Advance | ha

Eemote Configure

Wirtual Server

DY Host

belulti-RAT

Load Balance .| || ||
IP Binding .| || ||

DONS 6 | I
Proxy —= Nl | I

hail Alert

2} menu - Microsoft. .. == Removable Disk (...
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5.11.6 IP Binding (Protocol Route Control)
In Internet world, there have some Game Server ,SSL protocol user or Personal
Server have special request for connection, these special request include.
(2). Use special port number to perform specific function.
(2). Not allow user connect with multiple WAN IP address
For Example,
if user use load Balance function provide by router to connect Server, Server
might response with many login display back to user, because each session comes
different WAN port with different IP address, Server treat it like different request
By enable this function, you can specific the IP packet will go through dedicate
WAN port to reach dedicate destination server. they will show only 1 IP address.
That means if destination server address show in this display, when user
wants to reach these destination server, the packet will only go through dedicate WAN
port, it can not have load balance function.
Note:
IP Address: destination server IP address, it will be restrict to dedicated WAN port.
*“ if do not specific destination Host IP address in this field, the port number specific
in the port number field will be limit packet transfer in dedicated WAN port.
Starting port: the packet of specific protocol port number will be restricted.
End port: the packet of specific protocol port number will be restricted
The protocol port number start from 0 to 65535, you can decide what range of port
number will be restrict. if enter.

0 0 all packet will be restrict to dedicated WAN port

blank blank all packet will be restrict to dedicated WAN port

80 80 only packet type of port 80 will be restrict, the rest
type packet will not be restrict, can use load balance
function.

1 21 only packet type of port 1 to port 21 will be restrict,

the rest type packet will not be restrict, can use load
balance function.
WAN: select WAN port to be transfer packet for dedicated destination packet.

Example (1)
IP Address Start port End Port WAN
210.3.1.23 0 65535 WAN1
All packet go to Internet Host with IP 210.3.1.23 will be restrict to dedicated WAN 1
Example (2)
IP_Address Start port End Port WAN
210.3.1.23 0 0 WAN2

Packet type belong to protocol 23 that go to Internet Host with 1P 210.3.1.23 will be
restrict to dedicated WAN2

Example (3)
IP Address Start port End Port WAN
Blank 21 21 WAN1

Packet type belong to protocol 21(FTP) that go to any of Internet Host will be
restrict to dedicated WAN1
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IP BINDING (Protocol Route Control

2 menu - Microsoft Internet Exploren Z
File Edit VYiew Favaorites Tools Help #
e Back ~ u @ @ @ pSearch *Favorites QMedia @ @v ti}

Address | &] http:/f192.166.1.254 v .Go Links *

d'Balance ROUTER

) |

Wirtual Server IP Blndlng

D7 Host

Lo

Rernote Lonfigure

|
I
\I
!
F

Multi-NAT
e [ -
Load Balance 0 WANT d
23 ALUTO
IP Binding | | : : - ﬁ
AN
DOME YWANZ u
| I | Wan First u
— || | Il Lweanie First | S
Mail Alert || | I [ECE = |
Time || | I [EnCE = |
System Log | Il I || auTO v|n
bd | ] ] = | bl

@ Daone | | | | & Internst

15 Start
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5.11.7 DDNS (Gateway Mode / Basic NAT Mode only)

You need to apply for a free DNS domain name from www.dyndns.org.
Broadband Router will update the WAN IP address to DDNS'’s database once
a WAN port was connected to Internet if DDNS function is enabled. And the
users in Internet can find out the Broadband Router via this domain name.

User Name: please apply from www.dyndns.org
Password: please apply from www.dyndns.org
User Hostname: please apply from www.dyndns.org

DYNAMIC DNS

2 menu - Wictosoft Internet Explorer ety
dnsalias.com

File Edit View Favotites Tools  Help dnsalis net
( Uy ' , .|~ 7 ddnsalias.org
@ Back - </ @ @ \r_;] p Search . Favorites @ Media @ Ei% T i dyndns.biz

dyndns.info
dyndns.ory
dyndns.tv
dyndns.ws
gotdns.com
gotdns.arg
homedns.org
~ horneftp.net

Address &) hetp: 192, 168.1,254

Virioal & homeftp.org
irtual Server 1 homeip.net
Dynamlc DNS hornelinux.com
DhZ Host homelinux net
_ . : hamelinuxorg
Multi-NAT DDNSI ' © Enable © Disable horneunix.com
Provider : www.dyndns org hameunix.net

Load Balance harneunix.org

kicks-ass.net

User Name

[ Bl iy Password : | | kicks-ass.org
MErSEIne.hu
DONE Tszer Hostnatme : | | mine.nu
o servefip.net
Fraxy senveftp.ong
. Cancel shacknetnu
ail Alert
Tirne 0
Systern Log
M
a Cane B Internet

4 start 3 Carnot find server - .., 3 renu - Microsaft Inte... LR oA i34 AM
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5.11.8 Proxy

This function work together with Mail Alert function, if there have Proxy
Server in your local LAN, please fill in necessary Proxy information in this display.
Some environment needs to fill in Proxy information.

PROXY
2 menu - Microsoft Internet Explorer
File Edit ‘iew Favorites Tools  Help #
eBack - f\) @ @ \{h pSearch ‘E/"n‘\?‘Favorites eMedia @ Bv %
Links *

Address | &) hetpiff192,168.1,254 v e

‘Balance ROUTER

(&3

DhZ Host

Multi-NAT Config'ure Proxy

Load Bal 1
oad Balance Proxy : O Enable ® Diszable

IP Binding

ProxyIP:| |

Proxy Port : I:I

DONS

Prosy
Mail Alert

Tirne

System Log
MAC Address Clone

1 Adminictratinn 1

a Dane ® Internet

14 slart A Cannat find 2} menu - Microsoft Tnte...
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5.11.9 Mail Alert

- Gateway Mode / Basic NAT Mode only -

Enter the Receiver/ Sender e-mail Address in the fields and check the
items you want. System will send e-mails to Receiver address once the
conditions meet the setting.

Receiver mail address: The mail address that will receive alert mail
Sender mail address: The mail address that send out alert mail, you
Should fill in a legal format address
(ex . router@yahoo.com)

Example 1

When “log record “ is 50, means when condition happen 50 times. The
router will send 50-log message together to Receiver.
Example 2

When “log record “ is 1, means when each condition happen. The router will
send log message to Receiver every time.

“log record” range : 1~150.

Broadband Router provides four condition selections:

WAN Up System will send the mail, once WAN port(s) is connected to
Internet.

WAN Down |System will send the mail, once WAN port(s) is disconnected
from Internet.

DoS Attack [System will send the mail, once the selected is conditions in
DoS occurred.( need to enable DoS function)

System log |System will send the mail of log information, once the log
records conform to your setting.
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MAIL ALERT

enu - Microsoft Internet Explorer,

File Edit View Favorites Tools Help ) )
e Back - O Ia @ @ p Search * Favorites e MMedia @ @ - i}
address | @] http://192.168.1.254 v Go | Links *

Ot Host

Confiqure Mail Alert

hulti-MAT

Load Balance Mail Alert: O Bnabkle ® Disakle

IP Binding E Mail Address
DDNS

Receiver E_mail Address:|mis@c0mpany.com.m |

Proxy

Sender E mail Address:|rDuter@yahDD.cum |

ail Alert

: Alert Condition |
Tirne

System Log WAN Up
MAC Address Clone WAN Down
e L DoS Attack
1 ministratinn =

@ Done

i Internet

Cannat find 7= oo = W Fi & Document: -
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5.11.10 Time (Gateway Mode / Basic NAT Mode only)

Broadband Router will obtain the GMT (Greenwich Mean Time) after
connected to Internet. You need to indicate the local time so that the system
could show the correct time. For example, Taiwan’s local time is GMT + 8

hours.
Select “Automatic adjust clock for daylight saving changes” will display
the time one hour earlier than local time.

TIME

2 menu - Microsoft Internet Explorer

File Edit Yiew Favorites Tools  Help ﬂ'

eBack - -\-) @ @ \-’_’h pSearch r‘?‘{/T'\“{‘Feworites eMedia @ 8' »i_!;,

Address | &) hetpiff192,168.1,254

'Balance ROUTER

Time Zone

D7 Host
Multi-MAT | | ||Automatic adjust clock for daylight saving changes|
Load Balance | GM+08:00 ¥ | Time Zone |
IP Bindin
—— Update from :® NTP O PC
DONS A
Select HTP Server
Proxy

System Log Current Time : |15Apr20040937-42 [ Update | -

Tirne

MAC Address Clone

[Sture] [ HomePage ]

1 Administratian 1

@ Done B Internet

t4 Start A Cannet find server - .., 2§ menu - Microsoft Inte...
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5.11.11 System Log

Show all the records after Broadband Router Power on, such as WAN
port up/down, WAN IP address, the obtained time, DDNS current
corresponding WAN IP address and so forth. You can also save these data to
files.

SYSTEM LOG

2 menu - Microsoft Internet Explorer,

File Edit ‘“ew Favortes Tools  Help ?

@Back v \) @ @ i’h pSearch ‘;‘Vn‘\'{‘Favorites QMedia @ B' »i_;

Load Balance =
IP Binding SYStem Log =
DDNS |Item | Time | Content b
Proxy C 1 [1970-01-0100:00 WA set to 100 Ful
- 2 [1970-01-0100:00 WANO set to 100M Fuil

3 [1970-01-01 00:00 WANO link Fai
Time 4 [1970-01-01 1533 WANT Cable On 10M half
System Log 5 |1970-01-01 1533 Gateway 1(192 168 11 254) NOT found
MAC Address Clane 6 |1970-01-01 1533 Gateway 1(192 168 11 254) NOT found
Adminisraton | 3 7 1970-01-01 1533 Gateway 1(192 168 11 254) NOT found
8 |1970-01-01 1533 Gateway 1 (192 168 11 254) NOT found
Firmware Update | 9 1970-01-01 1533 Gateway 1(192.168.11.254) NOT found
Save & Reset | v 10 [1970-01-01 15:34 Gateway 1 (192.168.11.254) NOT found v

&] Done # Internet

+4 Start Q Cannot find server - .., 2 menu - Microsaft Inte...
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5.11.12 MAC Address Clone

If your ISP blocked the MAC address of a network card, you may use
MAC Address Clone to duplicate the MAC address to the Mac address in
each WAN port.

Remove all Ethernet cable on Broadband Router LAN port except for the PC
you want to clone. Then press Ok when you ready.

MAC ADDRESS CLONE

2 menu - Microsoft Internet Exploren

File  Edit  “iew Fawvorites Tools  Help W
@ Back - -\) @ @ \I_h p Search ‘5}5-‘ Favarites e Media @ B - .,{_;
fddress | ] http:/f192.168.1.254 w Go | Llinks >

~ ~
Load Balance D | il
MAC Address Clone
IP Binding
DOMS MAC address clone will load the Load-EBalance
Router's WAN port MAC address from your PC
Proxy Ethernet card.
Iail Alert
- Please select a WAN PORT =
Please remove all EtheliisiRE ibles on Load-
System Log Balance Router LAN port except the PC you want
to c¢lone. Then press OK button when vou are
MAC Address Clone | ready.
Administration |
Firmware Update | -
Save & Reset | z >
@ Daone 0 Interret

1 s Stanrt 3 Cannot find server - ... 2} menu - Microsoft Inte...
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MAC ADDRESS CLONE

3 menu - Microsoft Internet Explorer

File Edit Yiew Favorites Tools  Help ;ﬁ'

eBack - .'\-) @ @ dj pSearch Q:;/_'nl\?‘Fewc-rites @Media @ B' ,.i}

Load Balance

Correct MAC Address

IP Binding

DOMS PCMAC Address © 00.80.C878.0F 05

Prax WWAN MAC Address ;. 00:80:CE78.DF.05

Mail Alert [ Ok ] [ Cancel |

Tirne

Systerm Log
MAC Address Clone

Administration |

Firmware Update |

Save & Reset | kedl

@ Done B Internet

14 start 7} Cannot find server - ... 2§ menu - Micrasaft Inke...

you need to reboot your Broadband Router after finished cloning to make
new MAC address takes effects.
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5.12 Firmware Update

Broadband Router allows you to easily update the embedded firmware.
We will occasionally provide new firmware on the web site to help you
updating the firmware of your Broadband Router.
Follow the procedure to update your firmware after downloaded the new code.

Method 1:
Run a TFTP server program such as TFTPD32. (TFTPD32 is a shareware
and you may download it or other TFTP server programs from Internet.)

FIRMWARE UPDATE

= TFTPD32 by Ph. Jounin

B aze Directory |E:HN ew Folder
Server Address | 192 1658.1.13 ﬂ
Current Action |Li3tening on port B3

About | fooettings Help

Make a base directory in this server.

FIRMWARE UPDATE

" Tftpd32: Settings

Security Server configuration

7 Mone Tirmeout [geconds] 3
f* Standard b ax Fetransmit =
" High Tftp port |EEI

Baze Directory

|I::"-.H e Falder

ASdvanced Options
[ Hide *»indow at startup v Option negociation

Size of anticipation window [Bytes] |

e o Help | Cancel

.................................

Save the image file of firmware to the directory of TFTPD32.
FIRMWARE UPDATE
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& New Folder |-_||E||§|
File Edit ‘ew Favorites Tools Help :ﬂ'

eBack - u @ ):) Search |-1L?-— Folders v

address (£ i\ Mew Folder V| Go Links **
Mame -~ Size  Type Date Modiﬁed.
File and Folder Tasks ¥ Epirpdaz S0KE  Application 7124{1998 8:03 PM
TMH141¥0433_4075.Ftp 763KE  FTP File 4/20/2003 9:53 AM

Other Places ¥

Details
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Enter the Server Name and File Name in the new folder fields of Firmware
Update window and then click Ok.

FIRMWARE UPDATE

2 menu - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

eﬁack M .\_) @ @ \-’_’h pSearch ‘E/"n‘\?‘Favorites eMedia @ B' »i_;-‘

Address | &) hetpiff192,168.1,254 viRde ks

System Status

WAN Configure

Work Mode | al
|
|

Firmware Update : TFTP

Bandwidth Usage |

Configure LANDHCP | Server Narme : | |
Routing Table | ) File Name : | |

[+]

Access Control |

Advance |

Administration

Save & Reset

|
Eirmware Update |
|

a Dane ® Internet

i4 Start 3 Cannct find server-... 3 menu - Microsoft Inte... L B oa, 93940

You will see the updating processing. After finishing update procedure, you
must reboot Broadband Router to run new code.

Method 2:
Double click the executable file (the file with exe extension file name) you
downloaded. Here we take v105.exe as the example of new version file.

FIRMWARE UPDATE

Click Search to find the IP of Broadband Router.
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FIRMWARE UPDATE

Address © | |

Search I Update I Ex=<it |

The IP address of Broadband Router is 192.168.1.254 (default value).

FIRMWARE UPDATE

SOHO Geteway Lipdate Yer10S

Address : | 192 . 168 . 1 . 254

Search Update Excit
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Click Update to update the firmware.
FIRMWARE UPDATE

SOHO Geteway Update Yer105S

Address : | 192 . 168 . 1 . 254

Search Update Ex=it

Writing block: 8f12 done.
WWriting block: 912 done.
WYWriting block: 1012 done.
Writing block: 1112 done.
WYWriting block: 1212 done.
Checking YWritten Data... ok
ChklLength is 391683
Checksum ok.

Please Heboot to run new code.

|}

£

5.13 Save & Reset

In order to save the configuration changes that have been made to the
Broadband Router you must save them to the Broadband Router’s Flash
memory. If you do not save the changes, the configuration settings will be lost
in the event of a power loss or system reboot to the Broadband Router.

SAVE & RESET

3 menu - Microsoft Internet Explorer,

File Edit “iew Favorites Tools  Help 'l.“.'
eBack - J \ﬂ @ ;j /I__\J Search “E;‘\'( Favaorites eMedia ﬁ‘} [_':v .:;..

Address @http:jj192.168.1.254 v | ] co Links **

Work Mode | -
System Status |
WaN Configure | Save & Reset
Bandwidth Usage | Are wyou sure to reset Load-Balance Router and
=ave new paramseters 7
Configure LANADHCP | O Tes ® Mo

Routing Table |

Access Control |

Advance |

Administration

|
Firmware Update |
|

Save & Reset

&] Done ) Internet

[P —— f an =
4 2 start 3 Cannot find server - ... a menu - Microsoft Inte. .. S5 ‘ﬁ ®re 9139 AM
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CHAPTER 6 IN-BOUND FUNCTION

Authorities DNS is just a fancy term for the official IP address keeper/provider of
particular Domain (or Internet) name, such as www.example.com is analogous to a
telephone book where a person’s name is associated with his telephone number.
Wikipedia, the free encyclopedia has a good general discussion of DNS:
http://en.wikipedia.org/wiki/Domain_Name_System

This IN-BOUND ROUTER DNS server contains the names and Internet addresses of
servers that you wish to host.  In order for all DNS requests for your domain names
to be ultimately routed to your IN-BOUND ROUTER, it has to be setup at the
registrar of your Internet name. In general, logon to your registrar site, and manage
your domain name. For example, www.example.com Currently is located at a
WEBhosting company: Domain servers in listed order:
NSO.DNSMADEEASY.COM NS1.DNSMADEEASY.COM
NS2.DNSMADEEASY.COM NS3.DNSMADEEASY.COM
NS4.DNSMADEEASY.COM We need to change www.example .com  to be hosted
by IN-BOUND ROUTER; so we follow the registrar’s instructions and delete: NS2,
NS3, and NS4, and assign:

Domain servers:

Domain servers:

Name IP address

NSO0.EXAMPLE.COM | WAN1

NS1.EXAMPLE.COM | WAN?2

The name is arbitrary; what are important are the IP addresses. It is absolutely
necessary for WANL to be a static address, and for redundant, fault-tolerant accesses,
WANZ2 should also be a static address. It would take approximately 24 — 48 hours
for this change to take effect throughout the Internet. Below is the actual display of
godaddy for Name Servers.
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zelect Cus.'tu:u.m Mame Servers and enter them in the name server facility. For
it www.example.com, we use
Changes to Hame Servers may take up to 48 godaddy.com, and the process is:
hours to take effect. Login Manage domain Set Name
Servers We enter WAN1 and
£ Default Hosting Hame Servers WANZ2 for Custom Name Servers.
[ Default Parked Hame Servers |1

i* Custom Hame Servers
hame Server 1: |51.66.15.195 *

Mame Server & 121 3.91.110.55 ¥

Mame Server 3: |

Mame Server 4 |

It vou swill ke using other Mame Servers, please All registrars have the same basic

Once the above change is in effect, let us consider:

1.1 Simple Load Balancing (2 WAN lines;

Session 1:1)

Let us assume that the upload speed of WAN1 and WAN2 are the same; so we will
use inbound load-balancing setting:  Session with a load-balancing ratio of 1:1.

" WAN 1 static IP

PC Internet

___ WAN 2 pppoe

LAN IP:192.168

WAN 1 IP: 61.66.

ROUTER

1.254

15.195

WAN 2 IP : 219.91.110.55

In the IN-BOUND ROUTER router configuration:
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192.168.1.100



InBound

Load Palance MHods

S S

~oad Balance

i - T Tight sonaal s chin

o Fimariong Tabbe Inkeund Opsien

- Ll Balwae ] Fafal wew by

I ;L_m | - .iﬁ¢| [
mea

st

Configure Inbound {(Addr)

Swleot DR Tvpe

Click on [Add
New Item]

We will enter a
make up name:
host1.example.com
2 times, once for
WAN1 and once
for WAN2 with
DNS Type:
Address This
display show the
1st time for
WAN1. After
Clicking [OK].
Repeat the
immediate
previous figure,
one more time
with the same
name but this time
for WANZ2.

You don’t need to
explicitly enter any
IP address.
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'I"u At L by wu—. E‘| -I:- s B

= . -hup--n.-‘-ﬁ o v ot {11

InBound load Balance

Losd Baiance Mods

o Smmoh

TV T TT [
Inbsning FRilen
Illllllllllllllll

e} e i A (WANL O
et | evbemrn oo & A ANN D

e | [Easew |

g g pe e e

. -
OO0l B Jiwr
el | B St TN R i+ R
] e e = gD B wvmesd Wl wies  mcesew F

a:..l.'__. 'u._. ehl r." | n )

Configure Inbound {CName)
Select DNS Tyoe

[agE TP

L e

O3 Miad e kbt
Smpr ;TO—T
Bt | g g e e =

Now, we have 2
entries in the DNS
table: Click on
[Add New Item]
again

InBound lLoad Balance
Lead Enlanse Mods

i e
T "Womhi ronud robam

Inbound Opuisn

IIIIIIIIIIIIIIIIIII
Tei | e coon A WAR] [5
Rt ] ol com| A WAND [ +] |‘|

waedinsoom © losil rdnsvoon & 0 F

|

2

This time we are
adding the DNS
record with the
real name that we
wanted for our
WEBSserver.
Select DNS Type:
Canonical Name

Name:
www.example.com
Host:
hostl.example.com

We have
configured the
IN-BOUND
ROUTER DNS
server for the
simplest case.
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Now that the IN-BOUND ROUTER Inbound Load-balancing DNS Server is
configured all requests from the Internet for www.example.com will return the IP
address of either WAN1 or WAN2. We’ll still need to configure the virtual server.

In the IN-BOUND ROUTER router configuration:  Advance > Virtual Server

Virmal Server

5] LR AR

Save & Hewrd

f-o bl mirw 5 res«t Léad-Nalinbe HASE
it Tl Kange- SR MY pArAESCOES 1
O Vi 2 N

- Rissing Talte | & [

The port for
www.example.com
is 80 and the IP
address is:
192.168.1.100
Enter: Global
Port: 80 Local
Port : 80 Local
IP :
192.168.1.100
Check :
enable Then Click
on APPLY

In order for the
Inbound Load
Balancing to take
effect, we will
need to do a
system reset.
Select Yes and
Click on Ok

Now after the reset sequence in completed, you are configured for Inbound Load

Balancing.

1.2 Advanced Load Balancing
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We will describe Inbound Load Balancing using “Weighted round robin”
algorithm for: three Internet servers:

1. Web server, www.example.com, using WAN1 — WANZ2, with ratio of 1:2

2. FTP server, ftp.example.com, using WAN1 -WAN4, with ration of 1:2:3:4

3. Mail server, mail.example.com, using WAN3 & WAN4, with ratio of 3:4

The ratio of 1:2, as in case 2 above means that for subsequent users’ DNS request,
for every return of IP address of WANL1, there will be two IP address of
WAN2.

For the Load Balancing “Weighted round robin” algorithm, you should specify
the data rate of each individual WAN ports.

B e - Microsolt inferpet Exploney

Main Page >
+Bandwidth
Usage Select
e the WAN port
' that you want to
O G T WAN Speed ente?/the
S e bandwidth.
AT Doargoad{idgn) Uplead(kbys)
nar Bandwidth Usage Control Enter the
s f— Download &
*—""-*-*—Jw NI o T UpLoad data
HpryST—" CIHTTP (80 " rate of the WAN
o5 | e i ports into their
- Lesd e | e B 5 respective
b niame | 0 . fields.
R = 1. - 2l TR g

Do the same for
the other WAN
ports.
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X merun - M st [nler nel AT

B Bt e Ppaewa [eee el

ahx Al |
: ..]_ G ]
Gy ‘1...;- e

y -
l'_ ;I {0 Flees iy teae ) (3
i

Main Page >
Load Balancing
> Inbound >
Inbound Load

L “| | Balance This
Iﬁl InBound Load Balance figure is for the
I ] O Session ROUTER; with
Sutiors LANAICE| © VWiiepeet iy the 2WAN

wany

Sluvtascns | T ROUTER there
ﬂl s [ will Only be
..L__‘.?i-___._.l was WAN1 and

Dutimyend Inbeund Optisn WANZ2.

g
eieigtca EEI I You are entering
W* Lofdttenion ] . «| | the ratio for

each WAN port
into their
respective
fields.

Add the appropriate entries into the Inbound Option table.

The entries are

similar to the entries for www.example.com in previous section 3.1. We

will use host2 for
ftp.example.com , and here are the results so far.

:I i - M el | ke el Eapdorer

..i"!'_*_..]
I wWANE 4
s I Inbound fptisn
(v RN Corligen
- et cdmen.com | A WA
 Conligars LANADMCP] bhost) el ooy A WANZ f‘ =_'
| - Blosilog Tabls I wew ednm com| € host] edimancom’ 1D &
= Bkcwm Cormal I hestZ pdann com | A WAN] C [a]
et ey coen| A WANZ C E
el I = -
= L B Armin ool vom | A WASE i - |
: — beat2 edamin com | A WANS o | O
[ETNE] ity erkma com € bostledmmreom O | [l
: 1
STy romeee
] e [ Bl

Main Page > Load
Balancing >
Inbound >
Inbound Load
Balance This
figure is the
display for
entering:
www.example.com
and
ftp.example.com

The mail server requires some additional steps.
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G -

Qo -

s ) s v, 1.3

| Wicms |

e o D

SRR F ot lnvea ) (3- 0 B

g 9%

N el

Load-Balance ROUTER

P Srrusced e Fjoses J

Configure Inbound (Addr)

fmlect DHE

Name e & e com
Mebrean | WM =

k=]

= Rl

G

Qux s Q- 0] B #) P v @ (35 B D3
i

e D, 78, 130N
I—:.': g.u.m v | oo Hesors B ases 4

Li f:ﬂ___h_-'p_e_ﬂance ROUTER

|
ok liade | Configure Inbound (Addr)
i:-ﬁmﬂm Emlact D
£ VAN Corigan |
= mw & Addres
= O Coumial T
M 1 Nlsd o ihanger
ﬂ'—!ﬂl Name ol edeman tom
|5 scwe Commal Aokdreys | WS =
Eats M . = ==

Main Page > Load
Balancing >
Inbound > Add
New Item >
Configure
Inbound(Addr)

for the Mail server
address entry, we
add: Name:
mail.example.com
to WAN3  rather
than
host3.example.com

Main Page > Load
Balancing >
Inbound > Add
New Item >
Configure
Inbound(Addr)
similarly another
address with the
name:
mail.example.com
to WAN4

rather than
host3.example.com
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Configure Inbound (CHame)

fmlect

O Addresn
im Commeall My

O s eXrhanger

Smme | i sdemaotcam

Ham | mpd woep e =

2] [Ee===]

T e L apiciet

w:::!nce ROUTER

A —

Configure Inbound(CHame)

fmlect

5 Tips
O [Addresn

imme pup sk cim

o | ol mavrsorgom =

Main Page >
Load Balancing >
Inbound > Add
New Item >
Configure
Inbound(CName)

Select Canonical
Name

Then Enter:
Name:
smtp.example.com

Main Page >
Load Balancing >
Inbound > Add
New Item >
Configure
Inbound(CName)

Similarly, do it
again for
pop3.example.com.
Select Canonical
Name

Then Enter:
Name:
pop3.example.com
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Be ot (e Fpoam (el =
“‘"’“*J -‘l G Pue finee @ (355 B+ D4

_I]- e 4. 3 B o
ozl | s g Brasueces e | Bjmees @

Lodd’Balance ROUTER

| Gluiliads | Configure Inbound (MX)

falect LRSS

0 Address
O Comnsal ¥
(0 vled eXrhnger

Name | jdenarom

Hosn | roped mcirein g3 =

e8] [Eemsw]

Main Page >
Load Balancing >
Inbound > Add
New Item >
Configure
Inbound(MX)
Since we are
configuring a Mail
Server: Select
Mail eXchange
as DNS type and
enter:  Name:
example.com Host:
mail.example.com

S .
A WA
C L B
o] edeumn com | A WAN] ] 1
 Configurs Latibvice] hoaledmmcom A | WANZ | 0 | O
- Bmadog Talls Iea? el coen. A WA n
. Bécww Canmol bom 2 edein roem | A WaANE r ]
fip edima com C hootl rdimamcom. (]
== eEEs il B LT Wi =
[ Liid Gakstee dplarcom | A | WAME | @ D
%~ : stp el com | O mel edauax som (]
“ popd climay con . © | mal ediman som 1
LErsas s ey o MY | ol elenas v ]
el igponer do
R R el =
LE [ i e

Main Page > Load
Balancing >
Inbound The
Mail Server is
configured by the
bottom 5 entries of
the DNS Name
table anditis
configured for
WAN3 and WAN4,
which means that it
is for the 4 WAN
ROUTER.
However, it is
similar for the 2
WAN ROUTER.
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0 mean - Microsoft Internet Explorer

X0 #HD ERD ReAEL ZAD NAG Main Page >
Otx-0Q @G Pus Jreenx Gue & 25 B Advance > Virtual
B ) bty NUSEL. L8 254 Mt e e Server

Now that we get

Virtual Server the IN-BOUND
- ROUTER DNS
5 Aecess Contiol I GebalPort | LocalPont | Enskds
Tl =z1 2 192.168.1.100 E server configured,
1] 1] 1 Ve TF 1
= I
. 110 110 [Lr Rt RN H
Baals Confies | ' a addresses to the
Vitual Sare 6 [ W | Internal & local
OMZ ozt [ | [ = | LAN servers.
AT = E This is done by the
IE Eindie l' 5] Vertual Server.
o i n |
Booxy < L] ru = | Enter  Global

Port
Local Port Local IP
Select Enable

The ratio that was specified: WAN1, WAN2, WAN3, WAN4 = 1:2:3:4
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www.example.com uses WAN1 and WAN2 with a ratio of 1:2  The IP
addresses returned for the Web Server accesses, when the IN-BOUND
ROUTER DNS server is queried are:  WAN1, WAN2, WAN2, WANL1,
WAN2, WAN2, etc ftp.example.com uses WAN1 — WAN4 with a ratio
of 1:2:3:4

The IP addresses returned for the FTP Server accesses, when the IN-BOUND
ROUTER DNS server is queried are:  WAN1, WAN2, WAN2, WAN3,
WAN3, WAN3, WAN4, WAN4, WAN4, WAN4, and the sequence will
repeat. Mail.example.com uses WAN3 and WAN4 with a ratio of 3:4

The IP addresses returned for the Mail Server accesses, when the IN-BOUND
ROUTER DNS server is queried are:  WAN3, WAN3, WAN3, WAN4,
WAN4, WAN4, WAN4, and the sequence will repeat.

Please note: For multiple Internet servers, if you have Multiple Public Static
IPs, you may use the Multiple DMZ to map public static IP address to each
server. Or, if you are using Apache or Microsoft Windows Server, then
you can use the Virtual Hosting and Virtual Servers function respectively.
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CHAPTER 7. HARDWARE LOAD DEFAULT

If you need to reset the settings of Broadband Router to factory default
values or back to latest configuration file, please follow the description step by
step to load the factory default settings or back to latest configuration file for
the device. Please be careful. Do not press the Factory Reset button unless
you want to clear the current data.

1. Plug in the power code and then press on the Factory Reset button 2
seconds

2. Release the Factory Reset button.

3. Broadband Router will load the default settings or back to latest
configuration file and do self-test

4. Complete the reset procedure.

wAN ?
*—o 2
1
[ }
DC 5V/2A
o[ W ®
F
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CHAPTER 8. ROUTER SPECIFICATION

Load Balance Broadband Router s

| Specification

Features

Remark

- 4*10M/100M port
- 2*10M/100M port

- Auto -sensing (RJ-45)

- 802.3/802.3u, auto MDI/MDIX

LAN Port - 1*10 M/100 M - Auto -sensing (RJ-45)
- 802.3/802.3u, auto MDI/MDIX
|CPU - MIPS with 150MHz
|Memory - Flash: 2M bytes
- SDRAM: 16M bytes
Indicator (5 LEDs) 4*WAN 2*WAN
- LAN - LAN
- WAN1 - WAN1
- WAN2 - WAN2
- WAN3 - POWER
- WAN4 - ALARM
IReset Switch - Push to load factory default value
Power - DC 5V/2.8A - External Switching Power

Adapter with full range
110v~220v AC input

Load Balance

Provide 3 working mode
- Session

- Weight round robin

- Traffic

fProtocol

- TCP/IP, UDP

- ARP, BOOTP

- ICMP

- Routing Protocol

- DHCP server/client
-FTP, TFTP

- Telnet

- PPPoE

VPN pass through

- IPSEC
-PPTP
- L2TP

Routing Protocol

- Static Route
-RIP1
-RIP2

Dynamic DNS

- Support dyndns.org
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[Working mode

- Router mode

- Work as a router with
.5 different LAN
. 3 different LAN
. Not support PPPoE

- Gateway mode

- All functions enable

- Basic NAT mode

- All function except
. IP packet filtering
. DoS defense

Security

- DMZ Host
- Multi NAT/NAPT
- PAP/CHAP
- Virtual Server Mapping support
- Internet Access Control
. Packet filtering base on
. Port
. Address

Support

- Net-meeting
- Messenger
- Real Audio

- Cu-See-Me.

IP Binding

Specific dedicated destination IP address
through dedicated WAN port

IFirewall

- DoS (Denial of Service) protection
include

- Active ports scan,

- TCP SYNC flood

- ICMP flood

- IP source route option detection

- IP spoofing

- Ping of death

- IP fragment overlap

- UDP flooding

- PING oversize

IMail Alert

- WAN up

- WAN down

- DoS attack

- System Log full

- Support Proxy Server

System Timer

- NTP (Network Timer Protocol)
- Use PC local time

System Log

- Local event logging

DHCP Server/Client

- DHCP Server can reserved up to 253 IP
- Support up to 512 users

ISNMP v1iv2c

- MIB1, MIB2, private MIB

|Configuration Show

- Router configuration can be save into
computer.

|IFirmware upgrade

- HTTP web based download
- TFTP server
- TFTP client
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IManagement

[WAN Port

|MAC address clone

- Up to 4 WAN port
- Up to 2 WAN port

IWAN IP Convert

- WAN port can connect to different IP
domain gateway

Dial on demand &
uto-Disconnection
(PPPOE)

- Up to 4 WAN port
- Up to 2 WAN port

Link Fail-over
Healthy-check

- Up to 4 WAN port
- Up to 2 WAN port

- Check WAN port link
- Check ADSL link

- Automatically switch packet to
well-connect line from broken
line

Scheduling control

- Up to 4 WAN port
- Up to 2 WAN port

- Set up each WAN port Connect/|

Disconnect automatically

IP Binding

-. specific destination IP address through
dedicated WAN port

Bandwidth Control
(QoS)

- Dynamic allocate bandwidth for each user
- Limit individual user bandwidth usage

- Avoid link congestion

ILink data monitor

- Show each WAN port bandwidth usage
And traffic status

Management

LAN Port

DMZ (De-Militarized
Zone)

- Support Multiple DMZ

‘Multi-NAT

- User definable
- Up to 10 different LAN segment
IP can be define at LAN port

[Remote Configure

- con configure ROUTER through
INTERNET

Virtual Server

- Bi-direction virtual server
- Local virtual server pass through

-LAN user can use WAN
IP to reach virtual server

ICon-current user

- Up to 200 users
- Tested by CHARIOT program

[Temperature - 0 ~ 40 C (operation)
--10 ~ 60 C (storage)
Dimension - small :180mm(W)*160mm(D)*50mm(H)
I - big : 270mm(W)*180mm(D)*50mm(H)
eight - small : Under 600g
- big : Under 800g
IHumidity -10 ~ 95% RH
|ESD “+-4KV
ICertification -CE/FCC

IOrdering Information

-(2WAN, 1 LAN Router)
- (4 WAN, 1 LAN Router)
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CHAPTER 9. APPENDIX

9.1 TCP/IP Protocol Port Number List

Protocol Port No. List
Protocol

Service

Protocol

Service

Port no.

TCP

FTP

TCP

LADP

389

TCP

SSH

TCP

HTTPS

443

TCP

TELNET

UDP

IKE

500

TCP

SMTP

TCP

RLOGIN

513

UDP

DNS

UDP

SYSLOG

514

UDP

TFTP

UDP

TALK

517,518

TCP

GOTHER

UDP

RIP

520

TCP

FINGER

TCP

AFPOWERTCP

548

TCP

HTTP

TCP

Net-Meeting

1503,1702

TCP

POP3

TCP

L2TP

1701

UDP

NFS

TCP

PPTP

1723

NNTP

AOL

5190~5194

NTP

PC Anywhere

5631~5632

IMAP

XWINDOW

6000-6063

SNMP

IRC

6660~6669

BGP

Real-Media

7070

WAIS
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