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Chapter I: Product Information

1-1 Introduction and safety information

Thank you for purchasing Edimax BR-6324nL wireless 11b/g broadband
router! This high cost-efficiency router is the best choice for Small office
/ Home office users, all computers and network devices can share a single
xDSL / cable modem internet connection at high speed. Easy install
procedures allows any computer users to setup a network environment in
very short time - within minutes, even inexperienced. When the number
of your computers and network-enabled devices grow, you can also
expand the number of network slot by simple attach a hub or switch, to
extend the scope of your network!

With built-in IEEE 802.11b/g wireless network capability, all computers
and wireless-enabled network devices (including PDA, cellular phone,
game console, and more!) can connect to this broadband router without
additional cabling. New Draft-N wireless capability also gives you the
highest speed of wireless experience ever! With a compatible wireless
card installed in your PC, you can transfer file for up to 150 Mbps! The
radio coverage is also doubled, so don’t worry if your office or house is
really big!

Other features of this router including:

e High Internet Access throughput

e Allow multiple users to share a single Internet connection

e Supports up to 253 LAN users sharing a single Cable or xDSL internet
connection

e Four wired LAN ports (10/100Mbps) and one WAN port (10/100Mbps)

e Provides IEEE 802.11b/g wireless LAN capability

e Support DHCP (Server/Client) for easy client IP-address setup

e Advanced network and security features like: Special Applications, DMZ,
Virtual Servers, Access Control, Firewall.

e Allow you to monitor the router’s status like: DHCP Client Log, System
Log, Security Log and Device/Connection Status



Easy to use Web-based GUI for network configuration and
management purposes

Remote management function allows configuration and upgrades from
a remote computer (over the Internet)

Auto MDI / MDI-X function for all wired Ethernet ports.



1-2 Safety Information

In order to keep the safety of users and your properties, please follow the
following safety instructions:

1. This router is designed for indoor use only; DO NOT place this router
outdoor.

2. DO NOT put this router at or near hot or humid places, like kitchen or
bathroom. Also, do not left this router in the car in summer.

3. DO NOT pull any connected cable with force; disconnect it from the
router first.

4. If you want to place this router at high places or hang on the wall,
please make sure the router is firmly secured. Falling from high places
would damage the router and its accessories, and warranty will be void.

5. Accessories of this router, like antenna and power supply, are danger to
small children under 3 years old. They may put the small parts in their
nose or month and it could cause serious damage to them. KEEP THIS
ROUTER OUT THE REACH OF CHILDREN!

6. The router will become hot when being used for long time (This is
normal and is not a malfunction), DO NOT put this router on paper,
cloth, or other flammable materials.

7. There’s no user-serviceable part inside the router. If you found that the
router is not working properly, please contact your dealer of purchase and
ask for help. DO NOT disassemble the router, warranty will be void.

8. If the router falls into water when it’s powered, DO NOT use your
hand to pick it up. Switch the electrical power off before you do anything,
or contact an experienced technician for help.

9. If you smell something strange, or even see some smoke coming out
from the router or power supply, remove the power supply or switch the
electrical power off immediately, and call dealer of purchase for help.



1-3 System Requirements

® Internet connection, provided by xDSL or cable modem with a RJ-45
Ethernet port.

® Computer or network devices with wired or wireless network interface
card.

® Web browser (Microsoft Internet Explorer 4.0 or above, Netscape
Navigator 4.7 or above, Opera web browser, or Safari web browser).

® An available power socket



1-4 Package Contents

Before you starting to use this router, please check if there’s anything
missing in the package, and contact your dealer of purchase to claim for
missing items:

1Router with Antennas (main body, 1 pCS).......cevvvvvviiiiininnennnn 1
1Quick installation guide (1 PCS) +.vvevvvriiiiei e e 2
1CDROM (with multi-languages setup wizard, multi-languages Quick
installation guide and User manual )(1 pCS) +..vvvvvivenieninnennnnnn, 3
112V 1A power adapter (L PCS)...veruiiee i e e e, 4
CJEthernet Cable (1 PCS)...vviiiieiiiii e, 5
[TACCESSANES (L PCS).uenetirtetie i e e e e e e e e e e e, 6

You can configure the router by running the Setup Wizard in the
CD-ROM provided in the package. The wizard provides quick setup
for the Internet connection, SSID, wireless security, firmware
upgrade and changing router's password. When you start the
Setup Wizard, you will get the following Welcome screen. Please
choose the language to start with and follow the easy steps in the
Wizard. No instruction for the Setup Wizard is given here.

If you lost the CD-ROM or you prefer the traditional web setup,
please follow the procedures in this Manual ( or Quick Installation

Guide ) to configure the router

English Nederlands Deutsch Frangais Italiano
Espafiol Portugués Polski Cesky Magyar Pycckuii

Romana Tiirkge Slovensky #d+x &EiFFxL

EDIMAX | Routers




1-5 Familiar with your new wireless broadband router

Front Panel

LED Name | Light Status | Description
PWR O ON Router is switched on and correctly powered
On Wireless network is switched on
WLAN & | Off Wireless network is switched off
Flashing Wireless LAN activity (transferring data) or
WPS mode is on. (LED will on and off every
1 second)
WAN On WAN port is connected
Off WAN port is not connected
LNK/ACT | Flashing WAN activity (transferring data)
LAN On LAN port is connected
Off LAN port is not connected
LNK/ACT | Flashing LAN activity (transferring data)




Back Panel

m Antenna A Antenna B m
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BR-6324nL

Item Name | Description

Antennas Antenna A, B

Enable / Disable wireless signal
You can not connect the router via wireless adapter,
when you disable the wireless signal,

7% ON/OFF

12V (Power) | Power connector, connects to power adapter

Reset / WPS | Reset the router to factory default settings (clear all
settings) or start WPS function. Press this button and
hold for 20 seconds to clear all settings, and press this
button for less than 5 seconds to start WPS function.

1-4 Local Area Network (LAN) ports 1 to 4

WAN Wide Area Network (WAN / Internet) port




Chapter I1: System and Network Setup

2-1 Establish network connection

Please follow the following instruction to build the network connection
between your new Broadband router and your computers, network
devices:

1. Connect your xDSL / cable modem to the WAN port of router by

Ethernet cable.
|
ADSL or m@

_I Cable Mode:

VDT WPS/

2. Connect all your computers, network devices (network-enabled
consumer devices other than computers, like game console, or switch /

hub) to the LAN port of the router.

ADSL or @
Cable Modem

Do L

Switch/ Hub




3. Connect the power adapter to the wall socket, and then connect it to
the ‘Power’ socket of the router.

igi’j
He)

)

4. Please check all LEDs on the front panel. ‘PWR’ LED should be
steadily on, WAN and LAN LEDs should be on if the computer /
network device connected to the respective port of the router is
powered on and correctly connected. If PWD LED is not on, or any
LED you expected is not on, please recheck the cabling.

&)

Internet

Computer

5. To improve wireless signal reception, please arrange the antennas as
the picture shown below (horizontal or vertical installation), and place
the wireless access point in open space. Please keep the distance
between antennas, if the antennas are too close to each other, wireless
signal reception will be affected.



2-2 Setup client computers to obtain IP address automatically

After the network connection is established, the next step you should
do is setup the router with proper network parameters, so it can work
properly in your network environment.

Before you can connect to the router and start configuration
procedures, your computer must be able to get an IP address
automatically (use dynamic IP address). If it’s set to use static IP address,
or you’re unsure, please follow the following instructions to configure
your computer to use dynamic IP address:

If the operating system of your computer is....

Windows 95/98/Me - please go to section 2-2-1
Windows 2000 - please go to section 2-2-2
Windows XP - please go to section 2-2-3

Windows NT - please go to section 2-2-4



2-2-1 Windows 95/98/Me IP address setup:

1. Click “Start’ button (it should be located at lower-left corner of your
computer), then click control panel. Double-click Network icon, and

Network window will appear. Select “TCP/IP’, then click ‘Properties’.

Hetwork E |

Canfiguratian | Identifin:atin:nnl Arocess En:nntr-:nll

The following nebwork. components are inztalled:

Client for Microsaft Mebworks
Client for Metafare Metwarks
‘_El'a'l CEtherPawer Adapter [SMCB432)
IF‘K.-"SP'EQ%;DmpatiI:uIE Frotocol

*
0.. “‘
[T XYL LETIN
.
-
o .

R4
| &dd I Bemove «  Properties... -
o K
Primary Metwark, Logon: ICTTIPE A
I Client for Microsoft Metworks j

File and Frint Sharing... |

Drezcription

TCFAFR iz the protocol you uze to connect to the Intermet and
wide-area network s,

k. Cancel




2. Select “‘Obtain an IP address from a DHCP server’, then click ‘OK”.

TCP/IP Properties HE|

Bindingz I Advanced I DMS Configuratian |
G ateway I WwINS Configuration IP Address

An [P address can be automatically azsigned to this computer
by a DHCF zerver. IF your nebwaork, does nat hawve a DHCP
gerver, ask your netwark, administrator for an addrezs, and then
tupe it in the space below,

. " Obtain an IP address from a DHCP server E

/ —{* Specify an IP address:

IP &ddrezs: | i ] |

Subnet M azk: | . . . |

sEENy,
.* LY

0“ .‘.
H P
. k. I +  LCancel
. o
" X
3 PS4

. .
MLTTTT LA



2-2-2 Windows 2000 IP address setup:

1. Click “Start’ button (it should be located at lower-left corner of your
computer), then click control panel. Double-click Network and Dial-up
Connections icon, double click Local Area Connection, and Local Area
Connection Properties window will appear. Select “Internet Protocol
(TCP/IP)’, then click “Properties’

Local Area Connection Properties 2 x|

eneral |

Connect using:

I Fealtek RTLB029(45] PCI Ethernet Adapter

Components checked are uzed by this connection:

Cligrabsfor Miesasoft batuiprks
E‘File and Printer Sharing fu:ur.l‘-ﬂ'ﬂ:‘rnsu:uft Metwork.s

B |ternet Protocol [TCRAR] ’.'

. .

e o*

.ll.l.....-ll--l“ \ S TLL LT T IO
+* Y
..‘ 0"

Install... ninztall |:’ Froperties .:

. ‘e ot

C'ezcription LTI L e

Tranzmizzion Control Protocaold/lnternet Protocal. The default
wide area network protocol that provides communication
acrogs diverse interconnected netwarks.

¥ Show icon in tagkbar when connected

k. Cancel




2. Select ‘Obtain an IP address automatically’ and ‘Obtain DNS server
address automatically’, then click ‘OK”’.

Internet Protocol (TCP/IP) Properties = 7] x|

General

Y'ou can get |P settings azsigned autormatically if wour nebwark, supparts
thiz capability. Othemnwize, you need to azk vour nebwork, administrator for
the appropriate [P zettings.

E ¥ Obtain an IP address autoratically

’ Fa i s ot alovmg B nedrees:
|F addrezs: I

Subnet mask; I

Lrefault gatewaw I

SLEELEELE LR LR LR R L L L R L L

E ' Obtain DM5 server address automatically
el B 2l o o el L b e o o A e
Breterred DHE zemvern: I

Alternate DHS servern I

f ak. ]:: Cancel




2-2-3 Windows XP IP address setup:

1. Click “Start’ button (it should be located at lower-left corner of your
computer), then click control panel. Double-click Network and Internet
Connections icon, click Network Connections, then double-click Local
Area Connection, Local Area Connection Status window will appear,
and then click ‘Properties’

-1 Local Area Connection Properties

General | Authentication | Advanced

Connect using:

B8 AMD PCHET Family PCI Ethemet Ad

Thiz connection uzes the following items;

EI, Client for Microzoft Mebworks
.@ FiIF_qnd Fiinhir.ﬁhau'gg for Microgaoft Metwarks
JMYI0S Packet Scheduler **vs
= |nternet Protocal [TCRPAP]

L ® sumugy
'.... —L ont® Sua,
LT T T L. +* e

*
an?®

[ Install... ] .'1 Properties ]“.
* L4
Diescription ‘o et

..'ll. nnt®
Tranzmizsion Control Pratocol/ntemet Pratocol. The detault
wide area nebwork, protocal that provides communicatian
acrozs diverse interconnected networks,

[ ] 5how icon in notification area when connected
Hatify me when this connection has limited or no conneckivity

k. ] [ Cancel




2. Select ‘Obtain an IP address automatically’ and ‘Obtain DNS server
address automatically’, then click ‘OK”’.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Y'ou can get IP gettings azsigned automatically if wour network, supparts
thiz capability. Othensize, you need to azk pour network, administrator for
the appropriate |P zettings.

RSN SN N NSNS NSNS NN NN NSNS EEEEEEEEEE

E@EDbtain an [P address automaticallé

j :@UEEWWHMMQTPEHHME:'""'""""""":

= (#) Obtain DNS server address automatically E
"TN0:E Merolaving TS SErver Addessds T

POL LA LV Y
- »

::[ (]9 } Cancel ]

id
4, s




2-2-4 Windows Vista IP address setup:

1. Click “Start’ button (it should be located at lower-left corner of your
computer), then click control panel. Click View Network Status and
Tasks, then click Manage Network Connections..Right-click Local Area
Netwrok, then select ‘Properties’. Local Area Connection Properties
window will appear, select “Internet Protocol Version 4 (TCP / IPv4), and

then click ‘Properties’

“ Local Area Connection Properties
Metworking |

Connect using:

| L¥ Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

& Cliert for Microsoft Networks

=1 0105 Packet Scheduler

.@ File and Printer Sharing for Microsoft Netwarls

- |npemet Rretocalifarsian 3 FFERSRLE),

i Link Apar Fapstomy=Brenvens Magoer /0 Driver
i Link-Layer Topology Discovery xg&er

Install . |

N Properties
L

EEEENN
Snant e,

14

Desmp‘tinn ....lllllllll“‘

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

'|.

*
o
*

QK Cancel




2. Select ‘Obtain an IP address automatically’ and ‘Obtain DNS server
address automatically’, then click ‘OK”’.

: Internet Protocol Version 4 (TCP/TPvd) Properties 7 »
General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

AN NN NN NN NN NN NN EENEEEESEEEEEEEEEEEEE

E {¢ Dbtain an IP address automatically:

’ :I IIHFE‘EHwhgllpmjremllIIIIIIIIIIIIIIIIII

* (+ Obtain DNS server address automatically E

TS HE ONAAME TS B VAP BAACELA A e

Advanced...

-
PRLLLLLY S
- v

L

* .‘
g oK *  Cancel |

0 *
L2 *
*®apppanst®




2-3 Connect to broadband router by web browser

Default IP address of this broadband router is *192.168.2.1°, and you can
connect to broadband router’s web-based configuration interface by any
connected computer with web browser (Internet Explorer 5.x or above,
Firefox, or Netscape).

Please input ‘192.168.2.1” in web browser’s address bar and press “‘Enter’
key to establish connection:

3 about:blank - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

e T

________________
""""
. .

.

o

g 3
.....
-------
-----------------

You should see the following authentication window:

Connect to 192.168.2.1

Defaulk: admin/1234

Lser narme! | | e |

Password; | |

[ Iremember my password

[ Ok l [ Zancel




Please input ‘admin’ in ‘User name’ field, and 1234’ in *Password’ field,
and click ‘OK” button to enter web configuration interface.

3 pL%DiDﬂ&\'é - Microsoft Internet Explorer. |Z||E|r>__(|

File Edit ‘“ew Favortes Tools Help

eBack @ d \ﬂ @ _h /_\J Search \F)\? Favorites e} v "‘_\'F 3

Address | @] hktpe/f192.168.2.1 findex. asp vIiBe nks *

Quick Setup Status
General Setup Tools
EZ View Language
&] Done 0 Internet

TIPS: If you can’t establish connection with broadband router with web
browser (got ‘The page cannot be displayed’ or similar error message),
the IP address you inputted may be wrong. If you’ve changed the IP
address of this broadband router previously, please input correct IP
address instead of the default IP address *192.168.2.1".

If the DHCP server function of this broadband router is enabled, please
follow the following instructions to find out the IP address of this
broadband router:



Please click “start’ -> ‘run’ at the bottom-lower corner of your desktop:

home user

r Inkternet ___} My Documents
Internet Explorer
. ' b My Recent Documents F
\S\j E-mail

outook Express :":} My Pictures

b -
E Command Prompt ) My Music

g.! My Computer
\g MSH

E’ Zontrol Panel
@ Windows Media Plaver

@. Set Program Access and
Defaults

13 Windows Messenger 1.‘_& Prinkers and Faxes

'® Tour Windows 5P @) Help and Suppart

ﬂ Files and Settings Transw r) Search
Wizard *

.
all Erugr@'l?‘p

ﬁ] Log Off |E| Turn Off Computer

Input ‘cmd’, then click ‘OK’

= Type the name of a program, folder, document, or
Internet resaurce, and \Windows will open it Far yau,

Open: | ernd| v |

—

Ok ][ Cancel ][ Browse. .. ]




Input ‘ipconfig’, then press ‘Enter’ key. Please check the IP address
followed by ‘Default Gateway’ (In this example, the IP address of router
15 192.168.2.1, please note that this value may be different.)

e C:AWINDOWS\system3 2vemd. exe

G-~ ipconfig

Windows IP Configuration

FEthernet adapter Local Area Connection:

Connection—-specific DNS Suffix . =

IP Addwess. . . . . . . . . . . . = 192.168.2.3
Subnet Mask : 255_.255.255.8
Default Gateway : 192_168.2.1

t

NOTE: If the IP address of Gateway is not displayed, or the address followed
by ‘IP Address’ begins with ‘169, please recheck network connection
between your computer and router, and / or go to the beginning of this
chapter, to recheck every step of network setup procedure.

If you tried the instructions listed above and still can not find the IP
address of this broadband router / you forget the password, please jump to
chapter 3-6-1 to reset the broadband router.




2-4 Using “Quick Setup’

This broadband router provides a ‘Quick Setup’ menu, and you can setup
basic parameters of this broadband router.

Please follow the following instructions to use ‘Quick Setup’ menu:

1. Click “Quick Setup’ after logged in.

3 pL%DiDﬂ&\'é - Microsoft Internet Explorer. |Z||E|r>__(|

File Edit ‘“ew Favortes Tools Help

eBack @ d \ﬂ @ _h /I__\J Search \‘}f:( Favarites {E} [_':v .,; 'ﬁ

Address | @] hktpe/f192.168.2.1 findex. asp v Go

Links **

EDI

NETWORKING PECPLE TOGETHER

Quick Setup Status

P

General Setup Tools

EZ View Language

EEE

@ Dong

® Internet




2. In the first step of quick setup, you can setup automatic time
synchronization settings.

Set Time Zone :

Time Server Address :

Daylight Savings :

(GMTIGreenwich Mean Time: Dublin, Edinburgh, Lisbon, Landan
192.43.244 18

CJEnable Function
Times From To

[ Apply ] [ Cancel

The descriptions of every setting items are listed as follow:

Item Name

Description

Time Zone

Please select a time zone of the country or
region of your residence here. If you can’t find
the country / region of your residence here,
please select a city / region which time zone is
the same with the country / region of your
residence.

Time Server Address

This load-balance router supports NTP
(Network Time Protocol). NTP server will
provide correct time for this router to setup the
date and time of the router automatically.
Please input the host name or IP address of
NTP server here. If you don’t know the host
name or IP address of time server, please ask
network administrator or use ‘pool.ntp.org’ as
time server.

Daylight Savings

If the country / region of your residence use
daylight saving time, please check ‘Enable
Function’ box, and select the beginning and
ending date of daylight time saving.




After you finish with time zone settings, please click ‘“Next’ to proceed to
next step of quick setup - broadband type:
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Broadband Type

Specify the WAN connection type required by your Internet Serice Provider. Specify a
Cable modem, Fixed-IP D=L, PPPoE xDSL or PPTF xDSL connection.

O Cable Modem

A connection through a cable modem requires minimal configuration. When you set up an
account with your Cable provider, the Cable provider and your Broadband router will
automatically establish a connection, so you probably do not need to enter anything
mare.

O Fixed IP xDSL

Some xD5L Intermet Service Providers may assign a Fixed IP Address for your Broadband
router. If you have been provided with this information, choose this option and enter the
assigned P Address, Subnet Mask, Gateway IF Address and DNS P Address for your
Broadband router.

O PPPoE xDSL

If you connect to the Internet using an D51 Modem and your ISP has provided you with a
Pasgword and a Service Mame, then your ISP uses PPPoE to establish a connection.
You must choose this option and enter the reguired information.

ﬂ:l Done 0 Internst

Please choose the broadband (Internet connection) type you’re using in
this page. There are six types of Internet connection, they are:

Cable Modem - Please go to section 2-4-1
Fixed-IP xDSL - Please go to section 2-4-2
PPPoOE xDSL - Please go to section 2-4-3
PPTP xDSL - Please go to section 2-4-4
L2TP xDSL - Please go to section 2-4-5
Telstra Big Pond - Please go to section 2-4-6

If you’re not sure, please contact your Internet service provider. A wrong
Internet connection type will cause connection problem, and you will not
be able to connect to internet.



If you want to go back to previous step, please press ‘Back’ button on the
bottom of this page.

NOTE: Some service providers use ‘DHCP’ (Dynamic Host
Configuration Protocol) to assign IP address to you. In this case, you
can choose ‘Cable Modem'’ as Internet connection type, even you're
using another connection type, like xDSL. Also, some cable modem
uses PPPoOE, so you can choose ‘PPPoE xDSL’ for such cable modem
connection, even you're using a cable modem.




2-4-1 Using ‘Cable Modem’ as broadband connection type

If your Internet service provider uses cable modem to provide Internet
service to you, you can select this connection type. You can also select
this connection type if your ISP tells you that they will assign you the IP
address by "DHCP’ (Dynamic Host Configuration Protocol).

Host Mame :
MAC address : 000000000000
[ Clone Mac address ]
TTL : @ Disabled O Enabled
| Back || 0K
Here are descriptions of every setup items:
Item Name Description
Host Name Please input the host name of your computer,

this is optional, and only required if your
service provider asks you to do so.

MAC address Please input MAC address of your computer
here, if your service provider only permits
computer with certain MAC address to access
internet. If you’re using the computer which
used to connect to Internet via cable modem,
you can simply press ‘Clone Mac address’
button to fill the MAC address field with the
MAC address of your computer.

TTL Time-to-live (TTL) is a value in an Internet
Protocol packet that tells a network router
whether or not the packet has been in the

network too long and should be discarded.




If you wish to select another connection type as broadband connection
type, click ‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



2-4-2 Using ‘Fixed-IP xDSL’ as broadband connection type

If your ISP requires you to set a fixed IP address to establish connection,
you can use this connection type to input the IP address information
assigned by your ISP.

Please note that not only xDSL connections (like ADSL, HDSL, VDSL)
can use this connection type, you can select this connection type for all
connections that requires you to input a fixed IP address. Also, if your ISP
Is assigning a fixed IP address to you by DHCP or PPPoE, do not select
this connection type. Please contact your ISP’s service hotline to make
sure you really need to use static IP as connection type.

IFP address assigned by your Serice Provider 172.1.11
Subnet Mask : 28525500
OMS address

Service Provider Gateway Address 172.1.1.254
TTL - @ Disabled O Enabled
| Back || 0K

Here are descriptions of every setup items:

Item Name Description

IP address assigned by | Please input IP address assigned by your
your by your service | service provider.

provider

Subnet Mask Please input subnet mask assigned by your
service provider.

DNS address Please input the IP address of DNS server
provided by your service provider.

Service Provider Please input the IP address of DNS server

Gateway Address provided by your service provider.

TTL Time-to-live (TTL) is a value in an Internet

Protocol packet that tells a network router
whether or not the packet has been in the
network too long and should be discarded.




You must use the addresses provided by your Internet service
provider, wrong setting value will cause connection problem.

If you wish to select another connection type as broadband connection
type, click ‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



2-4-3 Using ‘PPPoE xDSL’ as broadband connection type

If your ISP requires you to establish Internet connection by PPPoE
(Point-to-Point Protocol over Ethernet), you can use this connection type
to establish Internet connection.

Use PPPoE Authentication

User Mame : |

Paszsword : | |

Service Mame ;

MATU 13592 (512<=MTU Value<=1492)
Connection Type | Continuaus V|
idle Time Out ; 00 (11000 minutes)
TTL: ® Disabled O Enabled
| Back || OK

Here are descriptions of every setup items:

Item Name Description

User Name Please input user name assigned by your
Internet service provider here.

Password Please input the password assigned by your
Internet service provider here.

Service Name Please give a name to this Internet service, this
is optional.

MTU Please input the MTU value of your network

connection here. If you don’t know, you can use
default value.

Connection Type Please select the connection type of Internet
connection you wish to use. There are 3
options:

‘Continuous’ - keep internet connection alive,
do not disconnect.

"Connect on Demand’ - only connects to




Internet when there’s a connect attempt,

Manual - only connects to Internet when
‘Connect’ button on this page is pressed, and
disconnects when ‘Disconnect button is
pressed.

Idle Time Out Please specify the time to shutdown internet
connect after no internet activity is detected in
minute(s). This option is only available when
connection type is ‘Connect on Demand’.

TTL Time-to-live (TTL) is a value in an Internet
Protocol packet that tells a network router
whether or not the packet has been in the

network too long and should be discarded.

If you wish to select another connection type as broadband connection
type, click “‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




2-4-4 Using ‘PPTP xDSL’ as broadband connection type

If your ISP requires you to use PPTP (Point-to-Point Tunneling Protocol)
to establish connection, you can select this connection type to establish
Internet connection.

PPTP xDSL requires two kinds of setting: WAN interface setting (setup
IP address) and PPTP setting (PPTP user name and password). Here we
start from WAN interface setting first:

s WAN Interface Settings

Host Mame : | |
MALC address |DDDDDDDDDDDD | [ Clone Mac address ]
IP address : | |

Subnet bask | |

Default Gateway : | |

Select the type of how you obtain IP address from your service provider
here. You can choose ‘Obtain an IP address automatically’ (equal to
DHCP, please refer to ‘Cable Modem’ section above), or ‘Use the
following IP address’ (i.e. static IP address).

WAN interface settings must be correctly set, or the Internet connection
will fail even those settings of PPTP settings are correct. Please contact
your Internet service provider if you don’t know what you should fill in
these fields.



Now please go to PPTP settings section:

User D :

Password :

FPPTP Gateway :

Connection 1D :

PTU

BEZECQ-ISEAEL .

Connection Type :

[dle Time Cut :

+ PPTP Settings

0.0.0.0
(Optional)
1392 (B12<=MTL Value<=14592)
[l Enable (for BEZEQ network in ISRAEL use anly)

Continuous w

(1-1000 minutes)

| Back ||  OK

Here are descriptions of every setup items:

Item Name Description

User ID Please input user ID (user name) assigned by
your Internet service provider here.

Password Please input the password assigned by your

Internet service provider here.

PPTP Gateway

Please input the IP address of PPTP gateway
assigned by your Internet service provider
here.

Connection ID

Please input the connection ID here, this is
optional and you can leave it blank.

MTU

Please input the MTU value of your network
connection here. If you don’t know, you can use
default value.

BEZEQ-ISRAEL

Check “Enable’ box if you’re using BEZEQ
network service in Israel. Do not check this
box if you’re using other Internet service
provider.

Connection Type

Please select the connection type of Internet
connection you wish to use. There are 3
options:




‘Continuous’ - keep internet connection alive,
do not disconnect.

"Connect on Demand’ - only connects to
Internet when there’s a connect attempt,

Manual - only connects to Internet when
‘Connect’ button on this page is pressed, and
disconnects when ‘Disconnect button is
pressed.

Idle Time Out Please specify the time to shutdown internet
connect after no internet activity is detected in
minute(s). This option is only available when
connection type is ‘Connect on Demand’.

If you wish to select another connection type as broadband connection
type, click “‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




2-4-5 Using 'L2TP xDSL' as broadband connection type

If your ISP requires you to use L2TP (Layer-2 Tunneling Protocol) to
establish connection, you can select this connection type to establish
Internet connection. L2TP is another popular connection method for
xDSL and other Internet connection types, and all required setting items
are the same with PPTP connection.

Like PPTP, there are two kinds of required setting, we’ll start from ‘WAN
Interface Settings’:

s WAN Interface Settings

Host Mame : | |
AL address |DDDDDDDDDDDD | [ Clone Mac address ]
IP address | |

Subnet Mask | |

Default Gateway : | |

Please select the type of how you obtain IP address from your service
provider here. You can choose ‘Obtain an IP address automatically’ (equal
to DHCP, please refer to ‘Cable Modem’ section above), or ‘Use the
following IP address’ (equal to static IP address, please refer to ‘PPPoE
XDSL’ section above).

WAN interface settings must be correctly set, or the Internet connection
will fail even those settings of L2TP settings are correct. Please contact
your Internet service provider if you don’t know what you should fill in
these fields.

Now please go to L2TP settings section:



« |2TP Settings

Uszer D :

Paszsword :

L2TP Gateway : ]
MTU - (R 12<-MTU Value<=1492)

Connection Type I Continuous hd l l

ldle Time Ot : E (1000 minutes)
[ Apply ] [ Cancel ]

Here are descriptions of every setup items:

Item Name Description

User ID Please input user ID (user name) assigned by
your Internet service provider here.

Password Please input the password assigned by your
Internet service provider here.

L2TP Gateway Please input the IP address of L2TP gateway
assigned by your Internet service provider
here.

MTU Please input the MTU value of your network

connection here. If you don’t know, you can use
default value.

Connection Type Please select the connection type of Internet
connection you wish to use. There are 3
options:

‘Continuous’ - keep internet connection alive,
do not disconnect.

"Connect on Demand’ - only connects to
Internet when there’s a connect attempt,

Manual - only connects to Internet when
‘Connect’ button on this page is pressed, and
disconnects when “‘Disconnect button is
pressed.




Idle Time Out Please specify the time to shutdown internet
connect after no internet activity is detected in
minute(s). This option is only available when
connection type is ‘Connect on Demand’.

If you wish to select another connection type as broadband connection
type, click “‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




2-4-6 Using Telstra Big Pond' as broadband connection type

This connection type only works for Telstra big pond network service in
Australia. DO NOT select this connection type if you’re not using Telstra
big pond network service.

Telstra Big Pond {Australia Only)
If wour Internet service is provided by Telstra Big Pond in Australia, you will need to enter
yaur information below, This information is provided by Teistra BigFaond.

User Mame :

Paszsword :

Login Server

| Back || 0K
Here are descriptions of every setup items:
Item Name Description
User Name Please input the user name assigned by Telstra.
Password Please input the password assigned by Telstra.
User device login Check this box to choose login server by
server manually yourself.
Login Server Please input the IP address of login server

here.

If you wish to select another connection type as broadband connection
type, click “‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Pleaze press AFPFPLY button to restart the system for changes to take effect

Apply




Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



Chapter Ill: General Setup

The “General Setup’ is for you to setup “System, WAN, LAN, Wireless,
and others ( Advance settings ) “.

Please follow the following instructions to use ‘General Setup’ menu:

1. Click ‘General Setup’ after logged in.
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2. Five submenus will appear:
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System - Basic system settings (please go to chapter 3-1)

WAN - Setup WAN port manually (please go to chapter 3-2)

LAN - Setup LAN port manually (please go to chapter 3-3)

Wireless - Setup wireless interface manually (please go to chapter 3-4)

Advance Settings - Setup advanced settings of this broadband router
(Please go to chapter 3-5)



3-1 System

You can setup basic system settings of this broadband router in ‘System’
menu:

Set the time zone of the Broadband router, This information

OF Time Zone iz used for log entries and firewall settings,

You can change the password required to log into the
broadband router's system web-based managemunt, By
default, the password is 1234, So please assign a password
to the Administrator as soon as possible, and stare itin a
safe place, Passwords can contain 0 to 30 alphanumeric
characters, and are case sensitive,

Password Settings

The remote managerment function allows you to designate a
host in the Internet to have management/configuration
access to the Broadband router from a remote site. Enter the
designated host IP address in the Host IP Address field,

Remote Management

[ Previous | [ apply |

Please select the setting item you wish to set, then click ‘Apply’ button to
proceed. You can also click ‘Previous’ button to back to ‘System’ menu.

3-1-1 Time Zone
You can change the time zone settings of this broadband router. It’s

important to have correct date and time setting if you need to read system
log and use build-in firewall functions.

| (GMT)Greemnwich Mean Time: Dublin, Edinburgh, Lisbon, Londan +

. _. [JEnable Function
Daylight Savings : ]
Times From January 1 To | January 1




The descriptions of every setting item are listed as follow:

Item Name

Description

Time Zone

Please select a time zone of the country or
region of your residence here. If you can’t find
the country / region of your residence here,
please select a city / region which time zone is
the same with the country / region of your
residence.

Time Server Address

This load-balance router supports NTP
(Network Time Protocol). NTP server will
provide correct time for this router to setup the
date and time of the router automatically.
Please input the host name or IP address of
NTP server here. If you don’t know the host
name or IP address of time server, please ask
network administrator or use ‘pool.ntp.org’ as
time server.

Daylight Savings

If the country / region of your residence use
daylight saving time, please check ‘Enable
Function’ box, and select the beginning and
ending date of daylight time saving.




3-1-2 Password Settings

You can change the web login password of this broadband router. If you
keep using the default password ‘1234’ other people may access the
configuration interface without your permission. Please change the
password as soon as possible.

Current Password : | |
MNew Password : | |

Confirmed Password : |

[ Apply ] [ Cancel

The descriptions of every setting item are listed as follow:

Item Name Description
Current Password Please input current password here.
New Password Please input new password here.

Confirmed Password | Please input new password here again for
confirmation.

After you inputted current and new password, click ‘Apply’ to save
changes, or you can click “‘Cancel’ to keep current password untouched.




3-1-3 Remote Management

If you need to manage this broadband router outside of your LAN (i.e.
from Internet), you can use this function to assign a remote IP address
which is permitted to connect to this broadband router’s web management
interface from Internet.

If it’s not required for you to manage this broadband router from Internet,
you can disable this function to improve security.

Host address Port Enabled

0.0.0.0 5050

I Apply ] [ Cancel

The descriptions of every setting item are listed as follow:

Item Name Description

Host address Input the IP address of the remote host you
wish to initiate a management access.

Port You can define the port number this router

should expect an incoming connection request.
If you’re providing a web service (default port
number is 80), you should try to use other port
number. You can use the default port setting
*8080°, or something like ‘32245’ or *1429’.
(Any integer between 1 and 65534)

Enabled Check this box to enable remote management
function. When this box is unchecked, no one
can access this broadband router’s
management interface from Internet.




Please click ‘Apply’ to save changes in this page, or you can click
‘Cancel’ to discard all settings in this page. After you click ‘Apply’ button,
you’ll see the following message:

Save sefting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-2 WAN

You can setup WAN (Wide Area Network, i.e. Internet) connections of
this broadband router in “WAN’ menu:

The Host Mame is optional, but may be required by some
Service Providers, The default MAC Address is set to the Wak
physical interface on the Broadband router, If required by
Dynamic IP your Service Provider, you can use the 'Clone MAC Address’
button to copy the MAC Address of the Metwaork Interface
Card installed in your PC and replace the Wak MAC Address
weith this MAC Address,

If wour Service Provider has assigned a Fixed IP address;
Static IP enter the assigned IP Address, Subnet Mask and the
Gateway [P Address provided,

Enter the PPPoE User Mame and Password assigned by your
Service Provider, The Service Mame is normally optional, but
may be required by some Service Providers, Enter a Idle Time
(in minutes) to define a maximum period of time for which the
Internet connection is maintained during inactivity, If the
connection is inackive for longer than the Maximumn Idle Time,
then the connection will be dropped. You can enable the
Connect on Demand option to automatically re-estahlish the
connection as soon as you attempt to access the Internet
again,

If your Internet Service Provider requires the use of PPPCE,
enter the information below,

Point-to-Foint Tunneling Protocol 15 & common connection
rmethod used in ®xDSL connections,

Layer Two Tunneling Protocol is & common connection
method used in xDSL connections,

If vour Internet service is provided by Telstra Big Pond in
Telstra Big Pond Australia, you will need to enter your information below, This
information is provided by Teistra BigPond.

| Previous || apply |

Please select the WAN connection type you wish to use, then click
‘Apply’ to continue. You can also click ‘Previous’ to back to previous

page.

If you’re not sure which connection type you should use, please call your
ISP’s service hotline and ask for help. You’ll not be able to connect to
Internet with wrong connection type.



3-2-1 Dynamic IP

Dynamic IP means your ISP will assign an IP address to you
automatically by ‘DHCP’ (Dynamic Host Configuration Protocol).
Dynamic IP is often used by cable modem Internet connection.

Host Mame :

MAC address :

TTL ;

aoooo0ooa0oo

[ Clone Mac address ]

@ Disabled O Enabled

| Back || oK

Here are descriptions of every setup items:

Item Name

Description

Host Name

Please input the host name of your computer,
this is optional, and only required if your
service provider asks you to do so.

MAC address

Please input MAC address of your computer
here, if your service provider only permits
computer with certain MAC address to access
internet. If you’re using the computer which
used to connect to Internet via cable modem,
you can simply press ‘Clone Mac address’
button to fill the MAC address field with the
MAC address of your computer.

TTL

Time-to-live (TTL) is a value in an Internet
Protocol packet that tells a network router
whether or not the packet has been in the

network too long and should be discarded.




If you wish to select another connection type as broadband connection
type, click ‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-2-2 Static IP

Some ISP will give you a fixed IP address, and ask you to use this IP
address to establish Internet connection. In this case, you have to select
this connection type to establish connection with your ISP.

Please note that if your ISP is assigning a fixed IP address to you by
DHCP or PPPoE, do not select this connection type. Please contact your
ISP’s service hotline to make sure you really need to use static IP as
connection type.

IFP address assigned by your Serice Provider 172.1.11
Subnet Mask : 28525500
OMS address

Service Provider Gateway Address 172.1.1.254
TTL - @ Disabled O Enabled
| Back || 0K

Here are descriptions of every setup items:

Item Name Description

IP address assigned by | Please input IP address assigned by your
your by your service | service provider.

provider

Subnet Mask Please input subnet mask assigned by your
service provider.

DNS address Please input the IP address of DNS server
provided by your service provider.

Service Provider Please input the IP address of DNS server

Gateway Address provided by your service provider.

TTL Time-to-live (TTL) is a value in an Internet

Protocol packet that tells a network router
whether or not the packet has been in the
network too long and should be discarded.




You must use the addresses provided by your Internet service
provider, wrong setting value will cause connection problem.

If you wish to select another connection type as broadband connection
type, click ‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.

Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




3-2-3 PPPoE

If your ISP requires you to establish Internet connection by PPPoE
(Point-to-Point Protocol over Ethernet), you can use this connection type
to establish Internet connection.

Use PPPoE Authentication

User Mame : |

Paszsword : | |

Service Mame ;

MATU 13592 (512<=MTU Value<=1492)
Connection Type | Continuaus V|
idle Time Out ; 00 (11000 minutes)
TTL: ® Disabled O Enabled
| Back || OK

Here are descriptions of every setup items:

Item Name Description

User Name Please input user name assigned by your
Internet service provider here.

Password Please input the password assigned by your
Internet service provider here.

Service Name Please give a name to this Internet service, this
is optional.

MTU Please input the MTU value of your network

connection here. If you don’t know, you can use
default value.

Connection Type Please select the connection type of Internet
connection you wish to use. There are 3
options:

‘Continuous’ - keep internet connection alive,
do not disconnect.

"Connect on Demand’ - only connects to




Internet when there’s a connect attempt,

Manual - only connects to Internet when
‘Connect’ button on this page is pressed, and
disconnects when ‘Disconnect button is
pressed.

Idle Time Out Please specify the time to shutdown internet
connect after no internet activity is detected in
minute(s). This option is only available when
connection type is ‘Connect on Demand’.

TTL Time-to-live (TTL) is a value in an Internet
Protocol packet that tells a network router
whether or not the packet has been in the

network too long and should be discarded.

If you wish to select another connection type as broadband connection
type, click “‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




3-2-4 PPTP

If your ISP requires you to use PPTP (Point-to-Point Tunneling Protocol)
to establish connection, you can select this connection type to establish
Internet connection.

PPTP requires two kinds of setting: WAN interface setting (setup IP
address) and PPTP setting (PPTP user name and password). Here we start
from WAN interface setting first:

s WAN Interface Settings

Host Mame : | |
MALC address |DDDDDDDDDDDD | [ Clone Mac address ]
IP address : | |

Subnet bask | |

Default Gateway : | |

Select the type of how you obtain IP address from your service provider
here. You can choose ‘Obtain an IP address automatically’ (equal to
DHCP, please refer to ‘Cable Modem’ section above), or ‘Use the
following IP address’ (i.e. static IP address).

WAN interface settings must be correctly set, or the Internet connection
will fail even those settings of PPTP settings are correct. Please contact
your Internet service provider if you don’t know what you should fill in
these fields.



Now please go to PPTP settings section:

User D :

Password :

FPPTP Gateway :

Connection 1D :

PTU

BEZECQ-ISEAEL .

Connection Type :

[dle Time Cut :

+ PPTP Settings

0.0.0.0
(Optional)
1392 (B12<=MTL Value<=14592)
[l Enable (for BEZEQ network in ISRAEL use anly)

Continuous w

(1-1000 minutes)

| Back ||  OK

Here are descriptions of every setup items:

Item Name Description

User ID Please input user ID (user name) assigned by
your Internet service provider here.

Password Please input the password assigned by your

Internet service provider here.

PPTP Gateway

Please input the IP address of PPTP gateway
assigned by your Internet service provider
here.

Connection ID

Please input the connection ID here, this is
optional and you can leave it blank.

MTU

Please input the MTU value of your network
connection here. If you don’t know, you can use
default value.

BEZEQ-ISRAEL

Check “Enable’ box if you’re using BEZEQ
network service in Israel. Do not check this
box if you’re using other Internet service
provider.

Connection Type

Please select the connection type of Internet
connection you wish to use. There are 3
options:




‘Continuous’ - keep internet connection alive,
do not disconnect.

"Connect on Demand’ - only connects to
Internet when there’s a connect attempt,

Manual - only connects to Internet when
‘Connect’ button on this page is pressed, and
disconnects when ‘Disconnect button is
pressed.

Idle Time Out Please specify the time to shutdown internet
connect after no internet activity is detected in
minute(s). This option is only available when
connection type is ‘Connect on Demand’.

If you wish to select another connection type as broadband connection
type, click “‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




3-2-5 L2TP

If your ISP requires you to use L2TP (Layer-2 Tunneling Protocol) to
establish connection, you can select this connection type to establish
Internet connection. L2TP is another popular connection method for
xDSL and other Internet connection types, and all required setting items
are the same with PPTP connection.

Like PPTP, there are two kinds of required setting, we’ll start from ‘WAN
Interface Settings’:

s WAN Interface Settings

Host Mame : | |
AL address |DDDDDDDDDDDD | [ Clone Mac address ]
IP address | |

Subnet Mask | |

Default Gateway : | |

Please select the type of how you obtain IP address from your service
provider here. You can choose ‘Obtain an IP address automatically’ (equal
to DHCP, please refer to ‘Cable Modem’ section above), or ‘Use the
following IP address’ (equal to static IP address, please refer to ‘PPPoE
XDSL’ section above).

WAN interface settings must be correctly set, or the Internet connection
will fail even those settings of L2TP settings are correct. Please contact
your Internet service provider if you don’t know what you should fill in
these fields.

Now please go to L2TP settings section:



« |2TP Settings

Uszer D :

Paszsword :

L2TP Gateway : ]
MTU - (R 12<-MTU Value<=1492)

Connection Type I Continuous hd l l

ldle Time Ot : E (1000 minutes)
[ Apply ] [ Cancel ]

Here are descriptions of every setup items:

Item Name Description

User ID Please input user ID (user name) assigned by
your Internet service provider here.

Password Please input the password assigned by your
Internet service provider here.

L2TP Gateway Please input the IP address of L2TP gateway
assigned by your Internet service provider
here.

MTU Please input the MTU value of your network

connection here. If you don’t know, you can use
default value.

Connection Type Please select the connection type of Internet
connection you wish to use. There are 3
options:

‘Continuous’ - keep internet connection alive,
do not disconnect.

"Connect on Demand’ - only connects to
Internet when there’s a connect attempt,

Manual - only connects to Internet when
‘Connect’ button on this page is pressed, and
disconnects when “‘Disconnect button is
pressed.

Idle Time Out Please specify the time to shutdown internet




connect after no internet activity is detected in
minute(s). This option is only available when
connection type is ‘Connect on Demand’.

If you wish to select another connection type as broadband connection
type, click “‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.

Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




3-2-6 Telstra Big Pond

This connection type only works for Telstra big pond network service in
Australia. DO NOT select this connection type if you’re not using Telstra
big pond network service.

Telstra Big Pond {Australia Only)
If wour Internet service is provided by Telstra Big Pond in Australia, you will need to enter
yaur information below, This information is provided by Teistra BigFaond.

User Mame : | |

Paszsword : | |

Login Server | |

| Back || 0K
Here are descriptions of every setup items:
Item Name Description
User Name Please input the user name assigned by Telstra.
Password Please input the password assigned by Telstra.
User device login Check this box to choose login server by
server manually yourself.
Login Server Please input the IP address of login server

here.

If you wish to select another connection type as broadband connection
type, click “‘Back’; or you can click ‘OK” to finish with quick setup.
You’ll see the following messages:

Save setting successfully!

Pleaze press AFPFPLY button to restart the system for changes to take effect

Apply




Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-3 LAN (Wired)

You can setup Wired LAN (Local Area Network) connections of this

broadband router in “‘LAN’ menu. This broadband router has 4 LAN ports
and they’ll all use the same LAN IP address settings. Please also note that
both wired and wireless LAN uses the same LAN IP address settings, too.

LAN settings split into 3 sections: LAN IP, DHCP Server, and Static
DHCP leases. Please refer to corresponding sections below for detailed
setup instructions.

3-3-1 Before you start - Suggestions for deciding an IP address to be used
with this broadband router

Before all computers using wired Ethernet connection (i.e. those
computers connect to this router’s LAN port 1 to 4 by Ethernet cable) or
wireless connection can communicate with each other and access internet,
they must have a valid IP address.

There are two ways to assign IP addresses to computers: static IP address
(set the IP address for every computer manually), and dynamic IP address
(IP address of computers will be assigned by router automatically. It’s
recommended for most of computers to use dynamic IP address, it will
save a lot of time on setting IP addresses for every computer, especially
when there are a lot of computers in your network; for servers and
network devices which will provide services to other computer and users
that come from Internet, static IP address should be used, so other
computes can locate the server.

This broadband router has a built-in DHCP (Dynamic Host Configuration
Protocol) server, and can help you to assign IP addresses to your client
computers. Almost all network computers / devices manufactured after
year 1995 are compatible with DHCP, and you can let this broadband
router to assign the IP address to client computers / devices for you.



Suggestions on IP address numbering plan:

If you have no idea on how to define an IP address plan for your
network, here are some suggestions.

1. Avalid IP address has 4 fields: a.b.c.d, for most of home and
company users, it's suggested to use 192.168.c.d, where c is
an integer between 0 and 254, and d is an integer between 1
and 254. This router is capable to work with up to 253 clients,
so you can set ‘d’ field of IP address of router as 1 or 254 (or
any number between 1 and 254), and pick a number between 0
and 254 for field ‘c’.

2. In most cases, you should use ‘255.255.255.0’ as subnet mask,
which allows up to 253 clients (this also meets router’s
capability of working with up to 253 clients).

3. For all servers and network devices which will provide
services to other people (like Internet service, print service,
and file service), they should use static IP address. Give each
of them a unique number between 1 and 253, and maintain a
list, so everyone can locate those servers easily.

4. For computers which are not dedicated to provide specific
service to others, they should use dynamic IP address.

If you don’t really understand the descriptions listed above, don’t
worry! We will provide recommended setup values below.




3-3-2 LAN IP

You can use this setting to assign an IP address to the LAN interface of

this broadband router.

IP address :
Subnet Mask

802.1d Spanning Tree :

DHCP Server :

Lease Time :

192.168.2.1
265,265 250 0
Disabled
Enabled +

Faorever w

Here are descriptions of every setup items:

Item Name

Description

IP address

Please input the IP address of this broadband
router’s LAN interface.

Subnet Mask

Please input subnet mask for this network.

802.1d Spanning Tree

If you wish to activate 802.1d spanning tree
function, select ‘Enabled’ for setup item
‘802.1d Spanning Tree’, or set it to ‘Disabled’.

DHCP Server If you want to activate DHCP server function
of this router, select ‘Enabled’, or set it to
‘Disabled’.

Lease Time Please select the lease time for every DHCP

leases here. You can select the time period from
the dropdown list, and the DHCP client will be
forced to obtain a new IP address from this
broadband router after this period of time.

You can select ‘Forever’ if you’re using this
broadband router with only few computers
(less than 30 computers)

Recommended Value if you don’t know what to fill:

IP Address: 192.168.1.254

Subnet Mask: 255.255.255.0
802.1d Spanning Tree: Disabled

DHCP Server: Enabled




3-3-3 DHCP Server

You can use this setting to decide the range of IP address leases.

DHCP Server
Start IP 1892.168.2.100
End IP ; 192.168.2.200

Daormain Marme :

Here are descriptions of every setup items:

Item Name Description

Start IP Please input the start IP address of the IP
leases range.

End IP Please input the end IP address of the IP leases
range.

Domain Name If you wish, you can also input the domain
name for your network. This is optional.

Recommended Value if you don’t know what to fill:

Lease Time: Two Weeks (or ‘Forever’, if you have less than 20 computers)
Start IP: 192.168.1.1

End IP: 192.168.1.200

Domain Name: (leave it blank)

NOTE:

1. The number of the last field (mentioned ‘d’ field) of ‘End IP’ must be
greater than ‘Start IP’, and can not the same with router’s IP address.
2. The former three fields of IP address of ‘Start IP’, ‘End IP’, and ‘IP
Address of ‘LAN IP’ section (mentioned ‘a’, ‘b’, and ‘c’ field) should be
the same.

3. These settings will affect wireless clients, too.




3-3-4 Static DHCP Leases

If you wish to assign a fixed IP address to certain computers / devices by
DHCP, you can use this function to establish a MAC-to-IP address table
here, so you can assign a specific IP address to a specific computer /
network device by its MAC address.

Static DHCP Leases Table
It allows to entry 16 sets address only.

W0 | uaCawem | Pasires |Selea)

[l Enable Static DHCP Leases
MAC address : IP address :
= | |
[ Apply ] [ Cancel ]

Here are descriptions of every setup items:
Item Name Description
Enable Static Check this box to enable this function,
DHCP Leases otherwise uncheck it to disable this function.
MAC Address Input the MAC address of the computer or

network device (total 12 characters, with
character from 0 to 9, and from a to f, like

‘001122aabbcc’).

IP address Input the IP address you want to assign to
this computer or network device.

Add After you inputted MAC address and IP

address pair, click this button to add the pair
to static DHCP leases table.

Clear Click this button to remove texts in MAC
address and IP address field.




All MAC-to-1P address entries will be listed in this page, and this
broadband router supports up 16 static DHCP leases:

Static DHCP Leases Table
It allawes to entry 16 sets address only.

Lol maiim L et s

11:22:33:44:55:6R 192.168.2.10
2 asbbcodd es ff 192 168.2.11 |:|
| Delete Selected | | Delete All | [Reset |

To delete one or more entries listed here, please check the box of the
mapping entry (under ‘Select’), and click ‘Delete Selected’ button.

If you wish to delete all mapping entries, click ‘Delete All’ button. To
deselect all checked boxes, click ‘Reset’ button.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.

| Apply |

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-4 Wireless

You can setup Wireless LAN connection parameters of this broadband
router in “Wireless’ menu:

This page allows you to define ESSID, and Channel far
Basic Settings the wireless connection, These parameters are used for
the wireless stations to connect to the Access Point.

This page allows you setup the wireless security, Turn
Security Settings on WEP or WPA by using Encryption Keys could prevent
any unauthorized access to your wireless network,

Filtering Addresses associating to the &ccess Point,

WPS({Wi-Fi This page allows you to change the setting for WRPSIWI-
Protected Setup) Fi Protected Setup) \WPS can help your wirgless client
Settings automatically connect to the Access Point,

P Faor security reason, the Access Point features MAC
I MAC Address Address Filtering that only allows authorized MAC

[ previous |[apply |

Please select one setting in this menu, then click ‘Apply’ to proceed. If
you wish to go back to previous page, click ‘Previous’.



3-4-1 Basic Settings

You can set basic settings of wireless LAN here.

hode AP w
Band : 2.4 GHz (B+G+N) w
ESSID . default
Channel Mumber 11 =
Associated Clients - Show Active Clients |
[ Apply ] [ Cancel ]

Please select the working mode of this broadband router from ‘Mode’
dropdown list first:

a. AP: Standard wireless AP (access point).

b. Station-Infrastructure: This broadband router acts as both wireless
communication client and server - connects to another wireless access
point as client, and serves other wireless clients as server.

c. AP Bridge-Point to Point: Connect this router with another broadband
router, to expand the scope of network.

d. AP Bridge-Point to Multi-Point: Connect this router with up to four
other broadband routers, to expand the scope of network.

e. AP Bridge-WDS: Connect this router with up to four WDS-capable
broadband routers, to expand the scope of network.

f. Universal Repeater: This broadband router will repeat other wireless
access point’s signal to extend its wireless signal coverage, and also acts
as a wireless access point to serve other wireless clients.



3-4-1-1 AP mode

In AP mode, the following settings will appear:

Mode AP v
Band : 2.4 GHz (B+G+HH] w
ESSID default
Channel Mumber 11 »
Associated Clients show Active Clients ]
[ Apply ] [ Cancel

Here are descriptions of every setup items:

Item Name Description

Band Please select the radio band from one of
following options:

2.4 GHz (B): 2.4GHz band, only allows
router (maximum transfer rate 11Mbps).
2.4 GHz (N): 2.4GHz band, only allows
router (maximum transfer rate 150Mbps).
2.4 GHz (B+G): 2.4GHz band, only allows
connect this router (maximum transfer rate
11Mbps for 802.11b clients, and maximum
54Mbps for 802.11g clients).

2.4 GHz (G): 2.4GHz band, only allows

router (maximum transfer rate 54Mbps).

802.11b wireless network client to connect this

802.11n wireless network client to connect this

802.11b and 802.11g wireless network client to

802.11g wireless network client to connect this




2.4 GHz (B+G+N): 2.4GHz Band, Allows
802.11b, 802.11g, and 802.11N wireless clients.
It’s recommends to select this band to maximize
compatibility.

ESSID

This is the name of broadband router. You can
type any alphanumerical characters here,
maximum 32 characters. ESSID is used to
identify your own broadband router from
others when there are other broadband routers
in the same area. Default SSID is “‘default’, it’s
recommended to change default ESSID value
to the one which is meaningful to you, like
myhome, office_room1, etc.

Channel Number

Please select a channel from the dropdown list
of “‘Channel Number’, available channel
numbers are 1 to 13. You can choose any
channel number you want to use, and almost
all wireless clients can locate the channel
you’re using automatically without any
problem. However, it’s still useful to remember
the channel number you use, some wireless
client supports manual channel number select,
and this would help in certain scenario when
there is some radio communication problem.

Associated Clients

Click ‘Show Active Clients’ button to show
the list of all connected wireless clients. You
can click ‘Refresh’ in new window to get
latest list again, or click *Close’ to close the
window.

Please note that if you have pop-up blocker
installed, you may have to disable it or tell
your pop-up blocker to allow the popup
window, or you will not be able to see the
wireless client list window.




TIPS: You can try to change channel number to another one if you
think the data transfer rate is too slow, or keep having problem while
transferring the file over wireless network. There could be some other
broadband routers using the same channel, which will disturb the
radio communication between wireless client and the broadband

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

You may press CONTINUE button to continue configuring other settings ar press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply ]

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.

You can click ‘Continue’ to continue on other settings without restart the
broadband router, however, the changes you made will not take effect
before you restart the broadband router.



3-4-1-2 Station-Infrastructure

In Station-Infrastructure mode, you can select a wireless access point to
become its wireless client, and also acts as wireless access point to serve
other wireless clients. If you have the access privilege of other wireless
access point nearby, and you wish to use that access point to access
Internet, you can use this connection type:

fode station-Infrastructure e
Band : 24 GHz (B+G+HN) v
ESSID default
Site Survey [ Select Site Survey ]
WLAN MAC - DO0C29ED3FF3
Auto MAC Clane 00:0C:43:28:60:50 () Disable O Enable
[ Apply ] [ Cancel

Here are descriptions of every setup items:

Item Name Description

Band Please select the radio band from one of
following options (must be the same with the
wireless access point you wish to connect):

2.4 GHz (B): 2.4GHz band, only allows
802.11b wireless network client to connect this
router (maximum transfer rate 11Mbps).

2.4 GHz (N): 2.4GHz band, only allows
802.11n wireless network client to connect this
router (maximum transfer rate 150Mbps).

2.4 GHz (B+G): 2.4GHz band, only allows
802.11b and 802.11g wireless network client to
connect this router (maximum transfer rate
11Mbps for 802.11b clients, and maximum




54Mbps for 802.11g clients).

2.4 GHz (G): 2.4GHz band, only allows
802.11g wireless network client to connect this
router (maximum transfer rate 54Mbps).

2.4 GHz (B+G+N): 2.4GHz Band, Allows
802.11b, 802.11g, and 802.11N wireless clients.
It’s recommends to select this band to maximize
compatibility.

ESSID

This is the name of broadband router. You can
type any alphanumerical characters here,
maximum 32 characters. ESSID is used to
identify your own broadband router from
others when there are other broadband routers
in the same area. Default SSID is “‘default’, it’s
recommended to change default ESSID value
to the one which is meaningful to you, like
myhome, office_room1, etc.

Site Survey

Click “Select Site Survey’ and a popup window
will appear. All reachable wireless access
points will be shown in the window. Select the
wireless access point you wish to connect from
the list, and click ‘Done’. If the wireless access
point you wish to connect is not listed, you can
click ‘Refresh’ to rescan.

If you still can’t find the wireless access point
you wish to connect, please move the
broadband router to the place nearer to the
access point you wish to connect.

WLAN MAC

Some wireless access points will only allow
clients with certain MAC address to
establish connection. In this case, you can
input the MAC address that will be accepted
by the wireless access point you wish to
connect here. You can also click ‘Clone
MAC’ button to use the MAC address of your




computer (the one you used to connect to the
web management interface currently).

Auto MAC Clone If you wish to use the MAC address of wired
LAN interface of this broadband router,
select “Enable’, or select ‘Disable’ to not to
use the MAC address of the wired LAN
interface of this broadband router.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

You may press CONTINUE button to continue configuring other settings ar press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply l

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.

You can click “‘Continue’ to continue on other settings without restart the
broadband router, however, the changes you made will not take effect
before you restart the broadband router.




3-4-1-3 AP Bridge-Point to Point

In this mode, you can use this broadband router as a wireless network
bridge and let all computers connected to the LAN ports of both wireless
access points to communicate with each other. This mode supports only
one wireless access point peer.

Please note that when you select this mode, this broadband router will act
as wireless bridge only, and will not accept other wireless clients.

Also, you can connect to the wireless access point with the same
functionality only. If you wish to connect to the wireless access points
made by other manufacturer, please select ‘AP Bridge-WDS’ mode if the
wireless access point you wish to connect supports WDS.

hiode AP Bridge-Point to Paint v
Band : 2.4 GHz (B+G+M) w
Channel Number : 7~
WAC address 1 : Q00000000000
Set Security =et Security ]
[ Apply ] [ Cancel

Here are descriptions of every setup items:

Item Name Description

Band Please select the radio band from one of
following options (must be the same with the
wireless access point you wish to connect):

2.4 GHz (B): 2.4GHz band, only allows
802.11b wireless network client to connect this
router (maximum transfer rate 11Mbps).

2.4 GHz (N): 2.4GHz band, only allows
802.11n wireless network client to connect this




router (maximum transfer rate 150Mbps).

2.4 GHz (B+G): 2.4GHz band, only allows
802.11b and 802.11g wireless network client to
connect this router (maximum transfer rate
11Mbps for 802.11b clients, and maximum
54Mbps for 802.11g clients).

2.4 GHz (G): 2.4GHz band, only allows
802.11g wireless network client to connect this
router (maximum transfer rate 54Mbps).

2.4 GHz (B+G+N): 2.4GHz Band, Allows
802.11b, 802.11g, and 802.11N wireless clients.
It’s recommends to select this band to maximize
compatibility.

Channel Number

Select the channel number you wish to use;
both access points must use the same channel.

MAC address 1

Input the MAC address of another wireless
access point (the one you wish to connect).

Set Security

Click “Set Security’ button to set security
functions of this wireless connection to
improve security. Please refer to chapter
3-2-1-7 for detailed instructions.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the

following messages:




Save setting successfully!

You may press CONTINUE button to continue configuring other settings ar press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply ]

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.

You can click ‘Continue’ to continue on other settings without restart the
broadband router, however, the changes you made will not take effect
before you restart the broadband router.



3-4-1-4 AP Bridge-Point to Multi-Point

In this mode, you can use this broadband router as a wireless network
bridge and let all computers connected to the LAN ports of all wireless
access points to communicate with each other. This mode supports up to
four wireless access point peers.

Please note that when you select this mode, this broadband router will act
as wireless bridge only, and will not accept other wireless clients.

Also, you can connect to the wireless access point with the same
functionality only. If you wish to connect to the wireless access points
made by other manufacturer, please select ‘AP Bridge-WDS’ mode if the
wireless access point you wish to connect supports WDS.

Here are descriptions of every setup items:

Item Name Description

Band Please select the radio band from one of
following options (must be the same with the
wireless access point you wish to connect):

2.4 GHz (B): 2.4GHz band, only allows
802.11b wireless network client to connect this
router (maximum transfer rate 11Mbps).

2.4 GHz (N): 2.4GHz band, only allows
802.11n wireless network client to connect this
router (maximum transfer rate 150Mbps).

2.4 GHz (B+G): 2.4GHz band, only allows
802.11b and 802.11g wireless network client to
connect this router (maximum transfer rate
11Mbps for 802.11b clients, and maximum
54Mbps for 802.11g clients).

2.4 GHz (G): 2.4GHz band, only allows
802.11g wireless network client to connect this




router (maximum transfer rate 54Mbps).

2.4 GHz (B+G+N): 2.4GHz Band, Allows
802.11b, 802.11g, and 802.11N wireless clients.
It’s recommends to select this band to maximize

compatibility.

Channel Number Select the channel number you wish to use; all
access points must use the same channel.

MAC address 1 to 4 Input the MAC address of other wireless access
points (the access points you wish to connect).

Set Security Click “Set Security’ button to set security

functions of this wireless connection to
improve security. Please refer to chapter
3-2-1-7 for detailed instructions.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

You may press CONTIMUE button to continue configuring other settings or press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply l

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.

You can click “Continue’ to continue on other settings without restart the
broadband router, however, the changes you made will not take effect
before you restart the broadband router.




3-4-1-5 AP Bridge-WDS

In this mode, this broadband router acts as both wireless communication
bridge and wireless access point. This broadband router can establish
communication with up to four WDS-compatible wireless access points,
and let all computers connected to the LAN ports of every wireless access
points communicate with each other. The broadband router is able to
serve other wireless clients and acts as a wireless access point at the same

time.

Mode :
Band :
ESSID

Channel Mumber :

Associated Clients :

MALC address 1 :
WAL address 2
MALC address 3
WAL address 4

oet Security :

AP Bridge-WDS v
2.4 GHz (B+G+N) v

EDIMAX

7 |w

Show Active Clients

Q00000000000
Q00000000000
Q00000000000
Q00000000000

Set Security ]

[ Apply ] [ Cancel

Here are descriptions of every setup items:

Item Name

Description

Band

Please select the radio band from one of
following options (must be the same with the
wireless access point you wish to connect):

2.4 GHz (B): 2.4GHz band, only allows
802.11b wireless network client to connect this
router (maximum transfer rate 11Mbps).

2.4 GHz (N): 2.4GHz band, only allows




802.11n wireless network client to connect this
router (maximum transfer rate 150Mbps).

2.4 GHz (B+G): 2.4GHz band, only allows
802.11b and 802.11g wireless network client to
connect this router (maximum transfer rate
11Mbps for 802.11b clients, and maximum
54Mbps for 802.11g clients).

2.4 GHz (G): 2.4GHz band, only allows
802.11g wireless network client to connect this
router (maximum transfer rate 54Mbps).

2.4 GHz (B+G+N): 2.4GHz Band, Allows
802.11b, 802.11g, and 802.11N wireless clients.
It’s recommends to select this band to maximize
compatibility.

ESSID

This is the name of broadband router. You can
type any alphanumerical characters here,
maximum 32 characters. ESSID is used to
identify your own broadband router from
others when there are other broadband routers
in the same area. Default SSID is “‘default’, it’s
recommended to change default ESSID value
to the one which is meaningful to you, like
myhome, office_room1, etc.

Channel Number

Select the channel number you wish to use; all
access points must use the same channel.

Associated Clients

Click ‘Show Active Clients’ button to show
the list of all connected wireless clients. You
can click ‘Refresh’ in new window to get
latest list again, or click *Close’ to close the
window.

Please note that if you have pop-up blocker
installed, you may have to disable it or tell
your pop-up blocker to allow the popup
window, or you will not be able to see the




wireless client list window.

MAC address 1 to 4 Input the MAC address of other wireless access
points (the access points you wish to connect).
Set Security Click “Set Security’ button to set security

functions of this wireless connection to
improve security. Please refer to chapter
3-2-1-7 for detailed instructions.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

You may press CONTINUE button to continue configuring other settings ar press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply l

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.

You can click “‘Continue’ to continue on other settings without restart the
broadband router, however, the changes you made will not take effect
before you restart the broadband router.




3-4-1-6 Universal Repeater

In this mode, this broadband router acts as a wireless repeater. It will
repeat the signal of the wireless access point you specified, to extend its
wireless coverage. The broadband router will still accept wireless clients

when in this mode.

Modem - ’
f
BR-6574n | ! BR-6574n

! = _ Universal Repeater

S ‘ﬁ = a’,ﬁ‘
.A OA
hode Universal Repeater i
Band 2.4 GHz (B+G+HN) »
ESSID EDIAK

Channel Mumber : F.
Associated Clients [ show Active Clients
Root AP SSID EDIMAY]
Site Survey : [ Select Site Survey ]

[ Apply ] [ Cancel




Here are descriptions of every setup items:

Item Name

Description

Band

Please select the radio band from one of
following options (must be the same with the
wireless access point you wish to connect):

2.4 GHz (B): 2.4GHz band, only allows
802.11b wireless network client to connect this
router (maximum transfer rate 11Mbps).

2.4 GHz (N): 2.4GHz band, only allows
802.11n wireless network client to connect this
router (maximum transfer rate 150Mbps).

2.4 GHz (B+G): 2.4GHz band, only allows
802.11b and 802.11g wireless network client to
connect this router (maximum transfer rate
11Mbps for 802.11b clients, and maximum
54Mbps for 802.11g clients).

2.4 GHz (G): 2.4GHz band, only allows
802.11g wireless network client to connect this
router (maximum transfer rate 54Mbps).

2.4 GHz (B+G+N): 2.4GHz Band, Allows
802.11b, 802.11g, and 802.11N wireless clients.
It’s recommends to select this band to maximize
compatibility.

ESSID

This is the name of broadband router. You can
type any alphanumerical characters here,
maximum 32 characters. ESSID is used to
identify your own broadband router from
others when there are other broadband routers
in the same area. Default SSID is “‘default’, it’s
recommended to change default ESSID value
to the one which is meaningful to you, like
myhome, office_room1, etc.




Channel Number Select the channel number you wish to use; all
access points must use the same channel.

Associated Clients Click ‘Show Active Clients’ button to show
the list of all connected wireless clients. You
can click ‘Refresh’ in new window to get
latest list again, or click ‘Close’ to close the
window.

Please note that if you have pop-up blocker
installed, you may have to disable it or tell
your pop-up blocker to allow the popup
window, or you will not be able to see the
wireless client list window.

Root AP SSID Please input the SSID of the wireless access
point you wish to extend signal coverage.
Site Survey Click “Select Site Survey’ and a popup window

will appear. All reachable wireless access
points will be shown in the window. Select the
wireless access point you wish to connect from
the list, and click ‘Done’. If the wireless access
point you wish to connect is not listed, you can
click ‘Refresh’ to rescan.

If you still can’t find the wireless access point
you wish to connect, please move the
broadband router to the place nearer to the
access point you wish to connect.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

You may press CONTIMUE button to continue configuring other settings or press APPLY button to restart the system
for changes to take effect

Continue ] [ Apply




Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.

You can click ‘Continue’ to continue on other settings without restart the
broadband router, however, the changes you made will not take effect
before you restart the broadband router.



3-4-1-7 Set Security

In certain AP working modes, you can enable encryption to improve
security level.

When you click ‘Set Security’ button, the following window will appear:

WDS Security Setting

This page allows you setup the WDS security. The value depends on your AF Security
settings.

Encryption : Disabled w

[ Apply ] [ Reset

Please select an encryption method from “‘Encryption’ dropdown menu,
and corresponding setting will appear:

Disabled

Encryption is disabled. It’s not recommended to disable encryption
because other people may use certain wireless scanner to copy the data
transferred over air.



WEP

Select WEP to enable WEP (Wired Equivalent Privacy) encryption:

Encryption
Key Length
Key Format :
Default Tx Key :
Encryption Key 1 :
Encryption Key 2 :
Encryption Key 3 :

Encryption Key 4

Bd-bit | »

Hex (10 characters) +

Key 1 =

e
s x>
s x>

e

[ Apply ] [ Reset

Here are descriptions of every setup items:

Item Name Description

Key Length There are two types of WEP key length: 64-bit
and 128-bit. Using “128-bit’ is safer
than ’64-bit’, but will reduce some data
transfer performance.

Key Format There are two types of key format: ASCII and

Hex. When you select a key format, the number
of characters of key will be displayed. For
example, if you select *64-bit’ as key length,
and ‘Hex’ as key format, you’ll see the message
at the right of ‘Key Format’ is ‘Hex (10
characters), which means the length of WEP
key is 10 characters.

Default Tx Key

You can set up to four sets of WEP key, and you
can decide which key is being used by default
here. If you don’t know which one you should
use, select ‘Key 1.

Encryption Key 1 to 4

Input WEP key characters here, the number of
characters must be the same as the number




displayed at ‘Key Format’ field. You can use
any alphanumerical characters (0-9, a-z, and
A-Z) if you select ‘ASCII’ key format, and if
you select “Hex’ as key format, you can use
characters 0-9, a-f, and A-F. You must enter at
least one encryption key here, and if you
entered multiple WEP keys, they should not be
same with each other.

Please click ‘Apply’ to save changes, or click ‘Reset’ to clear the texts in
all fields. If you click “‘Apply’, the following messages will appear:

Save setting successfully!

You may press CONTINUE button to continue configuring other settings ar press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply l

You can click “‘Continue’ to back to previous page and continue setting, or
click ‘Apply’ to restart the broadband router so the changes will take
effect.

WPA pre-shared key
WPA (Wi-Fi Protected Access) is also an encryption method and is safer

than WEP. It’s recommended to use WPA instead of WEP when you need
to use encryption to protect your data security.

WYWEA pre-shared key

Encryption
WHA Unicast Cipher Suite © | WPATKIPT  OWPAZ(AES)
Pre-shared Key Format : Fassphrase w

Pre-shared Key :

Apply ] [ Reset




Here are descriptions of every setup items:

Item Name Description
WPA Unicast Cipher | Please select a type of WPA cipher suite.
Suite Available options are: WPA (TKIP), WPA2

(AES), and WPA2 Mixed. You can select one of
them, but you have to make sure your wireless
client support the cipher you selected.

Pre-shared Key Select the type of pre-shared key, you

Format can select Passphrase (8 or more
alphanumerical characters, up to 63), or Hex
(64 characters of 0-9, and a-f).

Pre-shared Key Please input the WPA passphrase here.

It’s not recommended to use a word that can
be found in a dictionary due to security
reason.

Please click ‘Apply’ to save changes, or click ‘Reset’ to clear the texts in
all fields. If you click “‘Apply’, the following messages will appear:

Save setting successfully!

You may press CONTIMUE button to continue configuring other settings or press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply l

You can click “‘Continue’ to back to previous page and continue setting, or
click ‘Apply’ to restart the broadband router so the changes will take
effect.



3-4-2 Security Settings

This wireless router supports two types of encryption: WEP (Wired
Equivalent Privacy) and WPA (Wi-Fi Protected Access):
WDS Security Setting

This page allows you setup the WDS security. The value depends on your AF Security
settings.

Encryption : Disabled w

[ Apply ] [ Reset

Please select an encryption method from “‘Encryption’ dropdown menu,
and corresponding setting will appear:

Disabled
Encryption is disabled. 1t’s not recommended to disable encryption

because other people may use certain wireless scanner to copy the data
transferred over air.



WEP

Select WEP to enable WEP (Wired Equivalent Privacy) encryption:

Encryption
Key Length
Key Format :
Default Tx Key :
Encryption Key 1 :
Encryption Key 2 :
Encryption Key 3 :

Encryption Key 4

Bd-bit | »

Hex (10 characters) +

Key 1 =

e
s x>
s x>

e

[ Apply ] [ Reset

Here are descriptions of every setup items:

Item Name Description

Key Length There are two types of WEP key length: 64-bit
and 128-bit. Using “128-bit’ is safer
than ’64-bit’, but will reduce some data
transfer performance.

Key Format There are two types of key format: ASCII and

Hex. When you select a key format, the number
of characters of key will be displayed. For
example, if you select *64-bit’ as key length,
and ‘Hex’ as key format, you’ll see the message
at the right of ‘Key Format’ is ‘Hex (10
characters), which means the length of WEP
key is 10 characters.

Default Tx Key

You can set up to four sets of WEP key, and you
can decide which key is being used by default
here. If you don’t know which one you should
use, select ‘Key 1.

Encryption Key 1 to 4

Input WEP key characters here, the number of
characters must be the same as the number




displayed at ‘Key Format’ field. You can use
any alphanumerical characters (0-9, a-z, and
A-Z) if you select ‘ASCII’ key format, and if
you select “Hex’ as key format, you can use
characters 0-9, a-f, and A-F. You must enter at
least one encryption key here, and if you
entered multiple WEP keys, they should not be
same with each other.

Please click ‘Apply’ to save changes, or click ‘Reset’ to clear the texts in
all fields. If you click “‘Apply’, the following messages will appear:

Save setting successfully!

You may press CONTINUE button to continue configuring other settings ar press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply l

You can click “‘Continue’ to back to previous page and continue setting, or
click ‘Apply’ to restart the broadband router so the changes will take
effect.

WPA pre-shared key
WPA (Wi-Fi Protected Access) is also an encryption method and is safer

than WEP. It’s recommended to use WPA instead of WEP when you need
to use encryption to protect your data security.

WYWEA pre-shared key

Encryption
WHA Unicast Cipher Suite © | WPATKIPT  OWPAZ(AES)
Pre-shared Key Format : Fassphrase w

Pre-shared Key :

Apply ] [ Reset




Here are descriptions of every setup items:

Item Name Description
WPA Unicast Cipher | Please select a type of WPA cipher suite.
Suite Available options are: WPA (TKIP), WPA2

(AES), and WPA2 Mixed. You can select one of
them, but you have to make sure your wireless
client support the cipher you selected.

Pre-shared Key Select the type of pre-shared key, you

Format can select Passphrase (8 or more
alphanumerical characters, up to 63), or Hex
(64 characters of 0-9, and a-f).

Pre-shared Key Please input the WPA passphrase here.

It’s not recommended to use a word that can
be found in a dictionary due to security
reason.

Please click ‘Apply’ to save changes, or click ‘Reset’ to clear the texts in
all fields. If you click “‘Apply’, the following messages will appear:

Save setting successfully!

You may press CONTIMUE button to continue configuring other settings or press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply l

You can click “‘Continue’ to back to previous page and continue setting, or
click ‘Apply’ to restart the broadband router so the changes will take
effect.

WPA RADIUS

If you have RADIUS authentication server on your local network, you
can authenticate the wireless clients by RADIUS server’s user database.
Only authenticated clients can establish wireless connection with this
broadband router.



v|

YWPLA BADILS

WPA Unicast Cipher Suite : ®wpaiTkiP) O wpaz(aEs) O wPAZ Mixed

RADIUS Server IP address : | |
RADIUS Server Port : m

RADIUS Server Password : |

[ Apply ] [ Cancel
Here are descriptions of every setup items:
Item Name Description
WPA Unicast Cipher | Please select a type of WPA cipher suite.
Suite Available options are: WPA (TKIP), WPA2

(AES), and WPA2 Mixed. You can select one of
them, but you have to make sure your wireless
client support the cipher you selected.

RADIUS Server IP Input the IP address of RADIUS authentication
address server here.

RADIUS Server Port | Input the port number of RADIUS
authentication server here. Most of RADIUS
server will use port number 1812 and you can
keep using default value.

RADIUS Server Input the password of RADIUS authentication
Password server here.

Please click ‘Apply’ to save changes, or click ‘Reset’ to clear the texts in
all fields. If you click “‘Apply’, the following messages will appear:

Save setting successfully!

You may press CONTIMUE button to continue configuring other settings or press APPLY button to restart the system
for changes to take effect

[ Continue ][ Apply l

You can click “‘Continue’ to back to previous page and continue setting, or
click ‘Apply’ to restart the broadband router so the changes will take
effect.



3-4-3 MAC Address Filtering

This function will help you to prevent unauthorized users from
connecting to your wireless router; only those wireless devices who have
the MAC address you assigned here can gain access to your wireless
router. You can use this function with other security measures described
In previous section, to create a safer wireless environment. Up to 20
MAC addresses can be assigned.

[l Enable Wireless Access Control

MAC address : Camment:
[ Apply ] [ Cancel ]

To enable MAC address filtering, please check ‘Enable Wireless Access
Control’ box in this page, the descriptions of other setting items are listed
as follow:

Item Name Description

MAC address Input the MAC address you wish to add to the
MAC address to the table.

Comment You can input any text here as the comment of

this MAC address, like ‘ROOM 2A Computer’
or anything. You can input up to 16
alphanumerical characters here. This is
optional and you can leave it blank, however,
it’s recommended to use this field to write a
comment for every MAC addresses as a
memory aid.

Add Click ‘Add’ button to add the MAC address and
associated comment to the MAC address
filtering table.

Clear Click ‘Clear’ to remove the value you inputted
in MAC address and comment field.




All MAC address entries will be listed in this page:

MAC address
11:22:33:44:55:686 lohn's Computer
2 aa:bbicocidd ee: ff Mary's Computer |:|
[ Delete Selected ] [ Delete All ] [ Reseat ]

To delete one or more entries listed here, please check the box of the
mapping entry (under ‘Select’), and click ‘Delete Selected’ button.

If you wish to delete all mapping entries, click ‘Delete All’ button. To
deselect all checked boxes, click ‘Reset’ button.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.

Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-4-4 WPS

WPS (Wi-Fi Protected Setup) provides a convenient way to establish the
connection between this broadband router and wireless clients. Any
WPS-compatible wireless clients can establish secure connection with
this broadband router with simple push-button type configuration or
PinCode type configuration.

Enable WPS

e \Wi-Fi Protected Setup Information

WPS Status: Configuread

Self PinCode: 2E460963

551D EDIMAX

Authentication Mode WEPR

Passphrase Key

« [Device Configure

Config Mode:
Configure via Push Button: Start PBC

Configure via Client PinCode: H Start PIM

Here are descriptions of every setup items:

Item Name Description

Enable WPS Check this box to enable WPS function,
uncheck it to disable WPS.

WPS Status If the wireless security (encryption) function of

this wireless router is properly set, you’ll see
‘Configured’ message here. If wireless security
function has not been set, you’ll see
‘unConfigured’.

Self PIN code This is the WPS PIN code of this wireless
router. This code is useful when you need to
build wireless connection by WPS with other
WPS-enabled wireless devices.

SSID The SSID of this wireless router will be




displayed here.

Authentication Mode

The wireless security authentication mode of
this wireless router will be displayed here.

Passphrase Key

The WPA passphrase will be displayed as
asterisk here.

Config Mode

Select the WPS configuration role of this
broadband router.

Registrar: This broadband router will act as
WPS registrar and wait for wireless clients to
send WPS configuration request.

Enrollee: This broadband router will act as
WPS enrollee and send WPS configuration
request to other WPS registrar.

Configure via Push
Button

Click “Start PBC’ to start Push-Button type
WPS configuration (PBC). Please push the
WPS push-button on other WPS-compatible
network devices to begin WPS configuration.

You can also push the “WPS / Reset’ button
located at the back of this broadband router to
start PBC without using web configuration
interface.

Configure via Client
PinCode

Please input the PinCode displayed at the
configuration software of WPS-enabled
wireless client, and click “‘Start PIN’ to
establish connection with the wireless client.




3-5 Advance Settings*

This router provides various network functionalities like QoS and NAT,
and you can configure these functions in ‘Advanced Settings’ menu.

Duality of Service (QoS) refers to the capability of a network
to provide better service to selected netwaork traffic. The
primary goal of QoS is to provide priorty including dedicated
handwidth, controlled jitter and latency (required by some
real-time and interacktive traffic), and improved loss
characteristics. Also important is making sure that providing
priority for one or more flows does not make other flows fail,

Metwork Address Translation (MNAT) allows multiple users at
wvour local site to access the Internet through a single Fublic
IP &ddress or multiple Public IP Addresses, MAT provides
Firew all protection from hacker attacks and has the flexibility
to allow you to rmap Private IP Addresses to Public IP
addresses for key services such as the Web or FTP,

The Broadband router provides extensive firewall protection
by restricting connection parameters, thus limiting the risk of
hacker attack, and defending against a wide array of common
attacks. However, for applications that require unrestricted
access to the Internet, you can configure a specific
clientfserver as a Demilitarized Zone (DMZ).

DOMS allows users to rmap the static domain name to a
dynarmic [P address, You must get a account, password and
vour static domain name from the DOMS service providers.,
Dur producks have DDNS support for www dyndns.org and
wew ' E20.0OM now.

Entries in this table allow you to autormatically redirect
cormmon network services to a specific machine behind the
Port Forwarding MET firewall, These settings are only necessary if you wish to
host some sort of server like a web server ar mail server on
the private local network behind your Gateway's MAT firewall,

If you have a local dient PC that cannot run an Internet
DMZ{Demilitarized application properly from behind the MAT firewall, then you
fone) can open the cient up to unrestricked two-way Internet
access by defining a Virtual DMZ Host,

Please select the function you wish to set, then click ‘Apply’ button. If
you wish to go back to previous page, click ‘Previous’ button.



3-5-1 QoS

Quality of service provides an efficient way for computers on the network
to share the internet bandwidth with a promised quality of internet service.
Without QoS, all computers and devices on the network will compete

with each other to get internet bandwidth, and some applications which
require guaranteed bandwidth (like video streaming and network
telephone) will be affected, therefore an unpleasing result will occur, like
the interruption of video / audio transfer.

With this function, you can limit the maximum bandwidth or give a
guaranteed bandwidth for a specific computer, to avoid said unpleasing
result from happening.

3-5-1-1 Basic QoS Settings

[lEnable QoS

Total Dovnload Bandwidth: 0 khits
Total Upload Bandwidth: ] khits

Current QoS Tahle

priority| — Rule Name | Upload Bandwidth_|Dovnioad Bandwidth| Select |
’ have Lp I [ Mave Down ] [Reset]

Here are descriptions of every setup items:

Item Name Description

Enable QoS Check this box to enable QoS function,
uncheck it to disable QoS.

Total Download You can set the limit of total download

Bandwidth bandwidth in kbits. To disable download
bandwidth limitation, input 0’ here.

Total Upload You can set the limit of total upload bandwidth

Bandwidth in kbits. To disable upload bandwidth
limitation, input “0” here.

Add Click ‘add’ button to add a new QoS rule
(detailed instructions will be given below).




Edit If you want to modify the content of a specific
rule, please check the ‘select’ box of the rule
you want to edit, then click ‘Edit’ button. Only
one rule should be selected a time! If you
didn’t select a rule before clicking ‘Edit’
button, you’ll be prompted to add a new rule.

Delete Selected You can delete selected rules by clicking this
button. You can select one or more rules to
delete by check the *select’ the box of the
rule(s) you want to delete a time. If the QoS
table is empty, this button will be grayed out
and can not be clicked.

Delete All By clicking this button, you can delete all rules
currently listed in the QoS table. If the QoS
table is empty, this button will be grayed out
and can not be clicked.

Move Up Move selected item up.

Move Down Move selected item down.

Reset If you want to erase all values you just entered.
Click ‘Reset’

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Pleaze press AFPFPLY button to restart the system for changes to take effect
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




3-5-1-2 Add a new QoS entry

After you click ‘Add’ button in QoS menu, a new setting page will

appear:

Rule Name :

Bandwiidth : | | Download Kbps |guarantee

Local IP Address :

Local Port Range :

Remote IP Address :

Remote Port Range :

Traffic Type : | |Mone

Protocol : | | TCP

Here are descriptions of every setup items:

Item Name Description

Rule Name Please give a name to this QoS rule (up to 15
alphanumerical characters).

Bandwidth Set the bandwidth limitation of this QoS rule.

You have to select the data direction of this rule
(Upload of Download), and the speed of
bandwidth limitation in Kbps, then select the
type of QoS: ‘guarantee’ (Quaranteed usable
bandwidth for this rule) or ‘max’ (set the
maximum bandwidth for the application
allowed by this rule).

Local IP Address

Specify the local (source) IP address that will
be affected by this rule. Please input the
starting IP address in the left field, and input
the end IP address in the right field to define a
range of IP addresses, or just input the IP
address in the left field to define a single IP
address.

Local Port Range

Please input the range of local (source) port




number that will be affected by this rule. If you
want to apply this rule on port 80 to 90, please
input *80-90’; if you want to apply this rule on
a single port, just input the port number, like
‘80"

Remote IP Address Specify the remote (destination) IP address that
will be affected by this rule. Please input the
starting IP address in the left field, and input
the end IP address in the right field to define a
range of IP addresses, or just input the IP
address in the left field to define a single IP
address.

Remote Port Range Please input the range of remote (destination)
port number that will be affected by this rule. If
you want to apply this rule on port 80 to 90,
please input *80-90’; if you want to apply this
rule on a single port, just input the port
number, like ‘80°. If the remote (destination) IP
address and /or port number is universal, just
leave it blank.

Traffic Type Please select the traffic type of this rule,
available options are None, SMTP, HTTP,
POP3, and FTP. You can select a specific
traffic type for this rule, if you want to make
this rule as a IP address based rule (apply the
limitation on all traffics from / to the specified
IP address / port number), select “‘None’.

Protocol Please select the protocol type of this rule,
available options are TCP and UDP. If you
don’t know what protocol your application
uses, please try “TCP’ first, and switch to
‘UDP’ if this rule doesn’t seems to work.

Please click ‘save’ button to save settings, and the rule you just set will
appear in current QoS table; if you did anything wrong, you’ll get an
error message when you click ‘Save’ button, please correct your input by
the instructions given by the error message. If you want to erase all values
you just entered, click ‘Reset’.



3-5-2 NAT

Network address translations solve the problem if sharing a single IP
address to multiple computers. Without NAT, all computers must be
assigned with a valid Internet IP address to get connected to Internet, but
Internet service providers only provide very few IP addresses to every
user. Therefore it’s necessary to use NAT technology to share a single
Internet IP address to multiple computers on local network, so everyone
can get connected to Internet.

This broadband router supports four types of NAT functions, and the
instructions of these functions will be given below.

3-5-2-1 Virtual Server

This function allows you to redirect a port on Internet IP address (on
WAN port) to a specified port of an IP address on local network, so you
can setup an Internet service on the computer on local network, without
exposing it on Internet directly. You can also build many sets of port
redirection, to provide many different Internet services on different local
computers via a single Internet IP address.

] Enable Yirtual Server

| [ |z

Current Virtual Server Table:

0.1 Compuer name | Prvate P | prvte Pot | ype | Pubicpot | Comment | Select

[ Apply ] [ Cancel




Here are descriptions of every setup items:

Item Name

Description

Enable Virtual Server

Check this box to enable virtual server, and
uncheck this box to disable virtual server.

Private IP

Input the IP address of the computer which
provides Internet service.

Computer name

All computer names found by this broadband
router on local network will be listed here. You
can select the computer name and click ‘<<’
button to add selected computer’s IP address to
‘Private IP’ field.

Please note that this list may not be able to list
all computers on your local network.

Private Port

Input the port number of the IP address which
provides Internet service.

Type Select the type of connection, TCP or UDP. If
you’re not sure, please select ‘Both’

Public Port Please select the port number of Internet IP
address which will be redirected to the port
number of local IP address defined above.

Comment Please input any text to describe this mapping,
up to 16 alphanumerical characters.

Add Add the mapping to virtual server table.

Reset Remove all inputted values.

All existing virtual server mappings will be displayed in this page. To
delete one or more mappings, check the box of the mapping, then click
‘Delete Selected’ button to remove the mapping. To delete all existing
mappings, click ‘Delete All’ button. If you want to uncheck all boxes,

click “‘Reset’.




When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-5-2-2 Special Applications

Some applications require more than one connection a time; these
applications won’t work with simple NAT rules. In order to make these
applications work, you can use this function to let these applications
work.

[ Enable
0.000 {222 Select— ||| I |
Popular Applications | Select Game V| [W]

Current Trigger-Port Table

NO.| Computer name | IP Address | TCP Portto Open | UDP Portto Open | Comment | Select |

[ Delete Selected | [ Delete Al | [Reset |

[ Apply ] l Cancel
Here are descriptions of every setup items:
Item Name Description
Enable Check this box to enable support for special

applications, and uncheck this box to disable
this support.

IP Address Input the IP address of the computer which is
going to use the special application.
Computer name All computer names found by this broadband

router on local network will be listed here. You
can select the computer name and click ‘<<’
button to add selected computer’s IP address to
‘IP Address’ field.

Please note that this list may not be able to list
all computers on your local network.

TCP Port to Open Input the TCP port number required by the
special application, the port number can be a




single value, or a range (like 20-50). If you
need to input more than one port number and
they’re not contiguous, list all port numbers
here and separate them by comma (, ). If the
application does not use TCP port, leave it
blank.

UDP Port to Open) Input the UDP port number required by the
special application, the port number can be a
single value, or a range (like 20-50). If you
need to input more than one port number and
they’re not contiguous, list all port numbers
here and separate them by comma (, ). If the
application does not use UDP port, leave it

blank.

Comment You can input any text here to help you
remember the purpose of this item. This is
optional.

Select Game This router comes with a numerous port

mapping settings of network games. If the
game you wish to set is listed here, you can
select it from dropdown menu.

After a game is selected, click ‘Add’ (the one
next to ‘Select Game’ dropdown list) to add the
connection parameters to all respective fields.

Add Click this button to add a new port mapping
rule to special applications table.

Reset Click this button to remove all values in every
field.

All existing special application mappings will be displayed in this page.
To delete one or more mappings, check the box of the mapping, then
click “‘Delete Selected’ button to remove the mapping. To delete all
existing mappings, click ‘Delete All” button. If you want to uncheck all
boxes, click ‘Reset’.




When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-5-2-3 Firewall

This broadband router supports several firewall functions which will help
you to protect your network and computer. In this chapter, instructions for
using these functions will be given, so you can utilize these functions to
protect your network from hackers and malicious intruders.

3-5-2-3-1 Access Control

By using access control, you can restrict your computers from accessing
improper website, or using disallowed applications. You can even only
allow computers with certain MAC address to access the network, or
deny the computers in the list from accessing your network.

Enable MAC Filtering @& Deny O Allow

| | | --------- melect-------- V| | |
ad]

MAC Filtering Table

.l commme |l oM commer s

OFFLIME aabbcoddeaft Office PC
2 OFFLINE 11:22:33:44:55:66 lab 1 |:|
| Delete Selected || Delete All | | Reset |

Here are descriptions of every setup items:

Item Name Description

Enable MAC Filtering | Check this box to enable MAC address based
filtering, and please select ‘Deny’ or “‘Allow’ to
decide the behavior of MAC filtering table. If
you select deny, all MAC addresses listed in
filtering table will be denied from connecting
to the network; if you select allow, only MAC
addresses listed in filtering table will be able to
connect to the network, and rejecting all other




network devices.

Client PC MAC
address

Please input the MAC address of computer or
network device here, dash (-) or colon (: ) are
not required. (i.e. If the MAC address label of
your wireless device indicates
‘aa-bb-cc-dd-ee-ff’ or ‘aa:bb:cc:dd:ee:ff’, just
input ‘aabbccddeeff’

Computer Name

All computer names found by this broadband
router on local network will be listed here. You
can select the computer name and click ‘<<’
button to add selected computer’s IP address to
‘Private IP’ field.

Please note that this list may not be able to list
all computers on your local network.

Comment

You can input any text here as the comment of
this MAC address, like ‘ROOM 2A Computer’
or anything. You can input up to 16
alphanumerical characters here. This is
optional and you can leave it blank, however,
it’s recommended to use this field to write a
comment for every MAC addresses as a
memory aid.

Add

Click ‘Add’ button to add the MAC address and
associated comment to the MAC address
filtering table.

Reset

Remove all inputted values.




All MAC address entries will be listed in this page:

MAC Filtering Table

0L comrnire | cin ot s | connen e

QFFLIME gz bbcodd ee ff Office PC
2 QFFLIMNE 11:22:33:44:55.66 lab 1 |:|

| Delete Selected || Delete All | | Reset |

To delete one or more entries listed here, please check the box of the
mapping entry (under ‘Select’), and click ‘Delete Selected’ button.

If you wish to delete all mapping entries, click ‘Delete All’ button. To
deselect all checked boxes, click ‘Reset’ button.

If you wish to use IP address-based filtering, please use ‘IP Filtering
Table’ in this page:

||:| Enable IP Filtering Table (up to 20 computers) & Deny O Allow
Client PC Client PC IP Client Protocol Port
Description address Service Range
’7 192.168.98.150 Bl
=ending

Add PC Delete Selected Delete All
—_—

Please check ‘Enable IP Filtering Table’ box first, and select ‘Deny’ or
‘Allow’ to decide the behavior of IP filtering table (Deny the access of IP
addresses in the list, or allow the access of IP addressees in the list). You
have to click ‘Add PC’ button to add a new IP address to the list:

Access Control Add PC

This page allows users to define senice limitation of client PC. including IP address and
sendce type.

Client PC Description :
Client PC IP address : -




Here are descriptions of every setup items:

Item Name

Description

Client PC Description

Please input any text to describe this IP
address, up to 16 alphanumerical characters.

Client PC IP address

Please input the starting IP address in the left
field, and input the end IP address in the right
field to define a range of IP addresses, or just
input the IP address in the left field to define a
single IP address.

You also have to select the type of Internet services that will be applied to
this access control rule from the list:

Client PC Senvice -

peai Description selct

WA
E-mail Sending
Mews Forums

E-mail Receiving
Secure HTTP
File Transfer

MSH Messenger
Telnet Sernvice

Al
MetMeeting
DS
SHMP
WPHN-PFTF
WPMN-LZTP
eEE
LIDF

HTTF. TCF Port 80, 3125, 5000, 8080, 5081

SMTP, TCP Port 25
MMTP, TCP Port 118
FPOF3, TCF Port 110
HTTPS, TCF Port 443
FTP, TCP Port 21
TCP Port 1863
TCP Port 23
AOL Instant Messenger, TCP Paort 5180
H.323, TCP Port 389,522 150317201731
UDP Port 53
UDP Port 161, 162
TCP Port 1723
UDP Port 1701
All TCP Port
All UDP Port

N

You can select multiple services here. If you wish to deny or allow all
services of certain IP address(es), please select both “TCP’ and ‘UDP”’,




If the service you wish to deny or allow is not listed, you can use ‘User
Define Service’ table to add a new service of your own:

User Define Service

Protocal :

Fort Range: | | |

aa | reset]

I

Here are descriptions of every setup items:

Item Name Description

Protocol Please select the protocol type of this service:
TCP or UDP, or ‘Both’.

Port Range Please input the port range if this service. For

a single port number, just input the number of
service port (like “110%).

If this service consists multiple continuous
ports, you can input ‘110-120’ for port number
110 to 120, or *110,115,120’ for port number
110, 115, and 120.

Click ‘Add’ to add this IP address restriction rule to the list (and back to
previous page), or click ‘Reset’ to clear all texts in every field.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.

Apply




Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-5-2-3-2 URL Blocking

If you want to prevent computers in local network from accessing certain
website (like pornography, violence, or anything you want to block), you
can use this function to stop computers in local network from accessing
the site you defined here.

This function is useful for parents and company managers.
Please follow the following instructions to set URL blocking parameters:

Please click ‘Firewall’ menu on the left of web management interface,
then click ‘URL Blocking’, and the following message will be displayed
on your web browser:

URL Blocking

You can block access to cerain YWeb sites from a paricular PC by entering either a full
URL address or just a keywoard of the Vieb site.

Enable URL Blocking
URL/Keyword | |

= =3

Current URL Blocking Table;

1 www_playboy com Fi

| Delete Selected | [ Delete All | | Reset |

’ Apply ] ’ Cancel

Here are descriptions of every setup items:

Item Name Description

Enable URL Blocking | Check this box to enforce URL Blocking,
uncheck it to disable URL Blocking.

URL/Keyword Input the URL (host name or IP address of




website, like http://www.blocked-site.com or
http://11.22.33.44), or the keyword which is
contained in URL (like pornography, cartoon,
stock, or anything).

Add Click ‘Add’ button to add the URL / keyword to
the URL / Keyword filtering table.
Reset Click ‘Reset’ to remove the value you inputted

in URL/Keyword field.

All existing URLs will be displayed in ‘Current URL Blocking Table’:

Current URL Blocking Table:

| NO. | URL/Keyword Select

1 www playboy.com L

[ Delete Selected ][ Delete All ][F‘.eset]

If you want to delete a specific URL/Keyword entry, check the “select’
box of the MAC address you want to delete, then click ‘Delete Selected
button. (You can select more than one MAC addresses). If you want to
delete all URL/Keyword listed here, please click ‘Delete All” button, or
you can also click ‘Reset’ button to unselect all URL/Keywords.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.

| Apply |

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop




responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-5-2-3-3 DoS

Denial of Service (DoS) is a common attack measure, by transmitting a
great amount of data or request to your Internet IP address and server, the
Internet connection will become very slow, and server may stop
responding because it is not capable to handle too much traffics.

This router has a built-in DoS attack prevention mechanism; when you
activate it, the router will stop the DoS attack for you:

Denial of Service Feature

Fing of Death :
Discard Ping From VWARN :
FPaort Scan :

Sync Flood :

O oaad

Here lists four kinds of DoS attacks, please select the type of DoS attack
you wish this broadband router to protect, and you can select multiple
types of attacks.

The descriptions of every DoS attack is listed below:

Item Name Description

Ping of Death Ping of Death is a special packet, and it will
cause certain computer to stop responding.
Check this box and the router will filter this
kind of packet out.

Discard Ping From Ping is a common and useful tool to know
WAN the connection status of a specified remote
network device, but some malicious intruder
will try to fill your network bandwidth with a
lot of PING request data packet, to make your
internet connection become very slow, even
unusable. Check this box and the router will
ignore all inbound PING request, but when you
activate this function, you will not be able to




ping your own router from internet, too.

Port Scan

Some malicious intruder will try to use a ‘port
scanner’ to know how many ports of your
Internet IP address are open, and they can
collect a lot of valuable information by doing
so. Check this box and the router will block all
traffics which are trying to scan your Internet
IP address.

Sync Flood

This is another kind of attack, which uses a lot
of fake connection request to consume the
memory of your server, and try to make your
server become unusable. Check this box and
the router will filter this kind of traffic out.

If you need to specify the details of every DoS attack, please click
‘Advanced Settings’ button, and the following settings will appear:

Denial of Service Feature

[] Ping of Death -

[] Discard Ping Fram VW/AN -
[] Port Scan -

] Sync Flood -

I:I Packet(S] Per Burst

MMAP FIMN / URG / PSH
Xmas tree

Another Xmas tree

Mull scan

SYM S RST

SYH S FIN

SYM {only unreachable port)

I:I Packet(S] Per Burst

[ Apply ] [ Cancel

The descriptions of every DoS attack is listed below:

Item Name

Description

Ping of Death

Set the threshold of when this DoS prevention
mechanism will be activated. Please check the




box of Ping of Death, and input the frequency
of threshold (how many packets per second,
minute, or hour), you can also input the ‘Burst’
value, which means when this number of ‘Ping
of Death’ packet is received in very short time,
this DoS prevention mechanism will be

activated.
Discard Ping From Check the box to activate this DoS prevention
WAN mechanism.
Port Scan Many kind of port scan methods are listed here,

please check one or more DoS attack methods
you want to prevent.

Sync Flood Like Ping of Death, you can set the threshold
of when this DoS prevention mechanism will be
activated.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Pleaze press AFPFPLY button to restart the system for changes to take effect
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




3-5-2-4 DDNS

DDNS (Dynamic DNS) is a IP-to-Hostname mapping service for those
Internet users who don’t have a static (fixed) IP address. It will be a
problem when such user wants to provide services to other users on
Internet, because their IP address will vary every time when connected to
Internet, and other user will not be able to know the IP address they’re
using at a certain time.

This router supports DDNS service of following service providers:

3322 (http://www.3322.0rg/)

DHS (http://www.dhs.orq)

DynDNS (http://www.dyndns.org/)

ODS (http://ods.orQ)

TZO (http://www.tzo.com/)

GnuDIP (http://gnudip2.sourceforge.net/)
DyNS (http://www.dyns.cx/)

ZoneEdit (http://www.zoneedit.com)

DHIS (http://www.dhis.org/)

CyberGate (http://cybergate.planex.co.jp/ddns/)

Please go to one of DDNS service provider’s webpage listed above, and
get a free DDNS account by the instructions given on their webpage.
After that, you can use the DDNS page to setup DDNS parameters to use
DDNS service:

Dynamic DNS : ® Enabled O Disabled

CeT— |
e e | |
e o] |

[ Apply ] [ Cancel




Here are descriptions of every setup items:

Item Name Description

Dynamic DNS If you want to enable DDNS function, please
select ‘Enabled’; otherwise please select
‘Disabled’

Provider Select your DDNS service provider here.

Domain Name

Input the domain name you’ve obtained from
DDNS service provider.

Account / E-Mail

Input account or email of DDNS registration.

Password / Key

Input DDNS service password or key.

If your DDNS provider is ‘DHIS’, the settings will be different:

Dynamic DNS :

® Enabled O Disabled

CETTR

TR - |

Authentication Type :

|

Cancel

|

| Apply

Here are descriptions of every setup items:

Item Name Description

HostID Please input the HostID you applied during
DHIS registration.

ISAddr Please input the ISAddr you applied during
DHIS registration.

Authentication Type Please select the DHIS user authentication type
from dropdown menu: password or QRC.

HostPass Please input the HostID you applied during

DHIS registration.

(This field will appear only when




authentication type is password).

AuthP / AuthQ Please input the AuthP/AuthQ you applied
during DHIS registration.

(This field will appear only when
authentication type is QRC).

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.

Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.




3-5-2-5 Port Forwarding

This function allows you to redirect a single port or consecutive ports of
Internet IP address to the same port of the IP address on local network.
The port number(s) of Internet IP address and private IP address (the IP
address on local network) must be the same.

If the port number of Internet IP address and private IP address is
different, please use “Virtual Server’ function.

The port forwarding setting page looks like this:

[] Enablz Port Forwarding

| | o) [oomp [ L[ ] | |

Current Port Forwarding Table:

OFFLIMNE 192.168.98.197 TCP 1997-2000 Office PC 197 O
[ Delete Selected ] ’ Delete All ] [ Reset ]
’ Apply l [ Cancel

Here are descriptions of every setup items:

Item Name Description

Enable Port Check this box to enable port forwarding, and

Forwarding uncheck this box to disable port forwarding.

Private IP Input the IP address of the computer on local
network which provides internet service.

Computer name All computer names found by this broadband

router on local network will be listed here. You
can select the computer name and click ‘<<’
button to add selected computer’s IP address to
‘Private IP’ field.

Please note that this list may not be able to list
all computers on your local network.




Type Select the type of connection, TCP or UDP. If
you’re not sure, please select ‘Both’.

Port Range Input the starting port number in the left field,
and input the ending port number in the right
field. If you only want to redirect a single port
number, just fill the port number in the left

field.
Comment Please input any text to describe this mapping,
up to 16 alphanumerical characters.
Add Add the mapping to port forwarding table.
Reset Remove all inputted values.

All existing URLSs will be displayed in ‘Current URL Blocking Table’:

Current Port Forwarding Table:

OFFLIME 192.168.98.197 TCP 1997-2000 Office PC 197 F
[ Delete Selected ] [ Delete All l [ Reset l
[ Apply ] [ Cancel ]

If you want to delete a specific port forwarding entry, check the ‘select’
box of the port forwarding entry you want to delete, then click ‘Delete
Selected’ button. (You can select more than one port forwarding entries).
If you want to delete all port forwarding entries listed here, please click
‘Delete All’ button or you can also click ‘Reset’ button to unselect all port
forwarding entries.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:



Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



3-5-2-6 DMZ

Demilitarized Zone (DMZ) is a special area in your local network. This
area resides in local network, and all computers in this area uses private
IP address, too. But these private IP addresses are mapped to a certain
Internet IP address, so other people on Internet can fully access those
computers in DMZ.

The DMZ setting page looks like this:

[ ] Enahle DMZ
Public IP address lient PC IP address
| | | Select V|
Ostatic P | |

Current DMZ Table :

m Public IP address | Client PC IP address

[ Apply ] [ Cancel
Here are descriptions of every setup items:
Item Name Description
Enable DMZ Check this box to enable DMZ function,
uncheck this box to disable DMZ function.
Public IP address You can select ‘Dynamic IP’ or “Static IP” here.

If you select ‘Dynamic IP’, you have to select
an Internet connection session from dropdown
menu; if you select “Static IP’, please input the
IP address that you want to map to a specific
private IP address.

Client PC IP address | Please input the private IP address that the
Internet IP address will be mapped to.

Type Select the type of connection, TCP or UDP. If




you’re not sure, please select ‘Both’.

Port Range Input the starting port number in the left field,
and input the ending port number in the right
field. If you only want to redirect a single port
number, just fill the port number in the left

field.
Comment Please input any text to describe this mapping,
up to 16 alphanumerical characters.
Add Add the mapping to port forwarding table.
Reset Remove all inputted values.

NOTE: Please note that every public IP address can be mapped to a single
Client PC IP address only.

All existing DMZ entries will be displayed in ‘Current DMZ Table’:

Current DMZ Table :

m Public IP address | Client PC IP address -

CFFLINE 192.1658.98.30

[ Delete Selected ][ Delete All ][F‘.eset]

[ Apply ] [ Cancel ]

If you want to delete a specific DMZ entry, check the “select’ box of the
DMZ entry you want to delete, then click ‘Delete Selected’ button. (You
can select more than one DMZ entries). If you want to delete all DMZ
entries listed here, please click ‘Delete All’ button or you can also click
‘Reset’ button to unselect all DMZ entries.

When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:



Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



Chapter IV EZ View

Many network devices like printer, IP camera, and multi-media adapters
support UPnP (Universal PnP) function. Those UPnP-compatible devices
can communicate with each other, and make appropriate configurations.

This broadband router is capable to scan the local network and find all
UPnP-compatible devices out, you can get a list of all UPnP devices on
network, and you can connect to the administration interface of these
devices from web interface directly. EZView also helps you to set the
name and IP address of UPnP-compatible network devices, and control its
bandwidth usage. You can also set special network functions like DMZ
and port forwarding for a specific UPnP-compatible devices.

To use EZ View, please follow the following instructions:

1. click “EZ View’ button from main menu:

3 pL%DiDﬂi\'é - Microsoft Internet Explorer |Z||E|PS__(|
4:

File Edit Wiew Favorites Tools Help

@Back < \_)' |ﬂ @ _;j /.._\J Search \‘;/'1‘\'( Favarites {:‘3 <~ :'5 ﬁ

Address | @] http:/192.168.2.1findex. asp viBeo ks *

Quick Setup Status

Tools

General Setup

EZ View Language

Vol

&] Done 0 Internet




2. A pop-up window (or new web browser tab) will appear to show that
broadband router is scanning for UPnP devices on network, please wait
for 30 seconds until ‘OK’ button appears. Click ‘OK’ button to continue.

A http://192.168.98.215/countdown. asp - Microsoft Inte.... [= |[B][X]

Scanning NETBIOS and UPNP Devices...

I@l Dane  Internet

4 http://192.168.98.215/countdown.asp - Microsoft Inte... [= |[B][X]

Scanning NETBIOS and UPNP Devices...

O

I@ Done & Internet




3. All UPnP-compatible devices found on the network will be listed here,
with the category it belongs to and its name. (For network devices not
manufactured by Edimax, or earlier non-PnP Edimax products, the
category and name will not be able to displayed).

Online Devices

2 N/A, 192,168.98.212
N/A 192.168.98.213

Offline Devices

| cancel | | Refresh |




You can click «[_canfig |- button to connect to the web administration

interface of the network device, as shown below. (The following picture

Is an example of connecting to an IP camera, you can input its username
and password to login).

Connect to 192.168.98.213

.F%\é&

Internet Camera

Liser name: | |

Password: | |

[ ]remember my password

L Ok ] [ Cancel

_| 2

@ Encoding Format ;

ﬂ"‘-?.r:r; 1
pffddjpgf, o o ’

EW-731py
s Adapter

© AR
o

o




If you want to rescan UPnP devices, click ‘Refresh’ button.

If you need to set the detailed information of UPnP devices, please click
‘Advanced’ button, and the following settings will appear:

Online Devices

. Bandwidth Control .
DEL| Device Name Device IP Port Forwarding
wnload Upload = ook

192.168.98 212 High High
0 ’? — T it i o
H

You can click “?” icon and a drop-down list will shown, then you can
select an icon for the network device you selected. For example, if the

network device you selected is a computer, you can use the person icon to
represent it.
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Here are descriptions of every setup items:

Item Name

Description

Add

Click this button to add a network device, and
you can set detailed network information like
name and IP address for it. Click ‘Apply’
button to save changes and new setting will
take effect until next login.

DEL

Click this button to delete all settings assigned
to the network device.

Device Name

You can give this device a name as memory
aid. Also, if the type of UPnP device is not
identified by this broadband router, a question
mark (<) will appear to the left of device’s
name. You can click the question mark, several
icons will appear and you can pick an icon that
is able to represents this device.

Config

Click ‘Config’ button to connect to the web
configuration interface of UPnP device.

Upload / Download

Please click red dot EETEEERNTEEEENEN|

(located at the right of ‘Upload’), and a new
pop-up window will be shown. Please check
‘Enable QoS’ box to enable QoS bandwidth
control function for this device, and select the
upload / download bandwidth you wish to
assign to this device from dropdown list.

Block

You can block this device so it will not be able




to access the network at certain time period.
Click “Set’ button and a new window will
appear with three time-selection options:

No Block: Do not block this UPnP device.

Time Interval: This UPnP device will be
blocked during the time period you specified.
Please input ‘from’ and ‘to” hour in two
respective fields of this item by 24 hours
format.

Always: This UPnP device will be blocked
permanently.

Click ‘Apply’ to save changes you made, or
click *Cancel’ to close pop-up window and
discard changes.

DMZ Select ‘DMZ’ to set this device as a DMZ
server.

Please note that you can only set one DMZ
server at the same time.

Port Forwarding You can set the port-forwarding rules for this
device. Click ‘Set’ and a new pop-up window
will shown, you can set up to 5 sets of
port-forwarding rules for this device. You can
click *‘Apply’ in port-forwarding setting window
to save changes, or click ‘Cancel’ to close
window and discard changes.

You can also click ‘View’ to view current
port-forwarding rules for this device.

You can click ‘Refresh’ button to rescan all UPnP-compatible devices on
network,




When you finished with the settings in this page, you can click ‘Apply’
button to save changes you made in this page, or you can click ‘Cancel’
to discard changes. After you click ‘Apply’ button, you’ll see the
following messages:

Save setting successfully!

Flease press APFLY button to restart the system for changes to take effect.
Apply

Please click ‘Apply’ to save changes you made and restart the broadband
router, this requires about 30 seconds and the broadband router will stop
responding (this is normal and is not malfunction). You can reconnect to
this broadband router and continue on other settings later.



Chapter V: Status

In this menu, you can check the operation status of this broadband router.
To view the status, follow the following instructions:

1. Click “Status’ button from main menu:

2 pLv:DADoaYS - Microsoft Internet Explorer |:||E|r>__(|

File Edit Wiew Favorites Tools Help

eBack < J |ﬂ @ _h /:__\J Search \i‘\?Favorites @ [“j':v :_\5 ﬁ

Address | @] http:/192.168.2.1findex. asp viBeo ks *

EDI
NETWORMING PEOPLE TOOETHER
Quick Setup @ Status
General Setup @ Tools
EZ View @ Language
&] Done 0 Internet

2. The basic system information will be shown:

System
Model Wireless Router
Up time Oday:20h:8m:47s
Hardware Version Rev. A
Boot Code Version 1.0

Runtime Code Version 1.04



You can check the system uptime and firmware version of this broadband
router. If you need detailed information about Internet connection or
system usage log, please choose one of them and click ‘Apply’. If you
want to go back to previous page, please click ‘Previous’.

View the current internet connection status and related

erne ecti i 1
Internet Connection infarmation.

View the current setting status of this device.

View the system operation information. You can see the

e gystem start up time, connection process...etc. here.

View any attempts that have been made to illegally gain

s access to vour network.

This table shows the assigned IP address, MAC address

Active DHCP Client and time expired for each DHCP leased client.

This page shows the packet counters for transmission

Statistics and reception regarding to networks.

[ Previous ][Applv]




5-1 Internet Connection

This page shows the current status of Internet connection.

Attain IP Protocol : Fixed IP connect

IP Address : 172.1.1.1

255.255.0.0
00:11:22:33:44:56
168.95.1.1

Secondary DNS : 0.0.0.0




5-2 Device Status
This page shows current wireless LAN and wired LAN configuration.

Wireless Configuration
AP

EDIMAX

Channel Number 7
WPA pre-shared key

Lan Configuration
IP Address 192.168.98.215
255.255.255.0
DHCP Server Disable
MAC Address 00:0c:29:20:3f:f2




5-3 System Log

This page shows all logged system information. You can use scroll bar to
view the logs, or click ‘Save’ to download the log file to your computer.
You can also click “Clear’ to remove all logs, or click ‘Refresh’ to reload
logs.

Jan 100:00:00 {none) syslog.info syslogd started: BusyBox v1.00-pre2 (2008.02.15-0!

[ Save ] [ Clear] [ Refresh




5-4 Security Log

This page shows all logged security-related information. You can use
scroll bar to view the logs, or click ‘Save’ to download the log file to your
computer. You can also click ‘Clear’ to remove all logs, or click ‘Refresh’
to reload logs.

[2000-01-01 00:00:13]): start Static IP

[2000-01-01 00:00:14]: [SMTP): connect to TimeServer 192.43 244 18
[2000-01-01 00:00:14]: [FIREWALL]: WAN IF is 172.1.1.1 setting firewall
[2000-01-01 00:00:14]: [FIREWALL]: VWANZ IP is setting firewall
[2000-01-01 00:00:24]: [SNTF]: connect faill

[ Save ] [ Clear] [ Refresh




5-5 Active DHCP Client

This page shows all current DHCP clients. You can click ‘Refresh’ to
reload the list.

IP Address MAC Address Time Expired(s)

MNone



5-6 Statistics

This page shows the statistical information of network interfaces of this
broadband router, and the total system uptime.

Sent Packets 39450
Wireless LAN
Received Packets 751438
Sent Packets 14969
Ethernet LAN
Received Packets 112690
Sent Packets 31844
Received Packets 1]
Running Time Oday:22:13:26 | Restart




Chapter VI : Tools

This broadband router comes with several tools that will help you to

manage the configuration of broadband router, upgrade the firmware, and
restart the broadband router.

To use these tools, follow the following instructions:

1. Click ‘Tools’ button from main menu:
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2. The list of tools will appear:

Use the "Backup” tool to save the Broadband router's current
configurations to a file named "config.bin”. You can then use
the "Restore” tool to restore the saved configuration to the
GG TGO RGN Broadband router. Alternatively, yvou can use the "Restore to
Factory Default” tool to force the Broadband router to
perform System Reset and restore the original factory
settings.

This tool allows vou to upgrade the Broadband router's
system firmware.

Enter the path and name of the upgrade file and then click
the APPLY button below. You will be prompted to confirm the
upgrade. The system will automatically reboot the router
after yvou finished the firmware upgrade process. If you don't
complete the firmware upagrade process in the "next” step,
you have to reboot the router.

In the event that the system stops responding correctly or
stops functioning,you can perform a Reset. Your settings will
not be changed. To perform the reset,click on the APPLY
button below. You will be asked to confirm vour decision.The
Reset will be complete when the LED Power light stops
blinking.

Firmware Upgrade

Restart

[ Previous || apply |

Please select the tool you wish to use, then click ‘Apply’ button. If you
wish to go back to previous page, click ‘Previous’ button.



6-1 Configuration Tools

In this page, you can backup and restore current system configuration,
and reset all settings to factory default value.

Restore Settings:

|

|[ Browse...

Restore to Factory Default:

Here are descriptions of every setup items:

Item Name

Description

Backup Settings

Click “Save...” button to download the current
configuration as ‘config.bin’ file. Save this file
on your computer to keep current
configuration. If you want to keep more than
one version of configuration file, please
rename the configuration file to another name.

Restore Settings

Click ‘Browse...” button to select a
previously-saved configuration file from your
computer, then click ‘Upload’ to upload the
configuration file to broadband router, and the
configuration of broadband router will be
replaced by the content of uploaded
configuration file.

Restore to Factory
Default

Click ‘Reset’ button to restore the settings of
the broadband router to factory default value.
A pop-up message window will appear and ask
you to confirm the reset.




6-2 Firmware Upgrade

New firmware releases will provide new functions to this broadband
router, and you can use firmware upgrade function to upgrade the
firmware to new version.

NOTE: It's recommended to use wired Ethernet connection to upload the
firmware file, please refrain from using wireless connection to upload the
firmware file. Also, please do not switch the broadband router or computer
you used to upload the firmware file off during firmware upgrade. This will
cause broadband router become malfunction and unusable.

Please download the firmware file from our company’s website and save
it on your computer, and use firmware upgrade function to upgrade
firmware:

Browse...

[ Apply ] [ Cancel ]

Please click ‘Browse...” button to select the firmware file saved on your
computer, then click ‘Apply’ button to start firmware upload. The
broadband router will restart after file upload is successful, and all
settings will be lost. Please use default IP address (192.168.2.1) to
connect to the broadband router and set every settings again.



6-3 Restart

If you found that the broadband router is not functioning correctly, or
responding slowly then usual, you can use this function to restart the
broadband router, and this may correct the problem.

Restart

In the evant that the system stops responding correctly ar stops functioning,you can
perfarm a Reset. Your settings will not be changed. To perdfarm the reset click an the
APPLY button below. You will be asked to confirm your decision. The Reset will be
complete when the LED Fower light stops blinking.

[ Apply ] [ Cancel ]

Click ‘Apply’ button to restart the broadband router. You’ll be prompted
to confirm the restart, click ‘OK”’ to restart the broadband router.



Chapter VII : Language

This broadband router’s web-based user interface supports several
languages in the future .We will release English version at first, and add
others step by step. You can view website http://www.edimax.com to
check new firmware. You can change the display language by click
‘Language’ button in main menu.

To change the display language, follow the following instructions:

1. Click ‘Language’ button from main menu:
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